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Abstract

Nowadays sensors are increasingly deployed in many kinds of applications
and deliver streams of data that they continuously collect. This data is signif-
icant as it provides important information in real time. However, without a
fast processing of this information the sensors only provide a pointless stream
of data. Hence, there is a need for automatic processing to extract meaningful
information within an acceptable amount of time. This thesis describes tech-
niques that allow a fast analysis of streaming data.

Real-time Locating Systems (RTLSs) or Radio Frequency Identification
(RFID) systems provide several thousand position events per second. Event-
based systems (EBSs) meet the high performance requirements and are a
powerful technique for a reactive analysis of such data streams. Detection
algorithms are divided up into several comparatively small event detectors
(EDs), become inherently scalable through distribution, and are easy to main-
tain because of their reduced software complexity. Such event detectors com-
municate by messages, i.e., events, over an event processing middleware and
are hierarchically linked to detect the final events of interest.

Since partial results, i.e., events, are generated at different points in the
system they are no longer timely synchronized. However, the algorithms im-
plemented in the event detectors assume a timely ordered event stream as they
try to detect interaction patterns. It is never a viable solution to process events
out of order. This puts a significant workload to the underlying middleware.
A-priori estimations of reordering parameters cannot include runtime infor-
mation about object and system behavior, and thus the event loads, and must
hence be set too conservatively in order to avoid system failures caused by
ordering mistakes. But this often results in high detection latencies.

This thesis describes how to optimally adapt to variations in the observed
environment to minimize detection delays at runtime. We show how out-
of-order events are transparently reordered with low latency at each node so
that event detectors may process them in a correct order. A speculative pro-
cessing exploits unused system resources and reduces detection latency to a



minimum. We further present a technique to migrate event detectors between
nodes at runtime and show how to optimize their detection latency introduced
by networking delays in a distributed system environment. Our system is scal-
able as the number of trackable objects and measurement sensors grows.

The methods presented in this thesis compare very well with methods pro-
posed so far. We show that we reduce latency of distributed event-based sys-
tems adaptively by integrating available system resources dynamically to fit
the performance requirements at runtime for a continuously changing envi-
ronment. At the same time the semantics of event detector implementations
remain untouched. Our system deals with any type of delays, does not need
to be parameterized a-priori, and is fully scalable. The author is not aware of
any published method performing significantly better.
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Zusammenfassung

Sensoren und andere miniaturisierte Messgerite finden sich in immer mehr
Anwendungsbereichen. Diese generieren Datenstrome, welche interessante
Informationen in Echtzeit enthalten. Allerdings bestehen solche Datenstréme
lediglich aus einer sinnlosen Flut an Informationen, solange sie nicht geeignet
analysiert werden. Um aus den Daten in vertretbarer Zeit wertvolle Infor-
mationen extrahieren zu konnen, miissen die Strome automatisch verarbeitet
werden. Die vorliegende Arbeit beschreibt Techniken, um aus Stromdaten
zur Laufzeit und mit geringer Latenz Ereignisse erkennen zu konnen.

Echtzeitlokalisierungssysteme oder RFID-Systeme stellen mehrere Tau-
send Objektpositionen pro Sekunde zur Verfiigung. Ereignisbasierte Systeme
sind eine Moglichkeit, diese Daten automatisch zu verarbeiten, da sie die
Anforderungen an die Performanz erfiillen — sie bieten eine méachtige Meth-
ode um die Daten reaktiv zu verarbeiten. Algorithmen zur Detektion von
Ereignissen konnen so iiber mehrere sog. Ereignisdetektoren verteilt wer-
den und sind folglich inhidrent skalierbar. Zusétzlich werden sie aufgrund
reduzierter Softwarekomplexitit leichter wartbar. Ereignisdetektoren kom-
munizieren dabei iiber Ereignisse, welche iiber eine spezielle Diensteschicht
(engl. Middleware) verteilt werden. Diese verkniipft die Ereignisdetektoren
in geeigneter Weise miteinander und koordiniert die Datenfliisse, sodass die
finalen Ereignisse detektiert werden konnen.

Da Berechnungen nun entkoppelt voneinander stattfinden, werden partielle
Ergebnisse (Ereignisse) nicht mehr in zeitlich korrekter Reihenfolge an den
Eingingen der Ereignisdetektoren empfangen. Dies erhoht die Synchronisa-
tionsarbeiten innerhalb der Diensteschicht. Da die Ereignisdetektoren eine
zeitlich korrekte Sortierung der Nachrichten annehmen, ist es daher keine
Alternative, einzelne Ereignisse in nicht zeitlich korrekter Reihenfolge zu ve-
rarbeiten. Allerdings sind das Objekt- und Systemverhalten und somit die
Ereignisraten vor der Laufzeit nur unzureichend bekannt, was bedeutet, dass
Sortierungsparameter — wenn sie vorher abgeschitzt werden — zu konservativ
gewihlt werden miissen. Dies hat hohe Detektionslatenzen zur Folge, was
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zwangsldufig dazu fiihrt, dass Parameter zur Laufzeit gemessen und gesetzt
werden miissen.

Diese Dissertation beschreibt, wie sich ein Ereignisverarbeitungssystem
idealerweise zur Laufzeit an die aktuellen Gegebenheiten anpassen kann,
um die Detektionslatenzen zu reduzieren. Sie zeigt, wie man zeitlich falsch
sortierte (out-of-order) Ereignisse zur Laufzeit an jedem Rechenknoten sor-
tiert, ohne dabei Anderungen an den Ereignisdetektoren vornehmen zu miis-
sen. Spekulatives Verarbeiten einzelner Ereignisse kann darauf aufbauend
dazu verwendet werden, verfiigbare Rechenkapazititen zur Latenzreduktion
zu verwenden. Die vorliegende Arbeit beschreibt weiterhin, wie man Ereig-
nisdetektoren zur Laufzeit zwischen Rechenknoten migriert, um somit die
Verteilung der Ereignisdetektoren im Netzwerk latenzminimierend zu opti-
mieren. Das resultierende System ist hoch skalierbar, um der steigenden
Anzahl an lokalisierbarer Objekte und Sensoren auch zukiinftig gerecht zu
werden.

Die vorliegenden Methoden erbringen im Vergleich zu allen bisher en-
twickelten Techniken sehr gute Ergebnisse. Sie konnen die Latenz in verteil-
ten ereignisbasierten Systemen adaptiv reduzieren, indem verfiigbare Res-
sourcen hinzugenommen und die Performanz so dynamisch an die Anforder-
ungen angepasst wird. Gleichzeitig bleiben Implementierungsdetails der Er-
eignisdetektoren unberiihrt. Das prisentierte System muss nicht konfiguriert
werden, behandelt verschiedenste Sorten von Verzogerungen und ist dufSerst
skalierbar. Methoden und Techniken, die besser als die hier prisentierten
sind, sind bis dato nicht bekannt.

iv
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1. Introduction

Nowadays, sensors are increasingly deployed and their streams of signifi-
cant data can be used to predict earthquakes [12]], tsunamis [89]], and pan-
ics [89]. Due to the miniaturization of these sensors and their decrease in
energy consumption they will get even more deployed in many kinds of ap-
plications in the near future [21]. Consider, for instance, RFID-systems in
warehouses [14]], surveillance systems [128], and sports monitoring appli-
cations [[129]. The on-the-fly analysis of those sensor streams can provide
important high-level information in near real-time.

However, the massive amount of sensor stream data can only hardly be an-
alyzed manually any longer. It must instead be processed automatically to
draw valuable information in a reasonable amount of time. Systems for the
analysis of streaming data are as manifold as their application requirements.
Consider the previously mentioned RFID-based warehouse management sys-
tem. The major focus of this kind of application is to provide a simple pro-
gramming interface so that users, i.e., logistics specialists, can quickly imple-
ment detection rules by themselves. The sensor data rate is usually low and
high notification rates play a minor role [94, [103]. A second kind of appli-
cation is distributed processing on sensor nodes as part of a sensor network.
As communication between sensor nodes requires considerable amounts of
energy it must be avoided wherever it is possible, and as memory is only
available sparsely [134]] storing of data should also be avoided. Both of these
applications aim towards a similar direction but differ significantly in their
requirements, their workloads, and their desired response times.

In contrast, this thesis focuses on applications that demand high-perfor-
mance, distributed event processing with low detection latencies. Consider,
for instance, a Real-time Locating System (RTLS) that provides several thou-
sand position sensor events per second. We can use such an RTLS to track
players and balls in soccer games and extract meaningful events and situ-
ation{] automatically [129]. The number of applications and clients using

! A situation is an event occurrence that might require a reaction. [57]



1. Introduction

such a technology is sheer unlimited. If we manage to detect events such
as ball possession, passes, and shots on the goal automatically within a few
milliseconds, we can provide this information to the media, referees, camera
systems, etc. Live feedback to a trainer can further help to directly survey
qualitative performance data of his or her players [46].

1.1. Event-Based Systems

The massive data load of sensor systems is a challenge to the scalability of
any system that is used to extract meaningful information. Hence, approaches
such as event-based systems (EBS) recently gained much interest. The aim
of event-based systems (EBSs) is to filter and aggregate events, i.e., special
occurrences of interest, and to iteratively transform them into higher level
events until they reach an information granularity that is appropriate for an
end user application or for triggering some action.

Consider the system presented in Figure[I] It adapts the idea of the Event
Processing Technical Society (EPTS) reference architecture [110]. Sensor
data originates from the outside, and is injected into the EBS as raw events.
Components (event detectors) take events from the event bus and generate
new events that may be an input for another component. The system may

3
External
Data Sources

Event Processing Network

Consumers

(GUL DB, ..)

e

Reactions,
Consequences,

Derived Events

User / Developer input

Figure 1.1.: EPTS reference architecture for event-based systems. [110]
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' Event-Based Interaction Level
o—— _' Subscription __’
Noti 1i A Advertisement|
otification Publication
/ par’ N (’/* y ¥ V% /

Advertisement
Communication Implementation

Sensor event igh-level event

Figure 1.2.: Typical structure of an event-based system. [103]]

also use external databases for information enrichment or user-defined input
for reasoning. Results may be visualized on a graphical user interface (GUI)
or used to automatically trigger some action. For instance, a camera surveil-
lance system may automatically focus crucial points in an observed environ-
ment. This can help, for instance, security personell to survey critical areas
and locations more efficiently [44]].

Event-based systems provide extreme scalability and are a well-suited tech-
nique to analyze high data rate streams. Moreover, event-based components
also exhibit advantages concerning the application’s software complexity.
Since there is (usually) only a low degree of coupling between software com-
ponents, i.e., a message coupling [58]], the software complexity tends to be
low, making it both highly maintainable and flexible.

Figure [I.2] shows the interaction in a distributed event processing system
(EPS). Usually event detectors (event-based components, producers and con-
sumersﬂ i.e., the (green) boxes on top in Figure are implemented either
as black box units, i.e., for instance in programming languages such as Java
or C/C++ [}, 73], or with database-like query languages [4, [87]. The
former types make use of an API to communicate with other event detectors
across the connected notification service. The latter types are usually directly
loaded into the EPS without the necessity of being compiled previously. They

2 In classic Data Stream Management Systems (DSMS) event detectors are also denoted as
continuous queries or operators. [110]
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are converted and processed at runtime within an extra unit embedded into the
notification service [135]].

Typical event-based systems build on a publish/subscribe model that im-
plements the following basic functionalities (more detailed information can
be found in Section [2.T).

Subscription. Subscriptions are initially issued by the event detectors (to
the middleware) and by event-based middlewares (to the network) to
express an intent to receive certain messages, i.e., events, in the future.
Whenever subscribed events are generated, the event detector will re-
ceive these events for further processingE]

Notification. Notifications are used by the EPS to callback the event de-
tector with a concrete data element, i.e., with an event, that is either
received over the communication channel or by some other event de-
tector that is connected to the same middleware. The physical source
of the notification usually remains unknown to the event detector.

Publication. A publication is an initial issue of an event detector and signals
a general provision of data elements, i.e., events of a particular type.
Whenever the event detector detects an event of this type it generates
an event, i.e., the computerized representation of the real event, and
sends it to the EPS middleware.

Advertisement. Both the event detectors and the EBS use advertisements
to disseminate the information on data provision. Whereas event de-
tectors use advertisements to signal the event types that they provide,
the event-based middleware aggregates all the advertisements from its
event detectors and disseminates a single advertisement to the other
event-based middlewares. Advertisements are optional components de-
pending on the semantics of the EPS.

Although a common ground definition for event processing does not exist,
see Section [2.1.1] the basic structure and functionality is the same in any
event-based system. Event detectors work on an event-based interaction level,
see Figure subscribe to particular event types, i.e., event streams, pro-
cess incoming events, and publish other events, visualize results, or trigger

3 There are actually two meanings to the word event. It can either refer to the actual occurrence,
i.e., something that really has happened, or the object that contains information about that
happening in order to identify/refer it. We use event for both meanings as its actual meaning
can always be derived from the context.
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Event-based

5

*Shoton Goal
A
A
Sensor- and Event-
based
4
A
*

Sensor-based Acceleration

.. LineCross
1 recognition

Figure 1.3.: Exemplified detection hierarchy for a shot on goal event.

some action as a result. Event-based systems are usually implemented on top
of generic publish/subscribe-systems or -middlewares, whereas other imple-
mentations, such as libraries, are also possible. These systems or middle-
wares manage network and local communication (issues), data dissemination
and integrity, routing, and much more depending on the requirements of the
application domain [103]].

As a result, event detectors do not need to care about system aspects, de-
tector allocations, communication, or system loads. Complex detection tasks
can easily be split up into several sub-tasks that are linked together to detect
the top goal, i.e., the high-level event of interest. Consider the exemplified
event detection hierarchy for a deflected/blocked shot on goal as shown in
Figure[T.3] Event detectors at the lower levels receive and mostly filter out
the high data rate position streams. Events are generated along the event hi-
erarchy until the top event, i.e., a deflected shot on goal, is finally generated.

However, depending on the position data rate, the detection of proximity
on Layer 4 may already consume all the processing power of an entire ma-
chine, no matter how efficiently it may have been implemented. Hence, the
detection of events that rely on proximity (in ball sports, there exist dozens
of them) becomes infeasible on a single machine and must instead be dis-
tributed over several machines. Since event-based system components are
loosely coupled, and since the underlying middleware manages the commu-
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nication, it is easily possible to form a highly scalable system by distributing
event detectors across a network without changing the detector implementa-
tion itself [5]. Optimally the event detector’s internal implementation does
not need to take care about the physical location where other event detectors
are running.

1.2. Research Objectives

Of course, the above mentioned powerful features of event-based systems
only come as a trade-off between complexity and problematic challenges.
Those include for instance, impact analysis for the implementation of change
requests [113] or performance-related development issues [136]. But essen-
tially, the distribution of event detectors over a network results in non-trivial
synchronization problems of the particular detection units. Since partial re-
sults, i.e., events, are generated at different points in the system they are
no longer received in a correct timely order at each event detector. How-
ever, event detectors usually detect interactions or merge events and assume
a timely ordered event input.

Reordering of those events without considering latency in greater detail is
naive: we just need to wait a sufficiently long time and postpone events until
we can be confident (if we at least can) that they are in order. However, for
most of the applications such assumptions are impractical because they in-
troduce far too high detection delays. The solution is to configure reordering
parameters to delay events manually and to provide an ordered event stream
to the event detector.

Those parameters depend on the system load, the number of sensors or
tracked transmitters, and the object behavior within the observed environ-
ment. Hence, they are hardly predictable, and if they are over-estimated they
limit the detection latency, the throughput, and the system performance and
scalability. The idea is to let the middleware system derive those parameters
automatically at runtime. Thus, the reordering complexity is kept out of the
event detector’s implementation and the events are only delayed for a little
amount of time.

However, known techniques that try to solve those issues exhibit a num-
ber of drawbacks. Since events experience different delays in the distributed
environment (for instance there is a detection, a network, and a processing
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delay) they must be dynamically reordered at runtime so that event detectors
are provided with an ordered event input stream. If stateful event detectors
process events out-of-order they may get stuck in invalid states and/or gener-
ate events that actually did not occur (false-positives), or do not detect events
that actually occurred (false-negatives). We denote both of these cases as sys-
tem failures because it can no longer be assured that the algorithms work as
they have been expected to by the system engineers. System failures must
hence be precluded at any time.

This dissertation addresses the problems of low-latency runtime event or-
dering without a-priori knowledge. To tackle the above mentioned issues, we
can split up the challenge into a number of building blocks that can be solved
separately. These building blocks are described as follows.

Self-Configuration of ordering parameters. To configure the ordering
parameters of an event-based system and to reach a minimal latency
we need to measure the particular event delays at runtime. Ordering
buffers are then dynamically allocated, and the out-of-order events are
reordered under-the-hood to provide a totally ordered event sub-stream
to the respective black-boxed event detectors. In order to avoid in-
correctly ordered events that are introduced by variations in the event
stream delays we must use safety margins to trade detection latency
with out-of-order events. Moreover, in order to avoid a recurring need
to start delay measurements from scratch when restarting the system,
we have to calibrate ordering parameters at system startup.

Utilizing system resources for latency reduction. With the ordering
approach we usually buffer the events long enough to be confident
that the event streams are properly in order. Additional CPU power
and memory resources cannot be used to reduce detection latencies as
the latency is bound to the buffer sizes. In contrast, speculative mid-
dlewares process any event speculatively, and retract events and re-
vert states if speculation was wrong. This can exploit additional CPU
power. However, speculation causes retraction cascades that inevitably
lead to system overloads and hence system failures. The aim is to ef-
ficiently combine both techniques in order to utilize available system
resources for speculation that remain unused when using conservative
buffering middlewares.
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Distributing event detectors over the network. System scalability is a
consequence of the ability to distribute work across several nodes. But
when we distribute event detectors and middlewares over a network
there arise several new challenges. First, the allocation of event de-
tectors over the network is crucial to gain performance benefits. If the
allocation is poor the system may even perform worse. Second, ef-
ficient allocations may also become poor when CPU and event loads
change. Event detectors must then be reallocated at runtime to fit the
performance requirements of the application.

Such issues are bound to distributed environments and have (to the best
of the author’s knowledge) not sufficiently been tackled before.

1.3. Thesis Structure

The remaining chapters are organized as follows. Chapter [2| provides ba-
sic definitions and semantics, clarifies the disparities of definitions, provides
details about the system architecture of our reference system, and surveys re-
lated work that is too general to be mentioned in one of the specific sections
in the upcoming chapters but which is nevertheless important and relevant
for the contributions presented in this dissertation. It also provides technical
details of our evaluating system and the available sensor data.

Chapter [3] shows how to provide a timely ordered stream of events with
low-latency event buffering to black-boxed event detectors. At the same time,
the introduced latency is minimal in respect to the events’ delays and no a-
priori information must be provided. We formally prove the correctness of the
algorithm and further give two methods to calibrate the system parameters at
startup time in order not to start from scratch by reusing information from
previous system runs. An evaluation with micro benchmarks proves that the
methods we present work well on position data stream of a Real-time Locat-
ing System in a soccer application.

Chapter ] describes an approach that exploits unused system resources by
introducing speculation. The technique reduces latency of slack-based buffer-
ing approaches as those presented in Chapter [3] We show that buffering sys-
tems that only exhibit lazy CPU loads can be optimized so that latency re-
duces to only 20-30% of its original value. At the same time, the system
stays fully functionable, and system failures caused by CPU or memory over-
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load are avoided. To provide the best possible degree of speculation for the
current event stream and system load the parameters are continuously cali-
brated at runtime. An evaluation shows that our method is very efficient and
also compares more than well with other existing approaches that have been
published.

Chapter [5] focuses on latency optimization when running event-based sys-
tems in a distributed context. Section[5.1|shows how to migrate stateful event
detectors between nodes at runtime while the EPS is processing events. At
the same time all event detectors continue processing and the ordering con-
straints are kept valid. Section[5.2]uses this migration to optimize the overall
detection latency in a distributed environment by minimizing network delays.
Micro benchmarks prove that our migration performs well compared to exist-
ing approaches and that our optimization adapts the detector allocation very
well when event loads and latencies change at runtime.

Chapter [6] provides a high-level evaluation of our event processing system
and the methods presented in this dissertation. We first analyze the results of
a global competition where we called for innovative solutions for the analy-
sis of our position data streams. We show that basic assumptions we made
in the previous chapters really hold. Next, we compare the efficiency of an
event hierarchy implementation that assumes unordered event streams with
an implementation that uses our ordering approach. We take a closer look at
detection latency, resource consumption, and code complexity and show that
our approach keeps a nice balance between system performance and source
code maintenance.

Chapter[7]sums up the main contributions of this dissertation, lines out sim-
ilar applications and use-cases where the techniques and methods presented
in this thesis can be used for, and provides directions for future research.






2. Preliminaries

This chapter provides fundamental information that builds the basis for the
technical content we present in this dissertation. After introducing the spe-
cific definitions, semantics, and time model assumptions (Section , we
present information about our middleware system (Section [2.2). We provide
a brief high-level overview on related work (Section [2.3)) where we mention
and discuss related systems that cannot be focused on from their high-level
point of view in the particular technical parts of this thesis. The chapter con-
cludes with a detailed description of the Real-time Locating System (RTLS)
and the provided sensor data streams that we later use for the evaluation of
the presented system and methods.

2.1. Fundamental Definitions

We divide this section into two main parts. The first part focuses on gen-
eral definitions of keywords to provide a common ground of understanding
whereas the latter describes the time model assumptions used throughout this
thesis.

2.1.1. General Definitions

Although we may repeatedly define some keywords that have already been
used, we will provide a deeper and a more concise level of detail in the fol-
lowing.

Events and notifications. According to Etzion et al. [56] an event has one
of three possible meanings: it is either (1) anything that happens or that
is contemplated as a happening, (2) a state of change of anything, or (3)
a somehow detectable condition that can trigger notifications. We stick
to a general view and denote an event to be the notification of some
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arbitrary state change of a component in an observing system [103][1]
In contrast, a notification can be considered as a specific instance of
an event that may also carry some additional data and that is generated
by a particular observing component, see Section [2.1.2] A description
of the data elements that are attached to events can for example be
modelled in a (semi-)structured fashion such as JSON or XML [103]],
or may also be omitted.

Event-based programming. The term event-based programming is used

when one or more software components within a system process data
in response to the reception of one or more event notifications. Some-
times, this is also denoted as event-driven architecture (EDA) [57].

Event detector. The software components implemented by application de-

velopers are denoted as event detectors. They act as producers and
consumers of notifications and only interact with the event-based sys-
tem middleware. Producers are components that publish notifications,
i.e., that send (or emit) events. This is sometimes denoted as opera-
tor firing [116]]. Consumers receive notifications delivered to them by
the notification service and react appropriately. They are also unaware
of their specific communication partners — they have no knowledge of
their actual notification producers and only issue subscriptions to de-
scribe the kinds of notifications they are interested in [[103].

Through the rest of this thesis we always assume that an event detec-
tor can act as both, a producer and a consumer, which is a generally
known assumption [57, [110]. Then the event detector reacts to both
incoming notifications and observed internal state changes, and the re-
sulting computation may always lead to a newly published event noti-
fication [[103]. Sometimes those components are also called event pro-
cessing agents [57]]. As a result, the event detectors are connected in a
data-flow type graph (event detector hierarchy, operator graph) [116],
with each detector receiving data from and forwarding results to other
software components [5].

An event detector’s implementation only accesses its own state and is
completely encapsulated. In turn, its own state is not accessed by other

' As mentioned before, we use the term of sending an event when we mean the computerized
representation of a real event as the reader may deduce the correct meaning from the context.
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software components. The only way of interaction between event de-
tectors is communication via events. The decision whether to publish a
state change, i.e., to send an event, or not is made by the event detector’s
internal computation and is the core part of its functional implementa-
tion [103]. Typical types of event detectors include filtering, pattern
detection, or event transformation [57].

Stateful event detector. Stateful event detectors hold some internal state

to decide whether to publish an event notification or not. They can
often be compared to stack state machines, i.e., finite state machines
(FSM) or deterministic finite automata (DFA) with memory attached
to it. Stateful event detectors are, for instance, deduplication filters that
eliminate duplicate events from the event stream. In contrast, a conven-
tional filter can often be implemented as a state-less event detector as
it only applies static rules. An event detector can be considered state-
ful if the way it processes events is influenced by more than one input
event [[57]].
But there are methods that assume no internal state as they put all the
state information into the event, i.e., event-centric approaches [L16].
However, it is often not convenient or even possible (deduplication fil-
ter) to do so. Hence, we always assume that an event detector has an
internal state and that we do not have direct access to it from within the
event processing middleware (as the only way of interaction with the
detector is communication via events).

Subscriptions and advertisements. A subscription describes (a set of)
notifications a consumer is interested in. Consumers register their in-
terest usually at their own startup to the EBS middleware, see Sec-
tion 2.2.31P]

Advertisements are periodically issued by producers to declare the type
of notifications they are willing to send prospectively. We encapsulate
that functionality by the middleware, which collects all the advertise-
ments from the event detectors to disseminate a single advertisement
message through the network. Similar to traditional software compo-
nents the advertisements comprise the information about a component’s
output interface [103]]. Neither the producer nor the consumer software

2 However, this paradigm changes as real-time reconfiguration becomes a hot topic recently.
Runtime and real-time reconfiguration and their issues are out of the scope of this thesis.
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component need to care about advertising as this is achieved by the
EBS middleware, see Section 2.2]

Event notification service. The event notification service is considered as
the mediator in an event-based system and is used to decouple the
producers from the consumers. The notification service alone is re-
sponsible for the transmission of notifications between the event de-
tection components, and must deliver every event that has been pub-
lished [103]]. Event distribution in its simplest form may be achieved
by a log file to which producers write to, and from which consumers
read from [S7]. The notification service is usually implemented as a
publish/subscribe interface, which is described more clearly in Sec-

tion[2.2

CEP vs. EBS vs. EPS. Literature is riddled with different and contradict-
ing definition of Complex Event Processing (CEP), Event-Based Sys-
tems (EBSs), and Event Processing Systems (EPSs). As some authors
define CEP to be a combination of sequence operators and query lan-
guages that implement a data-flow paradigm [131} [135] others em-
ploy a more general view and define it to be the processing of con-
tinuously arriving events with the goal of identifying meaningful pat-
terns [10L [114]. Interestingly, one of the earliest work in that area by
Luckham et al. [94] even applies a more general definition of CEP and
identifies it as a set of tools and techniques that can be used to analyze
and control the complex series of interrelated events.

Throughout this thesis we stick to the latter CEP definition and use ei-
ther of the terms equally to identify the combination of event processing
middleware and event detection components.

2.1.2. Time Model Semantics

The time model we assume in this dissertation is that sensor events are time-
stamped from the same discrete time source before they are sent to the net-
work for processing. This requires synchronization of all system units that
directly communicate with the sensors. However, this is not a great loss of
generality because applications that require a low detection latency usually
have the means to time-stamp sensor events when they are generated. For
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T

header payload additional data

Figure 2.1.: The logical structure of an event instance [57]].

instance, in warehouse applications, the RFID-readers may synchronize over
LAN, time-stamp the sensor readings accordingly, and push the data pack-
ets as sensor events to the network. GPS-based systems may use the time
stamps provided by the satellites [67]. In a Real-time Locating System the
microwave signals of transmitters are extracted by several antenna units that
are synchronized over fiber optic cables [129].

We use the following terminology throughout the rest of this thesis:

Event type, instance and time stamps. An event type is a specification
for a set of event objects that have the same semantic intent and the
same structure [S7]. An event type defines an interesting occurrence
and is identified by a unique ID. An event instance is an instantaneous
occurrence of an event type at a distinct point in timeE] An event de-
tector receives an event instance as a notification. It can be a primitive
(sensor) or a composite event. An event has three time stamps: an oc-
currence, a detection, and an arrival. All time stamps are in the same
discrete time domain according to our applied time model. An event
appears at its occurrence time stamp ts, or just time stamp for short. It
is detected at its detection time stamp dts. At arrival time stamp ats the
event is received by a particular EPS node. The occurrence and the de-
tection time stamps are fixed for an event at any receiving node whereas
the arrival time stamp may vary at different nodes in the network. Fig-
ure [2.1] denotes the logical structure of an event instance. The header
information on the left side is fixed and is set for each event instance
in particular. The payload information is set by the event detector that
generates the event and is always part of event instances from the same
type. The open content part (additional data) is a variable data part that
may or may not be used by particular event instances.

3 If events have a duration we set the occurrence time stamp to the beginning of the duration.
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Out-of-order event. Consider a stream of events ey, 5, - - -, ¢, that is sorted

ascending to their arrival time stamps: eg.ats < epiq.ats, (1 < k < n).
An event ¢; is an out-of-order event if there is an event ¢; with 1 <i <
J < nand eits > ej.ts. [87]. In other words, out-of-order events are
events that occur before others but are received after them.

For instance, consider an event stream sorted by arrival time stamps
ats: Al (ts=1, ats=2), B4 (ts=4, ats=5), C8 (ts=8, ats=8), B7 (ts=7,
ats=9), A10 (ts=10, ats=11). Then, B7 is an out-of-order event since it
is received after C8 but occurs before C8. Hence, the sequential seman-
tics [116] in the event stream are no longer satisfied.

Event stream. The input of an event detector is a potentially infinite event

stream that usually is a subset of all events, holds at least the event types
of interest for that detector, and may include some irrelevant events as
well.

Event lifetime. In most event-based systems (and especially those that deal

with correct event ordering) there is some kind of notation concerning
the lifetime of an event. The lifetime of an event is considered as the
maximal time the event has an influence on window-based streaming
operators such as multi-joins. The lifetime is often implicitly set by
the maximum size of the applied window operators over the incoming
event stream. Window operators are used to process a sliding part of
the event stream as if it were static data. [94,[103]]

System and wall clock time. In event-based systems wall-clock, system,

and application times are usually different. In this thesis, we do not ac-
cess the wall-clock time due to application semantics and performance-
related reasons, see Chaptersand@ Under this assumption, we derive
the application-time of our system by deriving a local clock from the
incoming event stream. Application time and system time are described
by this local clock, whereas the wall-clock time remains both unknown
and unused. We only use it to formally prove the correctness of our
algorithms.

Pseudo event. Pseudo events carry the basic information of real events (ID

16

and time stamps) but are not processed by the event detectors. The re-
ceiving detector, resp. the notification service, only uses such a pseudo
event for configuration purposes, see Chapters 3 [} and 5]
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Figure 2.2.: Distributed publish/subscribe EPS.

2.2. System Architecture and Implementation

In this section we describe the distributed event processing system that has
been used to implement the presented contributions from an architectural
point of view. While Section [2.2.1] focuses on a high-level understanding
about the system behavior, Section [2.2.2] digs into the details from an im-
plementation point of view, before Section describes the application
programming interface (Event Detector API) for application developers.

2.2.1. Overview

Our runtime system is depicted in Figure [2.2] It consists of several data dis-
tribution services (DDS) that collect sensor data (for example an antenna that
collects RFID readings), and several nodes in a network that run the same
event processing middleware. On top there are event detectors spread over the
network. An event detector and the middleware exchange subscriptions, pub-
lications, and necessary control information. The middleware does not have
any knowledge about the complex event pattern that is implemented in the de-
tector (that can either be implemented in a native programming language [[75]]
or some EDL [133])), and the detector does not have any knowledge about
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the distribution of other event detectors and the runtime configuration, i.e.,
they are completely decoupledE] At startup the middleware does not have any
knowledge about event delays but just notifies other middleware instances
about event publications and subscriptions (advertisement) [103]. For each
detector the middleware also provides a personal ordering unit for the incom-
ing event stream. The middleware dynamically adapts the buffer sizes of the
ordering units by means of the methods described in Chapters [3|and 4] The
middleware is therefore generic and encapsulated, and does not incorporate
the application-specific complex event definition that is implemented in the
detectors.

2.2.2. Implementation

Our event processing middleware is called EventCore and is implemented
in about 17,000 lines of C++ code. On top of that event detectors are im-
plemented in around 16,000 lines of C++ code. Our implementation makes
use of various well-known concepts from generic publish/subscribe middle-
ware systems [103]] but also includes some application-specific optimization
techniques. The middleware is used to take over any administrative tasks,
comprises a notification service, and also schedules the event detectors for
their processing of events.

Figure shows coherences and control flow information in the Event-
Core. Dashed lines denote the process spaces of the interacting components.
Whenever an event or raw event, i.€., sensor data, arrives at the middleware, it
is immediately inserted into a lock-free ring-bufferE] that is located in a global
shared memory. In the literature this is also referred to as the preparation
task [110]. The ring-buffer has a fixed size and exploits compare-and-swap
mechanisms to avoid the usage of locking data structures. As a result, the
buffer works on a best-effort basis: if the event data rate is too high the buffer
cannot provide enough space for all data and the system will crash. However,
this is not as big a disadvantage as it looks at first glance. No matter how large
we choose the buffer — if the data rate is too high the system will eventually
fail at some point as the event detectors are not able to detach events from the
buffer fast enough — an early symptom of a system overload.

4 Decoupled components do not depend on a particular processing or course of action being
taken by another components [57].
5 Qur implementation is similar to the Disruptor pattern [126] that is available for Java.
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Figure 2.3.: The EventCore middleware architecture.

The buffer returns an index to the element as soon as the event has been
successfully inserted into the memory. This index is used as a reference to
the current event so that the event’s data must only be stored once and can be
referenced several times from the ordering buffers. The notification service
sets up such an ordering buffer per event detector and fills its buffer with in-
dex tuples referencing the elements that are received (either locally by other
event detectors or over the LAN). The notification service also synchronizes
its local clock to the events’ time stamps by means of the method presented
in Chapter 3]

Whenever the notification service emits events from ordering buffers, it
hands them over to a (dedicated) scheduling unit that has pre-allocated worker
threads to process the derived tasks in a FIFqﬂ order. These worker threads
either (1) directly invoke the callback function implemented in the event de-
tector (in case that the internal event detectors are directly linked to the mid-
dleware) or (2) sends the event’s index from the ring-buffer to the event de-
tector over a message passing interface (in case of external event detector
processes). Whether event detectors run in the same process space of the
middleware or not does not influence the detector’s internal implementation
as they simply implement an interface that is provided by the event detector
AP, see Section[2.2.3] and use a connecting element for communication with
the runtime system. However, the big advantage of internal event detectors is

6 First In First Out.

19



2. Preliminaries

their performance. Since the detector is executed in the same process space
the latency is considerably lower, task switches are omitted, control channels
for inter-process communication are not necessary, and the middleware can
take care of task scheduling itself. The event detectors we use in this thesis
are always internally linked.

A last but important feature to mention is sequence numbering [110]. Se-
quence numbers are used to label the events in an incrementing fashion before
they are sent to the network, separately for each event type. This is useful for
a couple of reasons. First, depending on the network topology and the detec-
tor hierarchy events may be received twice. Sequence numbers help to iden-
tify and eliminate events that have already been received. Second, events are
disseminated through the network over multicast as this significantly reduces
transmission time and network load in contrast to other event dissemination
methods like event brokers [103]] or message-oriented middleware like the
Java Message Service (JMS) [57)]. Since multicast is based on UDP there
is no guarantee that an event makes its way from the source to its destina-
tions. If we want to establish a safe communication path sequence numbers
can be used to identify pending acknowledgements and retransmitted events
in multicast environments.

2.2.3. The Event Detector API

To illustrate the encapsulation of the event detector implementations and to
motivate the problematic issues of incorrectly ordered event streams we brief-
ly describe the application programming interface (API) provided by our EPS
that can be used by the developers to set up a hierarchy of event detectors. Our
API completely shields the event detector from the underlying protocols used
by the middleware.

Figure [2.4] shows the example of an event detector as it can be imple-
mented and used with the EventCore middleware. At instantiation the event
detector signals its interest for event notifications on the three event types
EVENT_A, EVENT B, and EVENT_C, and also signals that it will generate events
of type EVENT_D. This example and its detector implementation is also used in
Chapters [3]and [ The implementation of the callback function is the only
mandatory one. This function is invoked whenever the middleware’s notifica-
tion service takes an event from the ordering buffer of the detector and emits
it to the event detector, i.e., when a worker thread takes an event and calls
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#include <eventcore/eventdetector/IEventDetector.hpp>

class SampleEventDetector
public IEventDetector, public Serializable {
public:

EventDetectorSample (EventCoreConnector* _connector)
connector(_connector), data(®) {
// initiate subscriptions; config. flags optional.
connector->1isten(EVENT_A, EC_FLAG_UNSORTED);
connector->1listen(EVENT_B);
connector->1listen(EVENT_C, EC_FLAG_SECURE);

// signal publication.
connector ->publish (EVENT_D);
}

// core implementation.
void callback (const Event& event) {
if (event.id == EVENT_A) {
data = new int[event.data.GetAttribute("size")];
} else if (event.id == EVENT_B) {
data[event.data.key] = event.data.value;
Event e2(EVENT_D, event.ts);
// send a new event to the middleware.
connector->Send(e2);
} else if (event.id == EVENT_C) {
delete[] data;
}
}

void serialize(Serializer& serializer) const {
serializer.serialize(data); // serialize state.

}

void deserialize(const Deserializer& deserializer) {
deserializer.deserialize(data); // deserialize state.

}

private:
int* data;

};

Figure 2.4.: Sample code for an event detector.
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the event detector’s callback function. The core functionality is implemented
in/from here. The serialize and deserialize functions are optional and
are only required if the Serializable interface is implemented by the de-
tector. The implementation of these functions is mandatory to achieve the
functionality that is used in Chapter [d] where event detectors are required to
provide a snapshot and to restore from a snapshot on demand.

However, this small event detector sample already causes some problems if
naive assumptions are specified. Consider the application code implemented
in the callback function in more detail. On reception of event EVENT_A we
initialize data as an array of integers. The size of the array is provided as ad-
ditional information in the notified event. Whenever EVENT_B is received we
write some data provided by the event into the internal state data and send
an event afterwards. As soon as we receive EVENT_C we purge the internal
state data.

This example code works correctly if the causal order of the events is al-
ways correct, i.e., if we can be sure that EVENT_A inevitably leads to a later
EVENT_C, but with the possibility that some optional event EVENT_B happens
in between them. We provide examples in the upcoming chapters.

A problem occurs when EVENT B is received without having received an
event EVENT_A before. However, although the application’s sequential as-
sumptions may be correct it may happen that the event detector receives the
events out-of-order. The event detector’s application code results in a segmen-
tation fault as a result of memory corruption, and the system fails afterwards.

Implementing the application code in a more robust and fail-save way
sounds good at first glance but results in high safety work overhead in its
development. In Chapter [3] we show how to provide correctly ordered input
event streams to the event detector by withholding the early and late events
from the detector as long as necessary. The application developer does not
need to care about consistency issues raised by incorrect event order. At the
same time latency is kept minimal. In Section we also show that event
detectors that themselves care about event ordering are highly complex.

2.3. Related Work

We will present a detailed discussion of the related work for each techni-
cal core component of this dissertation in the upcoming chapters. How-
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ever, at these points we cannot focus on available systems from a high-level
point of view or consider these systems in a larger focus and application do-
main. There exist a number of academic systems like StreaMIT [82} [125]],
STREAM [11], TelegraphCQ [33,196], Cayuga [27} 28,153, 154], Aurora [142],
Medusa [142], SASE [3, 187, [135]], Sienna [30} [77], and Hermes [[111] among
several others. Moreover, stream processing has meanwhile also emerged in
some commercial systems including SAP Sybase [9, [124], TIBCO Stream-
Base [L17], and Software AG Apama [2] (recently sold by Progress Software
Inc.). In this section we list systems that try to address similar applications
or technical challenges as we tackle in this thesis. We particularly focus on
the Borealis Stream Processing Engine (Section[2.3.T)), Esper (Section[2.3.2)),
and IBM InfoSphere/System S (Section[2.3.3).

2.3.1. The Borealis Stream Processing Engine

The Borealis Stream Processing Engine [1]] is the only other EBS we know
that also combines all the solutions we consider in this thesis: stream revision
processing, (partial) event ordering, and distributed task optimization.

Its stream revisioning by Cerniack et al. [34] uses so-called time-travels
and re-processes the events that are buffered when revisions occur. However,
for predominant out-of-order events almost all generated events must be re-
vised, which often triggers a cascade of revisions along the detector hierarchy,
see Chapter ] As this puts pressure on the memory management, Borealis
limits the memory for revision processing and drops packets that cannot be
revised to implement an inherent load shedding. Though, as we have seen in
Section the corrupt states (as a result of missing events) can make the
event detectors and hence the entire system fail. Borealis uses (partial) order-
ing in a way that events must be sent from a distinct send task that is used to
send events to the next downstream SPEs (stream processing engines) in or-
der, which however, may not guarantee an in-order arrival of all events at the
downstream SPEs because it may also receive events from other sources. In
contrast, we dynamically determine the minimal buffer sizes that avoid such
partial ordering failures and deep revision cascades. For the details of our
out-of-order event processing and a comparison to specific related work, see
Chapters [3|and [4]

Whereas the Borealis box-sliding operator migration [34] can only move
event detectors to the lower level event detector’s node or to the higher level
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event detector’s node (because it is not order-preserving), we present a tech-
nique that can migrate event detectors between arbitrary nodes, independent
from the detector hierarchy. More details and a more thorough discussion of
related work in the area of migration can be found in Section[5.1.2]

Xing et al. [139] add dynamic load distribution to Borealis. Their greedy
approach migrates filter operators pair-wise and minimizes end-to-end la-
tency by lowering load variance and by increasing load correlations. They pe-
riodically collect CPU load statistics and either a one- or two-way algorithm
migrates the operators. Whereas their greedy approach is likely to just opti-
mize towards a local optimum and does not consider network latencies, our
technique migrates several event detectors at a time and obtains a significant
benefit in performance that is closer to the global optimum, see Section[5.2]

2.3.2. Esper

Esper [22,[70] is a Java-based complex event processing system that has been
introduced in 2007 and that is still under active development. Esper pro-
vides a complex event processing engine with a powerful and native interface.
Queries can be split up to form sub-queries that can build on each other to de-
tect a high-level event. The Esper Processing Language (EPL) features basic
operators such as windows, contextual partitioning, aggregation, and expres-
sions. An interesting feature of Esper is that it not only processes queries
implemented in EPL but also supports seamless integration of Java-defined
queries that can be induced into the CEP engine. Hence, the capabilities of
Esper are not limited by the expressiveness of its query language: the high-
level EPL provides fast development of queries while the low-level Java im-
plementation provides the needed flexibility. Existing work also shows that
Esper is a suitable framework for the implementation of sensor stream data
processing systems [311 160, [71], see Section@]for more details.

However, Esper not only comes with basic abilities for distributed out-of-
order processing. Order preserving delivery is either achieved by timeouts or
by spin-locking among the event listeners. The former is naive as the event
latencies must be defined a-priori, which results in high detection latencies.
The latter is more sophisticated but (1) does not work for negative patterns
(see Section [3.2.T), and (2) does no longer work efficiently when event de-
tection is distributed among several nodes as we must implement locks at
inter-node level.
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2.3.3. IBM InfoSphere Platform

IBM’s InfoSphere Platform [23} [69], formerly developed as System S [72],
is a large-scale distributed complex event processing (CEP) platform com-
bined with its Stream Processing Language (SPL) [66], formerly known as
SPADE [63,123]]. System S has first been described by IBM in 2005 [8]]. The
InfosSphere middleware comprises a Stream Processing Core (SPC) [8], [72]]
as its runtime that uses queries specified by SPL as the front-end for the
data-flow specification. The InfoSphere runtime is commonly deployed on
a cluster of compute nodes and can scale to thousands of nodes [23}169]. The
runtime provides an abstraction of processing elements (PEs) connected to
each other via data streams, and manages the distribution of the PEs across
the cluster. InfoSphere also includes solutions for operator scheduling [[109],
failure recovery [130], etc.

The Stream Processing Language (SPL) fills the gap between the high level
development language and the low-level data flow support provided by the
middleware’s runtime. SPL is compiled and linked together with the data
flow description that is then loaded into the runtime [116]]. SPL supports
data types, arbitrary user-defined logic, and stateful operators. A recently
developed method named Fission [116} [119] is used together with operator
profiling to decide on the operator placement in the network.

InfoSphere also considers out-of-order event arrival. The event ordering
that is used in InfoSphere is based on pulses [116] that are equivalent to punc-
tuations [86}[127]]. However, especially for negative event patterns, as we will
show in Chapter[3] such a mechanism is highly prohibited due to performance
related issues, see Section 3.6

2.4. Reference system details

This section gives a detailed overview of our evaluating system. Section[2.4.1]
provides an appropriate understanding of the RedFIR locating system [129]]
from a computer scientist’s point of view, while Section [2.4.2] gives detailed
information about the data that is provided by the RedFIR system in real-time.
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Figure 2.5.: The signal processing chain of the RedFIR system.

2.4.1. The RedFIR Real-time Locating System

The RedFIR tracking system is a Real-Time Locating System (RTLS) based
on time-of-flight measurements, where small transmitter integrated circuits
(ICs) emit burst signals [[129]].

A centralized unit processes these microwave signals and extracts time of
arrival (ToA) values. ToA values are the basis for time difference of arrival
(TDoA) values, from which x, y, and z coordinates are derived. In the follow-
ing, we describe the technical aspects of the RedFIR system installed in the
main soccer stadium in Nuremberg, Germany, where most of the data used in
this thesis originates from.

The RedFIR system operates in the globally license-free ISM (industrial,
scientific, and medical) band of 2.4 GHz and allows a usage of around 80
MHz. Miniaturized transmitters (61x38X9 mm) use this available band-
width to generate short broadband signal bursts together with identification
sequences. The RedFIR locating system is able to receive an overall of 50,000
of those tracking signal bursts per second.

Figure [2.5] illustrates the signal processing chain of the RedFIR system.
The system distinguishes fixed reference transmitters for configuration pur-
poses, i.e., six transmitters located at the corners and the lateral ends of the
midline, from M moving transmitters, i.e., the ballsﬂ or the mobile transmit-

7 RedFIR tracks up to 12 balls simultaneously.
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Figure 2.6.: A glass model of the ball’s transmitter and inductive charger.
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ters carried by the players. All transmitters emit tracking burst signals, which
are received by N receiving antennas that are located on top of the flood light
poles and the roofs of the stands. The installation in the soccer stadium in
Nuremberg provides 12 antennas that receive signals from up to 144 different
transmitters. The balls emit around 2,000 tracking bursts per second whereas
the remaining transmitters emit around 200 tracking bursts per second.

For each of the 12 receiver lines, dedicated FPGAs correlate the individ-
ual burst sequences, and a CPU analyzes the resulting ToA and signal phase
measurements. The receivers are synchronized so that the RedFIR system
can determine time difference of arrival (TDoA) values out of the ToA values
for each particular tracking burst between pairs of receivers. This allows the
RedFIR system to avoid taking the time of transmission into account and thus
alleviates the need to synchronize the transmitters. The RedFIR system can
calculate the positions using only the timing information from the receivers.
With the given number of receiving units N=12, the system derives N-1=11
TDoA-value streams.

Burst signals can be reflected by metallic surfaces as well as the playing
field. This means that the receiving antennas might receive a given signal on
multiple paths, which might negatively impact the quality of measurements.
To avoid using the wrong propagation path an unscented Kalman filter (UKF)
monitors several propagation paths at the same time and chooses a reliable
line-of-sight (LOS) path for the tracking signal. Hence, at any time the most
likely propagation path is used for positioning and ToA calculation [[104]].

In a final step the TDoA streams and the carrier phase signals serve as in-
puts to extended Kalman filters (EKF), i.e, one per transmitter, to calculate the
X, y, and z coordinates as well as other spatial information, see Section@}
The EKF uses hyperbolic positioning in order to calculate intersection points
between measurements. The position information is further improved by us-
ing measurements of the carrier phase signal together with the ToA measure-
ments — this allows to increase the accuracy for measurements of relative
movements.

The miniature transmitters themselves are splash-proof (in case of player
transmitters) or integrated into the soccer ball. Hence, they are charged by an
inductive principle. Figure [2.6|shows the charging cradle for a ball (charging
units for the small transmitters are only a few centimeters long) and the sus-
pension of the transmitter within the ball. Both ball and player transmitters
can be fully charged within a few hours. The batteries run for over 3 hours,
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i.e., more than enough for a game with interruptions, stoppage time, and ex-
tra time. Moreover, the transmitter are application-specific integrated circuits
(ASIC) and can be used as arbitrary waveform generators (AWG) operating
at 2.4 GHz, i.e., they are re-programmable.

2.4.2. The Position Data Streams

Figure[2.7] gives an impression on the data set that is produced by the RedFIR
locating system. The data streams for the individual object transmitters are
all embedded in a single network stream. Each position packet usually com-
prises ten subsequent position measurements. Section [3.4.1| provides further
information on the position packaging.

The position in the three axis are resoluted in millimeters, with (0,0,0)
being the midpoint of the game field. The values of the velocities and accel-
erations are normed by their amount and need to be transformed prior to any
processing, see [49] for more details.

Usually each player is equipped with at least two sensors — one per each
foot, located in the near of the shinguard. However, besides the obvious loca-
tions like hands and gloves, further sensor positions like the head or the back
are possible for deeper reasoning and pattern recognition.

2.5. Summary

This chapter provided basic information and definitions that are important to
understand the technical contents of this dissertation. We first defined the
most important terms and defined the time model semantics in more detail.
We also illustrated our runtime system in which we implemented the tech-
nical features we describe in the upcoming chapters. We finally covered the
related work in the field of streaming systems which provides similar func-
tionality as our runtime system and concluded with a technical description of
our reference sensor system and its streaming data.
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3. Dynamic K-slack Buffering

Event-based systems (EBSs) are used to detect and analyze meaningful events
in surveillance, sports, finances and many other areas. As we described
before, with rising data and event rates and with correlations among these
events, sequential event processing becomes infeasible and needs to be dis-
tributed. However, existing approaches cannot deal with the ubiquity of out-
of-order event arrival that is introduced by network (and other types of) de-
lays when distributing EBS, and as we have seen, an order-less processing of
events may result in a system failure and must hence be avoided in any case.
This chapter presents a low-latency approach based on K-slack [135] that
achieves ordered event processing on high data rate sensor and event streams
without a-priori knowledge. Incoming events are no longer instantly pro-
cessed but inserted into a buffer. These slack buffers are dynamically adjusted
in their sizes to fit the disorder in the streams without using local or global
clocks. The middleware transparently reorders the event input streams so
that events can still be aggregated and processed to a granularity that satis-
fies the demands of the application. On a Real-time Locating System (RTLS)
our system performs accurate low-latency event detection under the predom-
inance of out-of-order event arrival and with a close to linear performance
scale-up when the system is distributed over several threads and machines.

3.1. Event Ordering in Streaming Systems

As mentioned before EBSs provide a scalable and powerful technique to pro-
cess high data rate sensor streams [122]. But due to performance related
issues the processing of those events is no longer possible on a single ma-
chine. The solution is to distribute event algorithms (event detectors), across
several machines. However, it is not as simple to distribute event detectors
beyond one machine. Events are generated at different points in the network
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3. Dynamic K-slack Buffering

and are no longer timely synchronized. If the sensor data rate is high, out-
of-order events become predominant. As a consequence, naively distributed
event detectors process events incorrectly and generate wrong results.

Eliminating these ordering issues by finding an optimal distribution of
event detectors over the available nodes is not always possible. Moreover,
it would not solve the problem because of application-specific delay types,
such as back-setting delays. Back-setting delays occur when events are gen-
erated with time stamps that are earlier than the time stamps of the events
that cause them. Consider again the event detector hierarchy from Figure[T.3]
For instance, to detect the shot on goal in Layer 6, the angle of the shot must
be right. However, we only know the angle after a few more position events
have been received and processed. Another example is the filtering of val-
ues. Consider that we process sensor events provided by a noisy thermome-
ter. To generate a smoothly filtered temperature value per time unit we need
prospective sensor readings to balance the amplitudes between the measure-
ments correctly. Thus, both events have a back-setting delay and can only be
inserted into the event stream long after they have actually happened.

We therefore focus on the distributed derivation of optimal K-values for the
K-slack algorithm. K-slack transparently buffers and reorders events before
they are processed by event detectors.

Unfortunately, existing work is insufficient because it either lacks support
for distributed processing or for correct event ordering. Established methods
also fail for negative patterns, i.e., waiting for certain events not to occur in
between other events, since they assume fixed buffer sizes. Such patterns are
also denoted as absence-patterns or non-events [S7]. Timing offsets need to
be measured dynamically in relation to dedicated event sets in order to enable
an in-order processing of events.

The remainder of this chapter is organized as follows. We motivate the
problem in Section and introduce K-slack in Section before we
present the details of our novel runtime ordering solution:

e Section formalizes the problem and proves that the original K-
slack approach does not work for hierarchical event detectors in a dis-
tributed system.

e Section[3.3|shows how to make K-slack work by ordering event streams
with dynamically adjusting slack buffers under the absence of a global
and local clock. Our middleware solution does not need a-priori knowl-
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3.2. Slack-based Event Buffers

edge, and interesting events are still generated with low latency such
that, for example cameras, can take immediate action on the live out-
put of the system. At the same time, the application developer does
not need to specify delays as most delays either depend on the num-
ber of event streams or the object behavior so that they can hardly be
estimated before runtime anyway. If they are estimated, overall detec-
tion latency may be too high. For instance, an offside in soccer must
be detected as quickly as possible to blow the whistle. Also our solu-
tion does not restrict the detector implementation since the middleware
reorders the event streams transparently.

o We formally prove the correctness of our dynamically adjusting K-
slack approach by a mapping to wall-clock times in Section [3.3.5]

e Since initialization parameters of the algorithm at system startup can-
not be defined a-priori, Section [3.3|describes two methods to properly
estimate them at runtime.

Section B.4] evaluates our method under real-life conditions when it is used
to analyze position stream data from a Real-time Locating System (RTLS) in
a sports application. Soccer events suffer from different types of delays, for
which we discuss the influence on both the system stability and the correct-
ness of the system output. We also show, that our system can handle massive
out-of-order event arrival. Slack buffers for event ordering are dynamically
(re-)sized and are optimal in respect to detection latency. Section[3.6|provides
a discussion on related work before Section [3.7]closes this chapter.

3.2. Slack-based Event Buffers

Event detectors often assume a total order on the incoming event stream,
which means that they rely on the fact that the order in which they receive
events reflects the events’ time stamps. However, in practice and in dis-
tributed event processing environments, out-of-order events are predominant
because of two reasons. First, machine or partial network failures or inter-
mediate services such as routers or translators may introduce delays. Second,
the workloads of the processors that run event detectors vary.

It is difficult and error-prone to implement event detectors that can process
out-of-order events. Especially as developers often have no clue about the
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A C
D

Figure 3.1.: Example for A!BC.

timing delays their code may face at runtime. Systems that provide a high-
level Event Definition Language (EDL) to manage out-of-order events [59]]
often restrict the expressiveness of event definition, see Section for de-
tails. In contrast, our solution implements a hybrid approach: expressive
event detectors can still be implemented in a native programming language
with the assumption of ordered events because the middleware transparently
reorders out-of-order events under the hood. Hence, the middleware does not
have knowledge of the patterns that are implemented in the detectors.

3.2.1. Motivation

Without an ordering unit, event processing may fail. Consider the following
example. To detect that a player kicked a ball, we wait for the events that a
ball is near the player and then, that the ball is kicked, i.e., a peak in acceler-
ation. Between the two events there may not be the event that the ball leaves
the player, because in that case the ball would just have dropped to the ground.
More formally: if we receive event A (near) and subsequently C (acceleration
peak) and not B (not near) in between, we generate event D. A very similar ap-
plication is the book shelf-reading example that is often used in RFID-based
complex event processing (CEP) [87]: a book is stolen from a bookstore, if it
is taken out of the shelf (A), and afterwards passing the sensed exit (B) before
it is put back into the shelf (C). Figure gives a finite state automaton for
this, i.e., event D. To simplify, we leave out the differentiation of transmitter
IDs for player identification, resp. the unique numbers that identify different
books. This event detector is similar to the sample implementation provided
in Section

In the first part of the event stream in Figure [3.2] the events C with time
stamp 1 (C1 for short) and B3 are received too late. With the occurrence time
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stamp 1, the in-order placement of C1 would be between A® and A2, and with
the occurrence time stamp 3, the in-order placement of B3 would be between
A2 and A4, but the arrival time order is different. A detector that ignores or-
dering, incorrectly detects D out of A2/C1 and cannot detect D out of A4/C5.

Certainly this problem only arises when events are merged. However, this
is necessary because we split computation across several event detectors and
must iteratively summarize preliminary results (events).

Unfortunately, in general it is impossible to distribute a set of event detec-
tors so that events are always received and processed in correct order without
buffering because of two reasons. First, publication and subscription depen-
dencies between event detectors in the processing hierarchy cannot always
be mapped onto a networked structure. The hierarchy is a special case/in-
stance of a non-planar graph. Second, even if such a mapping is possible there
are delays that are application-specific and introduced by the event detectors
themselves (back-setting delays) so that reordering would still be necessary.

In Section [3.4] we show detailed measurements of event delays from the
detector in Figure 3.1} A and B are delayed up to 180ms whereas C has only
Sms delay. Without ordering these events, the detector cannot always work
correctly.

3.2.2. The K-Slack Approach

The well-known K-slack algorithm [15] deals with out-of-order events. It
uses a buffer of length K to delay an event e; for at most K time units (K
must be known a-priori). K-slack has shown significant reduction of the run-
time state (the number of buffered data elements) when executing queries
over streams. Although K-slack has been developed for non-distributed and
single-threaded streaming applications it can be used in distributed environ-
ments. Given some local clock clk, Li et al. [87] buffer an event ¢; at least as
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Figure 3.2.: Out-of-order event stream.
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long as e;.ts + K < clk. As there is no global clock in a distributed reactive
system, each node synchronizes its local clock according to the largest time
stamp seen so far on any incoming event, see the clk-line in Figure Bold
numbers indicate an update of clk. The rectangles show events that are out of
order and the arrows point to their appropriate positions in the event stream.
Note, that the right hand side of the above inequation (also) depends on the
stream of incoming events e;.

Recall that the example event detector for D builds on the events A, !B,
and C. K-slack waits for K time units before generating event D, because only
then there cannot be a late event B. For the first part of the event stream in
Figure [3.2] an a-priori value of K = 3 works. Event A does not have a delay
(its time stamp is equal to clk, A’s delay is 0). The first C1 event arrives while
clk is 2 but before clk is set to 4. Its delay is at most clk-ts=4-1=3<K. B3
arrives while clk is in [4;5]. Hence, K = 3 also suffices with B’s maximal
delay of clk-ts=5-3=2<K.

Figure [3.3] shows the internal semantics of the ordering unit for the given
event stream from Figure [3.2] The current local clock clk is depicted on
top. Bold values indicate updates of clk whereas grey values are intermediate
clock values that are skipped as no event is received with that time stamp. Par-
ticular events arrive (depending on their own delay) later than other events,
see the small diamonds. Hence, the early arriving events are delayed appro-
priately, see the straight (red) lines. These straight (red) lines end as soon as
the K-slack inequation holds. This is depicted with the big diamonds. In the
given example A0, A2, and A4 could have been emitted at time 3, 5, and 7, i.e.,
one time unit earlier than K-slack emits them. But since the ordering unit has
no knowledge about the intermediate clock values it has to buffer the events
longer, see the dotted (blue) lines. Then, the dashed (blue) arrows pointing
to the bottom depict the emission of the event to the event detector. Hence,
the lower an event’s (natural) delay is, the longer K-slack needs to delay it
additionally in order to compensate the delay differences among the different
event types.

The ordering unit in Figure [3.4] implements the K-slack approach with
Kp = 3 for the given event stream. It applies a sliding window to the in-
put stream, delays the events according to their time stamps, and produces an
ordered output stream of events. The dark-grey area shows the events that are
emitted when updating clk to 7, the brighter-grey area shows the events that
remain in the buffer. The size of the sliding buffer is not defined by the num-
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Figure 3.3.: K-slack on an event stream.

ber of events but varies with both c/k and the event time stamps. With K-slack
we can also deal with back-setting delays because it is simply modeled as a
part of an event’s overall delay. The event is ordered as if it would have a real
delay.

3.2.3. Problem Definition

A single fixed a-priori K does not work for distributed, hierarchical event de-
tectors. K-slack takes K time units to generate D out of A/C as the ordering
unit has to wait at least until c/k=C.ts+K before C can be emitted to the de-
tector. The detector then may set D.rs:=C.ts, i.e., D takes the occurrence time
stamp of C. An event detector on a higher layer that waits for D and that only
buffers for K time units, may miss D because D.ats>D.dts>D.ts+K. Waiting
times (must) add up along the detector hierarchy.

An individual K-value per event detector solves the problem. Such a K,
must at least be set to a value larger than max(K,,_,), that is larger than the
maximal delay of all the subscribed events (because then each detector buffers
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Figure 3.4.: Sorting window over event stream.
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its events longer than the lower levels delay their events). If all K, are then
sufficiently large, K-slack works properly and provides sorted event streams.
Although this sounds good at first glance, conservative and overly large K-
values result in large buffers and therefore long latencies for hierarchical event
processing, and must be avoided for the types of applications that we target.

Hence our aim is to find K-values that are as small as possible, but as large
as necessary. This is both difficult and application- and topology-specific.
Since we have no a-priori knowledge of any of them, event delays and hence
K-values, can only be found by runtime measurements. Recall the basic in-
equation of K-slack: e.ts + K < clk. In contrast to the original K-slack ap-
proach we not only need to derive clk from the event stream but we also need
to extract K from the event stream. However, since K now also depends on
clk as we have discussed in Section [3.2.2]there arise two problems.

1. clk grows unexpectedly = a previously determined K-value is too
small. Consider Figure [3.2again. On reception of E20, clk is set to 20.
With K calculated from the previous value of clk, the event sequence
A11/B14/C12 does not make the event detector generate D because at
clk=20 C12 arrives too late for the current buffer size. A11 and B14 are
emitted with reception of E20 and then C12 is processed out-of-order.

2. K grows unexpectedly (or is still unknown, 0) = a previously deter-
mined K-value is too small. In Figure [3.2] the maximal delay of C is
set to 3=4-1 as soon as A4 arrives. The maximal delay of B is 2=5-
3. Hence, for D the suitable K is the maximum of the worst delays of
all its input events, namely Kp = max(0,2,3) = 3. Assume now that
between A6 and B10 another B with time stamp 8, and between B10
and Al1 another C with time stamp 7 arrives (that is later than it was
expected to arrive). Then we would retrofit the value of K to 11-7=4.
Although the detector should have fired for A!BC (time stamps 6-7), it
did not generate the D because at that time, the old value of K=3 has
still been in place and A6/B8 have already been processed.
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3.3. Self-Adaptive Ordering Units

We first describe the steps for correct derivation of both clk and K, then show
how to better estimate K, before we present the algorithm in pseudo code,
give an example, and prove the correctness of the algorithm.

3.3.1. Derivation of clk

The problem of unexpected clk changes can be fixed by no longer setting
the clock to the largest time stamp seen so far on any incoming event, but to
only use one or more designated event types for setting it. While the above
definition of out-of-order events has only identified events that are late, we
now also use the clk-values to postpone events that arrive too early. This
brings us to a new definition of out-of-order events.

Out-of-order event. Consider an event stream ey, e;, - - - e, as before. As-
sume that clk is only set by events of type ID. Then event e; is out-of-
order if there do not exist ¢;, e, with e;.id=e;.id=ID and e;.ats < ej.ats
so that e;.ts<e;.ts<ey.ts from now on.

In Figure [3.2] an unexpected change of clk can be avoided if the clock is
set only on incoming events of, for instance, type A. See the clk4 line in Fig-
ure[3.5] Straight rectangles and arrows depict late events and their appropriate
position in the event stream while the dashed rectangle and arrow depict an
early event and its appropriate position in the event stream. C12 arrives while
clky is still 11 and fits for the current size of K. At this point, it is irrelevant
if the picked clk-setting event type is used by the event detector because it is
only used to adjust the right hand side of the above inequation, that is clk in
e;.ts+K<clk. B, C or some other event type that is embedded in the stream

idAAiClAiBl B ABE'E'EiC|A(
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Figure 3.5.: Out-of-order event stream with clk4.
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work equally well. By avoiding sudden changes of K, early events are post-
poned until K has been updated and will no longer make the detector fail.

The remaining question is which event type to pick for setting clk. The
higher the occurrence frequency of the picked event type is, the fewer events
need to be postponed, the smaller are the resulting K-values, and the better are
the measured delays. If there is a choice of event types, the one with the more
stable and fixed delay is preferable, because it better reflects the real time. If
otherwise the events of a certain type vary in their arrival times, clk does not
behave smoothly. For better clock update frequency, instead of using just one
event type, it is possible to use a set of event types for clk-setting, provided
that those event types have the same absolute delays. It is not sufficient to
pick a set of event types that form an ordered sub-stream, see Section
In Section we hint how it is possible to set clk by events with different
delays.

3.3.2. Derivation of K

With a given stream of incoming events ¢; and a sufficiently stable clk, the key
idea is to perform the runtime delay measurements by comparing an event’s
occurrence time stamp with its arrival time stamp, and to use this knowledge
about disorder to derive a suitable K. Recall that for an event detector d the
proper K, is calculated as the maximal event delay of all subscribed events:
Ky = max; [(5(6_,-)]. The maximal delay of an event is d(e;)=ey.ts-e;.ts, where
ey is the next event that updates clk[l]

However, the above mentioned problem of a suddenly increasing K is still
open. If K is too small, we miss events or process them out-of-order, and
only afterwards increase K to be suitable for future event delays. There are
two counter-measures. First, we can avoid detection errors due to rare sudden
increases of K with an added safety margin, that is a slightly larger K. Instead
of fixing K after an error has occurred, we overfit K according to the expected
variation of the delays, computed from all recent delay measurements of e;
and the standard deviation. The added safety margin is the product of their
standard deviation and a scaling factor A is defined by the system architect to
trade latency for better detection probability, see Section [3.3.6]

! In the distributed system the wall-clock arrival time stamps are unknown. Hence, the arrival
time stamps are set according to clk. Due to the fact that we use sensor events as stable clk
update events these time stamps are quite accurate and hence the derived K values work.
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Figure 3.6.: Setting clk by an ordered event set with different delays.

The second counter-measure works for event detectors further up the hier-
archy. They receive an advance notice of an upcoming delay change. Con-
sider an increased K-value at a certain event detector. Up to now, this fact
remains unknown to all subscribing event detectors further up the detector
hierarchy. The upper level detector will only notice a changed and poten-
tially too large delay when the subscribed event is actually generated. Then
the upper level K may be too small to avoid misdetection and retrofitting of
K. Tt is better to warn the upper level detector in advance. Hence, when-
ever a K increases, we notify all subscribers by sending a pseudo event with
a suitable time stamp (see Section [3.5.2] for details) so that they can modify
their K-values, if necessary. The recipient only uses such a pseudo event for
configuration purposes.

3.3.3. The clk-setting dilemma

In the following we briefly show that setting clk by several event types is
insufficient if those event types only form an ordered sub-stream (instead of
having equal delays). Consider the example event stream in Figure[3.6] The
rectangles denote events and their corresponding occurrence time stamps (the
arrival time as well as the wall clock time increase to the right). The grey
wall clock time stamps are not directly accessed by the system and are only
used to show why ordering will eventually fail. The derived clk denotes the
currently set clk value. In relation to the wall clock time the real delay of A
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is 5 time units and that of B is 2.6 time units. But as we have no access to the
wall clock time we do not know that their delays are different.

Although events A and B form an ordered sub-stream (A®, A3, A6, B8.9,
and A9) the system will not order the events correctly when setting clk by
both event types. At the beginning with A®, X0.1, Y0, and A3 we have the
first measurements, derive the maximal delay of X=2.9 and Y=3, and set K=3.
This information remains valid with the upcoming set of events X3.1, X5.5,
and A6. But when B8.9 arrives clk is set to 8.9, the buffered X5. 5 satisfies the
K-slack inequation (5.5+3<8.9), and is emitted before Y5 is received slightly
afterwards. Although the delay measurements are correct the algorithm in-
correctly orders the X and Y events.

The core problem is that we conduct delay measurements in respect to an
event type that has a higher delay (in that case A with a delay of 5 time units)
than that event type that is later used to set clk. As soon as we set clk by an
event type with lower delay (in that case B that has a delay of 2.6 time units)
the algorithm falsely relates the buffered elements and emits events too early
for the current delay measurements.

If events are sorted by a clock that does not reflect the real time, postponing
events by measured delays may not be appropriate. We will also notice this
in the formal proof in Section [3.3.5] The algorithm may then work correctly
for this subset of event types but may stumble again until all measurements
are sufficiently correct.

But high data rate sensor events (ideally from one source) with precise time
stamps are excellent candidates to set clk. They then make the dynamic K-
slack work when there is no global clock in a distributed system. Moreover,
it serves as a general solution in stream applications and improves K-slack
behavior in general. In Section [3.3.6] we show how to use event types with
different delays to set the internal clock properly.

3.3.4. Event Ordering Units

The resulting middleware has both a stable clock clk for the right hand side
and a sufficiently good K for the left hand side of our inequation. These
values are used to setup the required event ordering unit that turns an out-of-
order stream into a sorted input for the detector, see Figure[3.4] The ordering
unit is a black box that is mounted between the original event stream and
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Figure 3.7.: Event ordering unit for event detector D.

the input of the event detector so that the event detector can assume sorted
input. Note that there is usually more than one event detector per middle-
ware and machine, each of which has a specific ordering unit with a suitable
and detector-specific K that only picks the subscribed events from the main
event stream. Algorithm shows the pseudo code for the implementation
of such an ordering unit. In order to focus on the crucial points we skip the
K-overfitting and reduction with A.

Figure shows such an event ordering unit for the input stream of Fig-
ure [3.2] clk is set whenever an A is received, see the bold values in the clky
line. At the beginning when A® and A2 are received, there are no measure-
ments and K is still 0, which means that both events are immediately passed
to the output stream and are not delayed (they fulfill e;.ts+K<clk,). When C1
is received, it is pushed to the buffer and waits until A4 updates clks. As the
delay for C1 is 3=4-1, we set K=3 and relay C1 (e;.ts+K=1+3<clky =4). A4
is buffered at least until clks equals 7=4+K. With A6 the maximal delay of
B3 is 3=6-3, K holds, and B3 is passed to the output stream.

The output stream is a sorted sequence of events with a minimal delay.
Whenever an input event is received (pseudo events are ignored), it is sorted
into a buffer according to its occurrence time stamp. If out-of-order events are
rare, insertion sort of new events usually is just a simple and fast push to the
head, i.e., top, of the buffer. Whenever clk is updated and e;.ts+K<clk holds
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Algorithm 3.1: Pseudo code for the ordering unit (without A, and
without reduction of K)
Data: InputEvent e, EventDetector d, DelayCalculationList /st, K,
clkEvents
if e.id € d.GetSubscriptions() then
d.inputBuffer.InsertionS ort(e);
| Ist.add(e);
if e.id € {clkEvents} then
clk «— e.ts;
dmax — 0;
// calculate new delays
for Event ey, : st do
dynp < clk — eyp.ts ; // delay of d,,
delays [e.id] .add(dyy));
L dmax — (dtmp > dmax) ? dlmp : dmax;

if d,,,, > K then // check K-increase
K — dmax;
// ts=clk-K
| propagatePseudoEvent(d.id, K, clk — K)
while Event e,,, «— d.inputBuffer.front() do // event
relaying

if ep.ts + K < clk then
if e;,p.isNoPseudoEvent then
| d.relay(emp);
d.inputBuffer.popFront();

else
| return;

for some tail events e; in the buffer, we emit those e; to the output stream and
process the next input event. In the startup phase of the example, only C1
remains out of order since we did not measure a delay yet. In Section 3.5 we
describe two techniques to improve startup behavior.
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3.3.5. Formal Proof

We now formally prove the correctness of our dynamic K-slack approach.
Recall that K is defined as the maximal delay of all events e; that are sub-
scribed by an event detector d. To prove the correctness of our distributed
K-slack approach, we must prove that for every event detector d and for any
time clk, the following two properties hold:

1. Delay Measurement Property. The real delay (with respect to its
occurrence wall-clock timestamp) of an event ¢; is less than or equal to
the sum of the real delay of ey, e;.id =ID (events of type ID are used to
set clk), and the calculated maximal delay of e;. More formally: under
the precondition that d(e;) = d(ej|clk « e), i.e., that the delay of e; is
estimated by comparing it to e, (that sets clk), we must prove that the
real delay of ¢;

5(ej) < 8(ex) + d(e)). (3.1)

(e ;) denotes the real delay of e; according to wall-clock time. The
wall-clock time is the real time that is not used by our method but only
applied here to prove the correctness. In other words, the real delay of
e; must be less than or equal to its maximal delay 6(e;).

2. Event Ordering Property. For any pair of events ¢; and e; we have
to prove that if e;.ats > ej.ats and e;.ts < e;.ts (e; occurred before e;
but is received later) the left side of the K-slack inequation for event e;
does not hold before ¢; is received, i.e.,

ei.ats < ejts+ K. (3.2)
In other words, the time at which e; is relayed to the event detector is
later (larger) than the time at which e; is received so that the ordering

unit can insert ¢; and properly reorder e; and e;.

To prove the second property we assume that delays have already been suffi-
ciently measured and that X is stable.
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Proof of Property (3.1), Delay Measurement:

Recall that the maximal delay of an event e; is defined as d(ejlclk « e;) =
ey.ts —ej.ts, with the restriction that the wall-clock arrival time wc (which we
have no access to) of the events is wc(e;)<wc(er). When we insert our delay
calculation into the property of inequation (3.1) we get

S(ej) < b(er) + ep.ts — ej.ts

Moreover, since the real delay of e; is S(ej) = wc(ej) — ej.ts, ejy can be
reformulated as

eji-ts = welej) — (e ), (3.3)

which is the events’ time stamps expressed in terms of the wall-clock time.
This gives

8e;) < b(e) + [weten) = (en)| - [wete;) - d(e)))
= S(ej) < weley) — welej) + S(ej)

& we(e;) < weep),

which is always true under the assumption me made at the beginning, that e,
is received after e;. o

Proof of Property (3.2), Event Ordering:

In order to prove that no event detector receives out-of-order events when
setting K to the maximum of all event delays d(e,) we show that for any pair
of events (e;,e;) we reorder it correctly. As the property then holds for any
pair of subscribed events this proves the property for the whole set of events.
Formally, we need to prove that e;.ats < e;.ts + K holds:

ej.ats < ej.ts + max [6(e,)]
ej.ats < ej.ts + max [(5(e,~), (5(6,-)] .

Since e;.ts > e;.ts butej.ats < e;.ats and Property (3.T)), it follows that &(e;) >
6(e;). We can simplify the inequation:

ej.ats < ej.ts + d(e;).
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From Property (3.3)) follows that

S(ei) = wc(e;) — ej.ts
5(e)) < ej.ats — ej.ts

e;.ts + 0(e;) < ej.ats,
which we can replace in the inequation:

e.ts + 0(e;) < ej.ats < ej.ts + 6(e;)

ei.ts + 6(e;) < ej.ts +o(e;).

Since &(e;) > (e;), which follows from the proof of Property (3.1), and e;.ts <
ej.ts, which is the precondition, the inequation is always true. ]

Hence, based on the proof of Property that the maximal delay d(e;) is
larger or equal than the real delay of e; (which means that waiting for 6(e;)
time units suffices to receive a late ¢;), the proof of Property (3.2) shows that
input event sets are always reordered correctly.

3.3.6. Summary and Further Improvements

This section described why out-of-order event processing is critical and why
existing approaches fail for distributed event processing. We have presented
our extended K-slack approach with dynamically adjusting slack buffers. As
the event detector distribution and system topology are unknown a-priori, K-
slack cannot be parameterized properly at compile time. Therefore we mea-
sure event delays and extract a local clock out of the event stream, and con-
figure our algorithm to properly estimate the disorder at runtime to provide
sorted event streams with lowest latency. The presented solution can also
cope with back-setting delays whereas most other methods would inevitably
fail.

However, there are two measures that can improve the approach and also
give it greater stability. We hint the basic ideas behind them in the following.

Estimation of the safety margin. Currently we describe the safety margin
of an ordering unit’s K by the standard deviation of the subscribed
events. Although this has no mathematically profound background it
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works well for the event streams we process. However, it may be a bet-
ter idea to derive the distribution of the events’ delays, i.e., it may be a
mixture of a normal distribution introduced by processing and a heavy-
tailed distribution introduced by the variable network delays [88], and
to adjust the safety margin and the A in respect to that combined distri-
bution.

However, since the speculation we propose in the upcoming chapter
also solves this problem and reduces latency we did not deeper investi-
gate on the perfect combination of K, 4, and the standard deviation.

Using multiple event types to set c/k. The presented method works well
for high data rate sensor streams as their update frequency is very high.
However, if those data streams are not available or a sufficiently large
set of events with equal delays cannot be found the presented method
cannot measure the events’ delays properly and evaluates the K-slack
inequation less frequently. This introduces additional latency.

A solution is to use several event types with different delays to set clk.
Consider the stream of events A®, A3, B2, A6, A9, B20. clk is set by
events of type A. With the knowledge we gain from the combination
A3/B2/A6 we know that the maximal delay of B (in respect to that of
A) is 4. At the same time, we know that its minimal delay is 1: as we
received A3 before B2 we can conclude that the delay of B must be at
least 1 time unit. Hence, from the reception of B20 we know that we
can set clk to 21 as B has a delay of at least 1 time unit, i.e., if we
received an A event at this exact moment, it would have an occurrence
time stamp of at least 21.

Hence, although A and B do not have equal delay and do not form an
ordered subset we can use both event types to set clk based on the
relative measurements between them.

3.3.7. Implementation Details
In order to increase the efficiency and hence the event throughput and de-
tection latency of the provided techniques our implementation is slightly dif-

ferent. In the following we briefly describe the differences and provide some
justifications for them.
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Sensor stream insertion. The ordering units take incoming events and in-
sertion sort them into their ordering queues. Since there are usually
several ordering units per node a recently received event is inserted
in more than one ordering queue. While this does not affect the cor-
rectness of the proposed algorithms in general it nevertheless has two
disadvantages.

First, the event’s data is stored many times. To get away from this we
insert the event’s data into the global (intra-node) ring-buffer, see Sec-
tion[2.2} and only insert a reference to the event’s data into the ordering
buffers.

Second, as an event type is often subscribed by several event detectors
the effort for insertion sort is introduced several times per event. While
this also does not affect the algorithm’s correctness it may introduce
significant runtime overhead if both the data rate and the occurrence
frequency of out-of-order events are high. For instance, the high data
rate position streams are usually inserted into several ordering buffers.
However, since these buffers also contain different other types of events
insertion effort cannot be reused]

Figure shows the alternative implementation for ordering high data
rate position streams. We create an individual ordering buffer for this
type of events (see the rectangle on the right). Each ordering unit that
subscribes position streams then holds a pointer (or a currently pro-
cessed maximal time stamp), see NextPos, that points to the next ele-
ment in the external ordering buffer (position stream buffer). When-
ever the ordering unit later checks the K-slack inequation for event
emission it must compare both time stamps: the one of the ordering
unit’s head element and that of the NextPos pointer in the position
stream buffer. The ordering unit then emits the event with the lower
time stamp. Events that are emitted from the ordering unit’s buffer are
purged while the events from the position stream buffer remain until no
ordering unit requires them any longer.

This puts more CPU consumption on the time of emission (instead of
the insertion) but helps to drastically reduce the overhead of sorting the
sensor event stream twice.

2 Actually, insertion sorting of the sensor event stream in each ordering unit overloads the system
yet with only four ordering units and is hence highly prohibited.
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Figure 3.8.: Iterators for ordering units.

Ordering unit separation. The insertion of new elements into the ordering

units’ buffers is initially triggered from within the receiving threads.
Hence, it is inevitable to separate event processing tasks from insertion
tasks (unless we want to block receiving). Hence, whenever we insert
a new event that may cause an update of clk we identify the events
that may now be processed, i.e., that satisfy the K-slack inequation,
and hand them over to a distinct scheduling unit. This scheduling unit
employs several worker threads that take events from a ready-list and
invoke the event detectors’ callback functions.

Event queue time barrier. A further issue arises in the statically sized ring-
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buffer into which we insert the events’ data. The buffer works as effi-
cient as possible and does not apply any synchronized areas or locks by
exploiting compare-and-swap techniques, see Appendix A prob-
lem is that new elements are always inserted at the current write index.
This index does (1) not necessarily point to the beginning of a previ-
ously inserted event, and (2) may override an event that is still refer-
enced from an ordering unit’s buffer. If the ordering unit later accesses
the element in the buffer it fails since it has been (partially) overwrit-
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ten. This may happen when buffers run with very large K values. The
solution is either to choose the buffer size large enough or to employ
a more sophisticated buffer that would imply worse throughput/latency
performance instead.

3.4. Evaluation

For the evaluation we have analyzed position data streams from a Real-time
Locating System (RTLS) installed in the main soccer stadium in Nuremberg,
Germany. The RTLS tracks 144 transmitters at the same time at 2,000 sam-
pling points per second for the ball and 200 sampling points per second for
players and referees. Each player is equipped with four transmitters, one
at each of his limbs. The sensor data consists of absolute positions in mil-
limeters, velocity, acceleration, and Quality of Location (QoL) for any direc-
tion [129]], see Section [2.4.1]for more details.

Soccer needs these sampling rates. With 2,000 sampling points per second
for the ball and a velocity of up to 150 km/h, two succeeding positions may
be more than 2cm apart. Soccer events such as pass, double pass, or shot on
goal happen within a fraction of a second. A low latency is required so that a
hierarchy of detectors can help the human observer, for example a reporter, or
a camera systems that should smoothly follow events of interest, to instantly
work with the live output of the system.

We present results from applying our event processing system and our al-
gorithms on position data streams from the stadium. Our platform consists
of several 64-bit Linux machines, each equipped with two Intel Xeon E5560
Quad Core CPUs at 2.80 GHz and 64 GB of main memory that communicate
over a 1 Gbit fully switched network. For our tests we organized a test game
between two amateur league football clubs and processed the incoming posi-
tion streams from the transmitters ]

Section[3.4.Tanalyzes delay and timing issues. We discuss how certain de-
lay types affect event detectors from different hierarchy levels. Although out-
of-order events are predominant and certain events are significantly delayed
our technique nevertheless derives optimal K-values. Section [3.4.2]evaluates
the system performance and its robust and accurate event detection. We focus
on measurements of a specific event detector and show how delays of input

3 FIFA rules do not allow a continuous operation in premier league matches.
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events have influence on the self-adapting ordering units of the middleware.
We prove that we estimate an optimal K at runtime with the result of smaller
buffers and less latency. Overall we achieve a close to linear performance
scale-up for distribution over several machines.

3.4.1. Delay Discussion

High data rate event processing cannot afford to ignore out-of-order events.
This section quantitatively analyzes where delays come from and shows that
they are significant and vary between events. Delays add up until most events
arrive out-of-order. As mentioned before, the total delay of an event is a sum
of sub-delays: position jitter delay, ordering delay, processing delay, network
delay, and back-setting delay. The position jitter delay is only introduced once
whereas the latter are introduced for every event separately. These delays are
characterized below.

Position jitter delay.

RTLS data usually has a variation in the time it takes to send position data
from a source to a destination (jitter). In other words, the delay of positions
varies and the jitter defines the degree of this variation. Consider two posi-
tions p; and p; with p;.ats<pj.ats. The jitter delay d; of position p; is

di(p;) = max [(p,-.ts — pjts)+ (pj.ats — p;.ats), 0] ,

which is the maximal difference of the occurrence time stamps normalized
with the difference of the associated arrival time stamps. For instance, posi-
tions p; and p; with p;.ats=13, p;.ats=14, p;.ts=12, and p;.ts=9 have a jitter
delay d;j(p;) of (12-9)+(14-13)=4, as p; was delayed for 4 time units more
than p;. There are no negative jitter delays.

We recorded position arrivals in our RTLS at 70% of the maximal sys-
tem capacity, which is with 36,000 positions per second. Consider the single
positions plot in Figure 3.9] Positions from ball transmitters usually have
a jitter delay below 5ms, caused by routers and different transmission lane
lengths. Positions from other transmitters have jitter delay above 5Sms be-
cause for them, the position data is extracted from the microwave signal with
lower priority. Some position events even have a jitter delay of up to 100ms.
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Figure 3.9.: Position jitter delay.

An RTLS usually packages ten positions of a particular transmitter into one
packet. Packaging adds delay to all but the last position in the package and
hence adds jitter delay. For the low priority positions this adds up to 145ms,
see the packaged positions plot in Figure 3.9]

To provide a stream of sorted sensor events to the event detectors, event
ordering units must set their K at least to the maximal position jitter delay.

Ordering delay.

On top of that an ordering delay is added as events have to be postponed to
guarantee a correct detection, see Section[3.3] The ordering delay of an event
is the time needed so that clk<e.ts+K. Both K and the time we need to post-
pone certain events grow with the hierarchy level. For instance, to detect a
deflected/blocked shot-on-goal, we need to subscribe the shot-on-goal event
(around 180ms delay), the player-hits-ball event (around 145ms delay), and
the proximity event (around 145ms delay). Since the shot-on-goal event has
the largest delay, the other events need to be buffered for at least an additional
35ms to be properly ordered.

Ordering delays can vary from a few milliseconds to hundreds of millisec-
onds. Figure [3.10|shows the distribution of optimal K-values for the soccer
application up to hierarchy level 9. On higher hierarchy levels K-values are
much larger but subscribed events occur only seldom. Note that the drop at
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hierarchy level 2 is due to the fact that our soccer application uses some event
detectors that do not rely on low priority transmitters.

Processing delay.

The processing delay is the time that is needed to detect an event based on a
particular input event (the runtime of the event detector). The value of this
delay depends on both the complexity of the algorithm and the system load.
For most event detectors, the processing delay is relatively low compared to
the other delay types. For instance, the proximity detection runs for about
0.2ms on a newly arrived position packet with 10 positions. The CPU is
fully loaded once it has to process 5,000 packets. Event detectors for more
complex analytics run longer but are not triggered that often. Usually an EPS
splits events over several event detectors and forms a processing hierarchy so
that the processing time/delay of a single detector is often negligible.

Network delay.

The network delay is the time that is needed to send an event from one node to
another. This delay is influenced by network load, bandwidth and topology,
and publisher/subscriber distribution. In a local network, this delay is less
than a millisecond. If we have a more widely distributed network or wireless
LAN, delays may reach values of tens of milliseconds.

Back-setting delay.

An event may be set to an earlier time stamp than the time stamp of the events
that trigger its detection. For instance, a shot on goal cannot be detected
(and told from a cross pass) before the ball actually leaves the player. Only
then the direction of the shot can be estimated accurately. Hence, with a
minimum radius of 1 meter and a shot velocity of 70 km/h, the direction of
the shot is detected 51ms late, implying a back-setting of 51ms. In our soccer
application, we add back-setting delays whenever correct decisions cannot be
made instantaneously, which is in about ten percent of the event detectors. In
our test matches most of the back-setting event detectors added a back-setting
delay between 50ms and 150ms. There are some event detectors that even add
a back-setting delay of several seconds.
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Figure 3.10.: Distribution of K. K values between i and i + 1 show event
detectors of level i, sorted by growing K.

From Section [3.3] we know that event delays are used to select K-values.
On lower levels of the detector hierarchy, where position data is processed,
delays are dominated by the position jitter delay. On higher hierarchy levels
other delay types gain more importance. Position jitter delay is only intro-
duced at the lowest level, whereas other types of delay add up along the hier-
archy, see Figure [3.10]

As aresult of the delays and the resulting K-values, in our system over 95%
of all events arrive out-of-order. Even when sensor events are excluded, still
9% of all events arrive out-of-order. Out-of-order events are thus predomi-
nant. Depending on the delays, the hierarchy, and the event load, ordering the
event streams consumes up to 20% of the available CPU power.

The K-values must be as small as possible to reduce latency. Besides the
fact that we may not even be able to predict many of the above delay types
at all, manually pre-selecting a fixed (increase of) K is not a viable option.
For reasons of reliability any manual approach would need to significantly
overfit the K-values. For the K’s of the first level (which is the position jitter),
K-values around 500ms per detector are reasonable because the system could
become fully charged and packets would get lost. For any higher hierarchy
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level, additional 25ms are needed to compensate for worst-case network, sys-
tem inconsistencies, and detector runtimes that usually also depend on the
event load that we cannot estimate any better. Even without any back-setting
delays, the K-values of the highest event detectors are at least around 1 sec-
ond. In contrast, Figure [3.10] shows that our technique finds much smaller
K-values suitable for the actual system state instead of a worst-case scenario.
We achieve latencies that are less than a fifth of the manual ones.

Such a wide spread of delay types as presented here is not unique to po-
sition sensor streams. For instance, it is also seen in financial market data
where stock markets are timely synchronized by the backend but the data is
distributed over the internet. In RFID systems the situation is similar, as many
readers collect data and send them to a centralized server for analysis.

3.4.2. Application Performance

Our middleware implementation takes about 17,000 lines of C++ code to im-
plement the basic functionality and event ordering. On top of it, we imple-
mented 70 different event detectors in 15 levels from simple line events up to
complex technical scenarios (also in C++). On average the size of an event
packet is about 200 Bytes. The largest is about 4 KBytes.

We first give a throughput analysis of our system before we illustrate the
performance of our event ordering approach.

Event Throughput Scalability.

In contrast to many other EPS such as SASE [135] or Cayuga [53]] our sys-
tem can use threads and can be distributed across several nodes to run in
parallel. For a benchmark of our system we performed different geometric
calculations and processed position information from our localization system.
Figure [3.11] shows the system performance when distributing the processing
over several threads. We achieve a close to linear performance scale-up of
the event throughput with respect to the number of available threads. We
reach a plateau for 8 threads or more since this is the number of physical
cores. The performance scale-up for the distribution over several machines
strongly depends on the actual allocation of event detectors and their process-
ing hierarchy. However, even in the worst scenario we achieve a performance
scale-up when distributing across several machines.
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Figure 3.11.: Event throughput for threads.

This performance benchmark is a baseline that shows that our system is
efficient on ordered input and is scalable in the number of threads and nodes
as the number of trackable objects and sensors grows. The main contributions
are that is also works well for massive out-of-order events, which we present
next. However, if the event ordering does consume too much processing time,
we can add additional machines and distribute event detectors efficiently.

Detector Reliability and Latency.

To evaluate the event ordering units we recorded the delays of incoming
events for the Player Hits Ball event detector, see Figure [31_2} These events
are Is Near, Is Not Near, both oscillating between 5 and 45 ms delay, and
Ball Acceleration with a delay of 1-2ms. We took out the single positions
jitter for simplification. Other detectors of the soccer application behave sim-
ilarly. The technique presented in Section to select a suitable K-value
at runtime correctly orders over 95% of all events even without any a-priori
knowledge, see the straight black line. There are rare points at which K is too
small and may cause a misdetection, see the crosses, before it is increased.
These points are not necessarily a miss-detection as they only mark increases
in K. Miss-detection only occur when events with lower time stamps are
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Figure 3.12.: Delays and K.

buffered and emitted before a new event increases K with a lower time stamp
than the previously emitted event. In the present case no miss-detection oc-
curred.

However, with an overfitted K and an added safety margin of 1=0.5 the de-
tector works considerably better (upper line): not a single K misses the max-
imal event delay, the event detector is always supplied with ordered events
and is fully reliable.

The result shows that our method chooses K as large as necessary to fit
the maximal delay of subscribed events so that we generate a totally ordered
event input stream. At the same time, K is only barely above the necessary
maximal delay. Small K-values result in small buffers on higher level event
detectors and hence lower latencies for event generation. In total, this de-
tector has a latency of up to 59.8ms whereas a manual K-selection by an
expert would cause a latency of >500ms. Only 8ms (=13.4%) are caused by
the overfitting. It is worthwhile to trade this slowdown for perfect detection
quality.
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3.4.3. Discussion

We demonstrated quantitatively that a manual K-selection causes a consid-
erably higher detection latency (>8.4x). Our middleware system can work
in a network and performs event ordering without any a-priori knowledge. It
adaptively finds the best K’s that minimize buffer costs and latency at runtime.
Event detectors hence see transparently pre-sorted event streams as their in-
puts and are therefore easy to implement.

Unfortunately, there is no related work that makes use of a similarly large
real world setup. Existing work cannot be used for a quantitative comparison
because it either lacks support for distributed processing, or for correct event
ordering when dealing with negative patterns or back-setting delays.

We deliberately did not benchmark CPU and RAM consumption in more
detail as they are not the bottlenecks. In the application area that we target,
there is usually sufficient RAM and the fluctuations in the event delays are
not so large that CPU power would make a significant difference for the event
reordering. The crucial point to reduce latency is to find the minimal time
for which events need to be delayed such that event streams can correctly be
reordered. Hence, more CPU power or RAM will not reduce the detection
latency. We present a technique to use additional CPU and RAM resources to
reduce latency by using speculation in the next chapter.

Our technique improves K-slack by adding only little processing overhead.
We only need to derive event delays and K-values at runtime to dynamically
configure K-slack in an optimal way.

3.4.4. Summary

We first zoomed into the sub-delays of the total event delay, discussed their
quantities, and argued that out-of-order events are the rule in event stream
processing and that efficient low-latency solutions are highly required. In
contrast to the related work, our middleware system can work in a network
and performs event ordering without any a-priori knowledge. It adaptively
finds the best K’s that minimize buffer costs and latency at runtime. Event
detectors hence see transparently pre-sorted event streams as their inputs and
are therefore easy to implement.
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3.5. Initialization

With knowledge about the expected delay of events, the middleware can order
them. However, at startup the middleware does not have this knowledge and
stumbles, see C1 in Figure Here are two ways to correctly initialize the
delays.

3.5.1. Iterative Delay Calculation

In many applications we either can run and restart a system several times, or
we have some pre-recorded sensor streams that can be employed to calibrate
the correct configuration. Figure [3.13] depicts this strategy. The idea is to
start from an initial configuration c( (= values for all K’s) and to derive c; (a
proper configuration for the event detectors on level 1) by running the system
and measuring sensor event delays directly. The application will fail because
of stumbling detectors, but at the end of this run all events on the first level
have suitable K-values that are used when the system is restarted. Restart i,
i > 1, hence derives ¢; with correctly measured delays for the event detectors
on levels < i. Algorithm [3.2] converges after at most n iterations, where n is
the highest hierarchy level. We assume that there are no cycles in the detec-
tion hierarchy (that would also cause problems with event ordering).

Iterative delay calculation either requires that there is sufficient training
data available, or that the system can be restarted over and over in the envi-
ronment of use. Moreover, network and CPU loads need to remain stable for
any two runs.

initial config

oldDelays ==
newDelays ? |yes

Figure 3.13.: Tterative delay update.

end

60



3.5. Initialization

Algorithm 3.2: Iterative Delay Calculation

Data: SensorStream p, Configuration conf{null),
EventDetectionEngine engine
engine.setConfiguration(conf);
for i — 1 to engine.MaxHierarchyLevel() do
engine.run(s);
if conf.delays equals engine.delays then
| break;
else
| engine.setConfiguration(engine.delays);

return conf;

3.5.2. Semi-Configured Delay Estimation

There are cases in which the Iterative Delay Calculation cannot be applied or
it takes too long to process the whole (maybe large) training data for n times.

We therefore show a way to initialize the middleware from a different
configuration c,;; instead of starting from scratch. The idea of the Semi-
Configured Delay Estimation is to combine delay information of c¢,;; with
further runtime measurements to derive valid K-values for the current config-
uration. To implement this we zoom into the total delay of an event and find
it to be the sum of sub-delays: sensor jitter delay d;, ordering delay d,=K,
network delay d,,, processing delay d,, and back-setting delay d}, (recall Sec-
tion [317] for more details). Only the first three sub-delays d;, d,, and d,
depend on the underlying network topology, that is the distribution of event
detectors, and are therefore most definitely different from c,;;. The other two
sub-delays remain stable between c,;; and c,.,,. Usually d,, is uncritical com-
pared to the other sub-delays because it has a relatively small influence on
the total delay. The back-setting delay d, is application-specific and hence it
does not depend on the configuration.

Similar to the Iterative Delay Calculation, we start from the lowest level
of the hierarchy, where input events depend directly on sensor data. Instead
of processing real training data, we circumvent the event detectors and emit
pseudo events. Therefore time consuming processing of events is not re-
quired. Pseudo events carry the same information as real events (ID and time
stamp) but are not processed by event detectors.
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Figure 3.14.: Composition of sub-delays.

Figure [3.14] shows the composition of the delay of an event by its sub-
delays and how the particular delays are influenced by the event detector
hierarchy. An event already has a delay (input delay) at its reception. The
ordering delay is the first type of delay that is added on top of the event’s
delay and denotes the time an event is kept back by the ordering unit to guar-
antee a correct ordering to the event detector. Certainly, this delay depends on
the input delays of the other subscribed event types. As soon as the event is
emitted to the detector the processing delay is added on top (which is usually
comparably small). Before an event detector generates an event and sends it
to the middleware it may also set the time stamp of the event to some pre-
vious point in time. This back-setting delay takes no real time but is added
instantaneously by reducing the event’s time stamp. When an event detec-
tor generates an event and the middleware sends it to another node, an upper
event detector’s ordering unit receives this event only after an additional net-
work delay (if there is any network communication) has been added on top.
Finally, this upper level ordering unit measures the event’s delay (input delay)
without having access to its sub-delay components.

We assume that sensor data is already received and we measure d; directly.
Then, we initially generate pseudo events for events that would be emitted
by event detectors of the first hierarchy level. The jitter delay d; is directly
measured from the sensor stream at each node and is equivalent to K/d, at
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higher hierarchy levels since it reflects the delay differences of the sensor
events. The processing and back-setting delays d,, and d), are taken from c,4.
To make sure that the pseudo events have the same delay as on real sensor
event streams, we must ensure that clk=e.ts+d;+d,+d, and fake e.ts appro-
priately. In other words, we set e.ts as if we would postpone the processing
by d;, process it (d,), and set it backwards by d;. We then emit the pseudo
event. When the subscribing event detectors receive this pseudo event, d,, has
been added implicitly because the event was passed over the network (if nec-
essary). Hence, the pseudo events have similar delays as the real events from
training data.

Algorithm [3.3]iteratively traverses the hierarchy and propagates all pseudo
events through the network. After they have reached the highest hierarchy
level, K values for all detectors are reasonably set. There is no need for fur-
ther iterations.

3.5.3. Summary

This section presented two techniques for correct system initialization that
improve startup behavior: Iterative Delay Calculation and Semi-Configured
Delay Estimation. The latter is as precise as the available knowledge on back-
setting and processing sub-delays.

Both initialization techniques break when ordering in cycles exist within
the event hierarchy. However, when an event hierarchy requires ordered event
delivery within a cycle then ordering itself is ill-defined as this cannot be
established (unless events are subscribed unsorted).

3.6. Related Work

As already discussed, related work in the field of event processing is manifold
since requirements are diverse. Section gives an overview of recently
emerged EPS. We focus on RFID-based systems because their requirements
are most similar to ours when considering different data sources and out-of-
order events. Section [3.6.2] then focuses on methods and techniques from
other contexts.

Logical clocks by Lamport et al. [84] cannot be applied since the total or-
der provided by local clocks is ambiguous on different nodes. The happened-
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Algorithm 3.3: Pseudo Event Propagation

Data: Configuration ¢4, Cnew, Clock clk, Jitter d
begin
for EventDetector ed : GetFirstLevelDetectors() do
for Event e; : GetPublishedEvents(ed) do
dp<coq.GetProcessingDelay(e;);
dp—c,q.GetBackSettingDelay(e;);
e,~.ts<—clk—dj—dp-db;
Send(e;);

while ReceivePseudoEvent(e) do
Crew-SetDelay(e.id, clk — e.ts);

for EventDetector ed : GetDetectorsBySub(e) do
if ¢,y .AllMeasured(ed) then

for Event e; : GetPublishedEvents(ed) do
d,<Cpeyw.GetOrderingDelay(ed);

dpc,1q.GetProcessingDelay(e;);
dp<—c,1y.GetBackSettingDelay(e;);
ej.ts « clk-d,-dy-d,;

Send(e;);

end

before clause only works for events that have a common equal origin. If the
origin is different, i.e., if the events have not been triggered or generated by
the same source, or if no central coordinator is established the total order pro-
vided by the local clocks may be incorrect.

Vector clocks [101]] enhance logical clocks so that not only pairs but many
different events can derive the happened-before clause. However, both meth-
ods apply completely different time model semantics: the happened-before
clause is strictly defined to take the logical increment counter in both meth-
ods into account. This counter actually reflects the detection time stamp of
an event and not its original occurrence time stamp. Moreover, both methods
are not well-suited for scheduling of events as they cannot derive the point in
time an event can assume that no other event is received with a lower time
stamp.
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We avoid such problems by measuring the relative delays of events on each
node at runtime. Ordering units withhold events from detectors as long as
necessary for a total order. Hence, there is neither a need for retraction of
events or for restoring of detectors, nor are there any fixed synchronization
points. Moreover, we reduce the complexity of the detector implementation
as they can be implemented without any consideration of event delays.

3.6.1. Event Processing Systems

SASE [1335] is an event processing engine for RFID-readings that is also the
foundation of follow-up work [3}92]]. SASE works with Nondeterministic
Finite Automata (NFA) generated from event queries. Although Li et al. [87]
solve some problems of out-of-order event arrival, SASE fails when it is dis-
tributed over several machines.

Another EPS for RFID-readings is Cayuga [53]]. Work built on top of
Cayuga is demonstrated in [27) 154]. Cayuga uses a timing mechanism built
on priority queues and epochs. As in SASE, Cayuga assumes that events are
delayed for at most K time units. K is defined a-priori. In an epoch it only
processes events with a time stamp from that epoch. Further work by Brenna
et al. [28]] distributes Cayuga over a network. In contrast to our work there is
no back-setting and events may not cross epoch boundaries.

The Complex Event Detection and Response system CEDR [20] comes
with a query language to express a wide range of event patterns, comprising
temporal correlation and negation. The language also has consistency lev-
els for latencies and out-of-order events. CEDR handles out-of-order events
by retracting incorrect output and by adding correct, revised output in turn.
However, if out-of-order events are predominant, almost all generated events
must be retracted, often triggering a cascade of retractions along the detector
hierarchy. This poses non-trivial challenges to the memory management and
to preclude retractions we have to accept high latencies, see also Chapter [4]
for more details.

We avoid such problems by measuring the relative delays of events on each
node at runtime. Ordering units withhold events from detectors as long as
necessary for a total order. Hence, there is neither a need for retraction of
events nor for restoring of detectors, nor are there any fixed synchronization
points. Moreover, we reduce the complexity of detector implementations as
they can be written without considering event delays.
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3.6.2. Methods

O’Keeffe et al. [106] analyze the influence of communication errors in addi-
tion to timing uncertainties due to the lack of a global clock in distributed sys-
tems. Their complex event language can declare detection policies to specify
how to deal with errors. The authors address different tasks than we do: their
events have time intervals rather than time stamps due to clock uncertainties,
their event load is significantly lower, and they do not consider timing issues
introduced by distributed processing as critical.

Brito et al. [29] speculatively process events in parallel. This is achieved
by means of an underlying Software Transactional Memory (STM) infras-
tructure. The basic approach is different from ours in that the authors assume
that stateful event detectors need to be executed sequentially. Although the
presented STM method achieves good results for parallel execution on mul-
ticore systems, it would suffer when it is distributed because buffering and
committing of events would no longer be efficient.

Fodor et al. [59] split complex events into a set of binary goals of subpat-
terns. Goals are chained and a complex event is detected whenever the top
goal is reached. They do not cope with additional delays and also assume
that events are processed on a single machine. Signalling those goals over a
network presumably degrades performance and also introduces delays. More-
over, in order to form those goals, events cannot be arbitrarily defined as they
must be implemented in an EDL with limited expressiveness.

GauthierDickey et al. [61162]] focus on event ordering in peer-to-peer games
for massively multiplayer online games (MMOGs). They introduced NEO,
a low-latency event ordering protocol that prevents players from cheating in
an untrusted environment and also abandons the need for a client/server in-
frastructure. Time is divided into rounds of fixed length that are an implicit
upper bound for the delays. NEO does not fulfill our requirements because it
simply discards events that are too old for the current round.

Tucker et al. [127] and Li et al. [86] use special annotations embedded in
data streams, called punctuations, to specify the end of a subset of data. These
serve as window delimiters and time markers, and inform that no event will be
generated with a lower time stamp. However, for negative patterns, an event
detector must fire a punctuation at each sensor event, otherwise upper level
detectors will buffer and hold the processing. The introduced network load
is not tolerable. Also timed punctuations do not work in application-specific
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event detectors due to the lack of knowledge about the runtime configuration
and would introduce latency.

Chandramouli et al. [32] permit stream revisions by using punctuations.
They give an insertion algorithm for out-of-order events that removes invali-
dated sequences. Since our system is highly distributed, removing invalidated
sequences is not possible. Events that need to be invalidated may already be
consumed/processed on other nodes.

Srivastava et al. [120] model stream time differences by wall-clock de-
pendencies, and define clock-skews between data sources. For any data ar-
rival they set heartbeats on each stream. A heartbeat at wall-clock time c is
the maximal application time stamp 7 such that all tuples arriving from that
stream after time ¢ must have a time stamp larger than 7. By using the local
clock and by generating heartbeats, time constraints can be defined with high
accuracy. This also makes their method costly (slow) and limits the scalabil-
ity of the system. With 150 detectors (streams) and 50,000 sensor events per
second we would insert 7.5 million heartbeat events per second.

3.7. Summary

The presented methods achieve reliable, low-latency, distributed event pro-
cessing of high data rate sensor streams even under the predominance of
out-of-order events. Event delays are measured, the middleware adapts it-
self at runtime and postpones events as long as necessary to transparently put
incoming event streams in order for any application-specific event detectors.
No a-priori knowledge of event delays is needed. The presented system works
well on a Real-time Locating Systems (RTLS) in a soccer application.

The performance (in terms of latency reduction) is limited by the deriva-
tion of clk. If clock updates are rare, the detection latency of events increases.
To tackle that, we gave a basic idea how to exhaustively exploit the deriva-
tion of clk and therefore K by setting the internal clock by several event types
that have different delays. We refer that idea to be subject to future work.
However, a second idea is to loosen the strict and conservative buffering ap-
proach and to open up for speculative processing and retraction of out-of-
order events. This will be the key idea of the upcoming chapter.
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We have shown that distributed event-based systems can be used to detect
meaningful events with low latency in high data rate event streams. How-
ever, both known approaches to deal with the predominant out-of-order event
arrival at the distributed detectors have their shortcomings: buffering ap-
proaches as the one presented in Chapter [3] introduce latencies for event or-
dering and stream revision approaches [20, 29} 32, [133]] may result in system
overloads due to unbounded retraction cascades.

This chapter presents a speculative processing technique for out-of-order
event streams that enhances typical buffering approaches. In contrast to other
stream revision approaches this novel technique encapsulates the event detec-
tor, uses the buffering technique to delay events but also speculatively pro-
cesses a portion of it, and adapts the degree of speculation at runtime to fit the
available system resources so that detection latency becomes minimal.

The speculation technique performs very well compared to existing ap-
proaches on both synthetical data and real sensor data from the Real-time Lo-
cating System (RTLS) with several thousands of out-of-order sensor events
per second. Speculative buffering exploits available and unused system re-
sources and accomplishes a latency reduction of 40% on average.

4.1. The latency/overload-dilemma

Many applications also demand event detection with minimal delays [122].
For instance, the distributed EBS contributed in this thesis detects events to
steer an autonomous camera control systems to points of interest, see Fig-
ure This obviously requires low detection latencies in order not to lag
behind.

To process high rate event streams, an EBS usually spreads the computa-
tion over several event detectors, linked by publish/subscribe to build an event
detection hierarchy. These event detectors are distributed over the available
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Figure 4.1.: Automatically controlled camera system.

machines. Events arrive at the distributed detectors out-of-order because of
various types of delay, see Section 3.:4.1] As we have seen, ignoring the
wrong order causes misdetection. Event detectors themselves cannot reorder
the events with low latency because in general event delays are unknown be-
fore runtime. Moreover, as there are also dynamically changing application-
specific delay types (like for instance a detection/back-setting delay) there is
no a-priori optimal assignment of event detectors to available nodes. Hence,
in a distributed EBS the middleware deals with out-of-order events, typically
without any a-priori knowledge on the event detectors, their distribution, and
their subscribed events.

Buffering middleware approaches withhold the events for some time, sort
them, and emit them to the detector in order, see ChapterEl The main issue
is the size of the ordering buffer. If it is too small, detection fails. If it is
too large, it wastes time and causes high detection latency. Note that waiting
times add up along the detection hierarchy, see Section[3.4.1] The best buffer
sizes are unknown and may depend on some dynamic, unpredictable behav-
ior. In addition, there is no need to buffer events that cannot be out-of-order or
that can be processed out-of-order without any problems. Buffering middle-
wares are the basis of reliable event detection, but they are also too costly for
many types of events and do not benefit from faster CPUs as they are bound
by the waiting times.
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Speculative middlewares, the other approach to cope with out-of-order
event arrivals, speculatively work on the raw event stream. As there is no
buffering, this is faster. Whenever an out-of-order event is received, falsely
emitted events are retracted and the event stream is replayed. The effort for
event retraction and stream replay grows with the number of out-of-order
events and with the depth of the detection hierarchy. This is a non-trivial
challenge for the memory management, may exhaust the CPU, and may cause
high detection latencies or even system failures. In contrast to buffer-based
approaches, a stronger CPU helps, but the risk of high detection latencies re-
mains.

To combine the advantages of both worlds, we propose to add a novel spec-
ulative processing to a buffering EBS. The most important requirements are:
(1) The middleware can neither exploit the events’ semantics nor their use
by the event detectors because both of them are highly application-specific.
Hence, methods for strong synchronization of event detectors are no viable
option. (2) In spite of the speculation, the buffering middleware must keep
event detection reliable, i.e., false-positive or false-negative detection must
be avoided to prevent system failures. Hence, it is no option to use imprecise
approximative methods or to discard events that would cause a system over-
load.

Our key idea is to use buffering to sort most of the events but to let a snap-
shot event detector speculatively and prematurely process those events that
will be emitted and processed soon. Event detectors are restored whenever a
replay occurs. The degree of speculation is adapted to suit the available CPU
resources, ranging from full speculation on an idle CPU to plain buffering on
a busy CPU. The technique presented here works without knowledge on in-
ternal event semantics, can be used for any publish/subscribe-based buffering
middleware, and does not use query languages or event approximation.

The rest of this chapter is organized as follows. Section[d.2]reviews related
work. Section[4.3] motivates the speculation approach, before we present the
main contributions in Section 4.4} a speculative event processing and snap-
shot recovery, two methods to efficiently retract events across the detection
hierarchy, and a greedy method to adapt the amount of speculation at run-
time to optimize detection latency by efficiently exploiting unused system
resources. Section [d.6]evaluates our methods before Section B.7] concludes.
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4.2. Related Work

As we know of no attempt to fully combine buffering and speculation in an
EBS, we discuss both fields in turn.

4.2.1. Buffering Techniques

As we have explained above, buffering is needed for reliable event detection
but it also introduces latency. Below we sketch some known buffering EBS
and show that for each of them an added speculative component can help to
improve latency.

To deal with communication errors and timing uncertainties caused by the
lack of a global clock in distributed systems O’Keeffe et al. [[106] use time
intervals instead of event time stamps. Buffered events are only emitted when
time intervals safely overlap. Therefore, as latencies are high, an added spec-
ulative component that lowers the upper interval margin can reduce detection
latency.

Punctuations [86,[127] are special annotations embedded into data streams
to indicate (1) the end of a subset of data, and (2) that no event will be gen-
erated with a lower time stamp. For negative patterns like A!BC, where no B
shall occur in between A and C, a buffering unit must use timed punctuations
that introduce latency because firing a punctuation on each event will exhaust
the system. An added speculation unit can help because punctuations can also
be fired speculatively, so that events can be consumed earlier.

Srivastava et al. [[120] model stream time differences and clock-skews be-
tween data sources. Their heartbeat stream synchronization among buffers in-
troduces latency. Speculation can help by processing events before the heart-
beats actually occur or by emitting the heartbeats prematurely.

SASE [3} 87, [135] and Cayuga [27} 28] 153 154] both are event processing
engines for RFID-readings that work with Nondeterministic Finite Automata
generated from event queries. They assume that events are delayed for at
most K time units, K to be set a-priori. Although both systems use query
languages they can be applied for arbitrary middlewares. But their conserva-
tive and a-priori configuration causes high detection latencies in their delay
buffers. Speculation can help by processing events before they have been
buffered sufficiently long, i.e., for K time units.
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4.2.2. Speculative Techniques

Known EBS speculation techniques are either based on query languages and
window operators, are imprecise and approximate events, are unreliable, or
use a-priori knowledge for their configurations. As they do not fulfill all
the above-mentioned requirements for publish/subscribe middlewares, known
speculation techniques cannot be used as add-ons to a buffering system.

Approximative techniques [10} 18} 85} [100] use partial or imprecise events
to generate the most likely query results first and refine the results incremen-
tally on corrected and more precise events. To limit latency and resource
consumption, some of the authors only retract events that have a strong im-
pact on the generated output or use partial events to restore the correct state
for the replay. However, as all those systems use query languages and are
imprecise, they are unsuitable as a generic speculation component.

Another way to limit the degree of speculation (and hence latency and re-
source consumption) is to automatically discard older and unprocessed events
from their queues and to process more recently received events instead [[115],
i.e., a form of implicit load shedding. However, this is only applicable to
state-less event detectors. In general, event detector states depend on the dis-
carded events so that detection fails if they are simply dropped.

A commit action resolves the speculation (the essence of transaction sys-
tems) into a reliable event detection step [29, [133]. But every out-of-order
event increases the number of transactions, i.e., the degree of speculation,
and results in potential CPU overload and hence system failure. That is why
buffering EBS should stay away from transaction speculation.

Window query approaches [92] pipe events through operator graphs that
are constructed from queries. The degree of speculation is set by limiting his-
torical operator states. Unfortunately, window operators (such as multi-joins)
need event detector definitions in a particular query language for operator
graph construction and are hence not general purpose.

Complex Event Detection and Response (CEDR) [20]] speculatively gener-
ates events from event streams that also may contain revision tuples enhanced
with time stamp corrections. Upon a revision event arrival, CEDR only ad-
justs the time stamps of the generated event instead of retracting the event.
But this brakes stateful event detectors that may already have consumed the
generated event with the old time stamp, and may have (falsely) generated an
event because of the old time stamp.
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Figure 4.2.: Distributed publish/subscribe EPS with speculation.

network

Chandramouli et al. [32] limit speculation either by sequence numbers or
by cleanse. The receiver can use the former to deduce disorder information
in the rare cases when particular events are generated at stable rates. The lat-
ter only works for a punctuation-based environment, which must incorporate
the event definition to limit query windows by setting the punctuation to the
latest event time stamps of the event detector. Since the middleware tech-
nique cannot access this information, it cannot be used as a generic buffering
extension.

4.3. Motivation

In this section, we illustrate the assumptions of the generic buffering in the
hosting EBS that we extend with our novel speculative technique. Although
Section[.4)will build on top of this buffering, the novel speculation can easily
be adopted by other buffering EBSs because our speculation is general pur-
pose and quite generic.
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As can be seen in Figure .2] the new EBS consists of several data distri-
bution services (DDS) that collect sensor data (for example an antenna that
collects RFID readings), and several nodes in a network that run the same
event processing middleware. The middleware creates a reordering buffer per
event detector (ED). This component is now wrapped with the new specula-
tion unit. The middleware deals with all types of delays such as processing
and networking delays or detection delays and does not need to know the
complex event pattern that the detector implements (either in a native pro-
gramming language [[75] or in some EDL [[135]]). Still the detector does not
need to know on which machine other event detectors are running nor their
runtime configurations. The application code of the event detector assumes
that the events are received in correct order with respect to their occurrence
time stamps. At startup the middleware has no knowledge about event de-
lays but just notifies other middleware instances about event publications and
subscriptions (advertisement) [103]]. The middleware is therefore generic and
encapsulated.

Since our speculative buffer asks the event detector to provide and to re-
store snapshots, event detectors have to provide additional functionality, if
this is not provided by the programming languageﬂ However, in many cases
this can easily be achieved as snapshots are handled transparently to the (ap-
plication) code in the event detector that is used to process the event stream.
The application code does not need to care about data synchronization or
side-effects as the middleware assures that no events are being processed by
the detector while taking or restoring a snapshot.

Even if we use minimal K-values for all the detectors across the hierarchy,
the resulting combined latencies may be unnecessarily high and a speculative
processing may be the better option.

Assume the example in Figure .3(b)|needs a minimal Kp=3. This delays
the detection of any event in upper processing hierarchies by at least 3 time
units since event D can only be detected with 3 time units delay. However,
assume that events of type B are rare. Then it may be advantageous not to
delay the detection of D until we preclude the occurrence of B, but to retract
a false-detection of D in the rare cases when B actually occurs. For the event
stream in Figure4.3(b)| we can hence detect D out of A4/C5 before clk is set to
8 (A4 is emitted at clk=7 whereas C5 must wait at least until clk>8). If there

! In Java we could make use of the built-in serialization and in C# we could exploit reflection to
provide that feature both generically and natively.

75



4. Speculative Event Processing

(a) Example for A!BC.
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(b) Sorting window over event stream.

Figure 4.3.: Out-of-order examples.

is a B to cancel the detection of D later we retract the falsely generated D.
Hence, the event detector that is used to detect D generates preliminary events
that can be used to trigger event detectors on higher levels with lower latency.

Hence, the key idea is to combine both techniques and to let the speculation
unit wrap a K-slack buffer to process a portion of events prematurely.

4.4. Speculative Processing

Added speculation results in improved detection latency if there are no out-of-
order events at all, because nothing that an ordering unit emits and a detector
generates has ever to be retracted from further up the detector hierarchy. But
the more out-of-order events there are and the deeper the detection hierarchy
is, the more complex becomes the retraction work as more memory is needed
to store the detector states and as more CPU time is needed to perform the
retraction. Hence, in naive speculation approaches, the cost of purging the
effects of false speculation can easily outweigh its beneficial effects and can
easily increase the latency beyond what pure non-speculative buffering would
have caused.

Therefore, the amount of speculation must be limited so that the CPU and
memory are used at full capacity on the one side, but without getting ex-
hausted on the other side. System parameters must be deduced at runtime
and the speculative ordering units must be continuously adapted to the cur-
rent system and event load. From now, we use the following terminology.
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Event emission and replay. The ordering unit (within the middleware)
emits the events to the event detector to process them. An event is
emitted prematurely if it is emitted before K-slack (pure buffering)
would emit it. The speculation component must be aware that pre-
mature emission of an event may result in a costly retraction cascade
and stream replay while non-premature emissions do not. When an
event detector produces an event and sends it to the middleware we re-
fer to it as generating an event. Whenever the ordering unit detects a
miss-speculation the event stream is replayed. In those cases particu-
lar (premature) events are emitted repeatedly to the event detector, see

Section[4.4.11

Event retraction. Whenever the ordering unit detects a miss-speculation,
events may have been mistakenly processed and need to be retracted.
At this point we have to consider two different issues. First, events
have been emitted to the event detector in a wrong order and the event
stream is immediately replayed. Hence the event detector processes
some events twice, which is no viable solution as this may result in a
system failure. We solve that by snapshot recovery, see Section #.4.2]
Second, the event detector may have generated events based on the
incorrectly ordered event input. These events may already have been
inserted into the ordering units’ buffers of upper level event detectors
or may even have been emitted prematurely (causing a ripple effect to
upper level detectors). Hence, events must be retracted throughout the
entire detector hierarchy, see Section[#.4.3]

4.4.1. Event Emission and Replay

Our speculative event processing technique extends K-slack buffering ap-
proches. It puts most of the input events in order but it does not buffer them
as long as required for a perfectly correct order. Hence, instead of buffering
an event ¢; for K time units, we only buffer e; as long as

eits+a- K <clk, a € [0;1], “.1)

with a new attenuation factor a. The attenuation factor is used to adjust the
speculation component in the ordering unit. The larger « is, the fewer events
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are emitted prematurely, i.e., a=1 is essentially a K-slack without specula-
tion. Smaller values for a switch on speculation. For @=0, there is no buffer-
ing/ordering at all because the inequation always holds (except for events with
negative delayﬂ). For instance, a classic event ordering unit with K=5 and
a=1 will emit an event with rs=20 that is received at c/k=22 not before clk
is at least 25. Only then e;.ts+K=20+5<25=clk. Pure buffering middlewares
will not just emit the events but they will also purge them from the buffer.
In the example with K=5 but with @=0.6 the speculative buffer prematurely
emits the event already at clk=23 (20+0.6-5=23) and leaves the event in the
buffer. With #<0.4 emission is even instantly at c/k=22. The event is purged
from the buffer as soon as clk>25.

With speculation, events are emitted but no longer instantly purged from
the buffer. They may be needed for the event stream replay later. Hence, the
K-slack buffer is enhanced with an already emitted pointer (AEP) that is a
reference to the last element in the buffer that has already been emitted spec-
ulatively so far. Next, instead of starting from the buffer’s head, the ordering
unit starts to evaluate the event time stamps from the event referred to by AEP.

A newly arriving event is inserted into the sorting buffer according to its
time stamp. For instance, in Figure and A3 is inserted between
A2 and B4. The events from the buffer’s head to AEP (shown in grey) have al-
ready been emitted. Depending on «, clk, K, and AEP there are two possible
cases.

e;.ts > epgp.ts. If the time stamp of the recently inserted event e; is equal
or larger than that of the AEP, we insert e; behind the AEP. We can
infer that no false-speculation has occurred, and hence we do not need
to retract or replay any events. In Figure AQ to A2 have been
prematurely emitted, and A3 is not missing in the stream that is already
on the go.

e;.ts < epgp.ts. If the time stamp of the new event is smaller that that of the
AEP we need to retract the events we falsely emitted to the event de-
tector. Moreover, we also have to retract the events the event detector
falsely generated out of falsely emitted events. The former retraction
is handled by the technique we introduce in Section [4.4.2] The latter
type of retraction is handled by means of the methods that we describe

2 This may be the case if different events are used to set clk.
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Figure 4.4.: K-slack’s event insertion and AEP.

in Section The AEP is set to e;, and the events from the new
AEP to the old AEP are replayed. In Figure 4.4(b)|the event B4 must
be retracted, and A3 can be emitted prematurely before replaying B4.

Whenever clk is updated the speculative buffer emits all the events that fulfill
inequation (@.I). In contrast to dynamic K-slack we do not wait for clk to
be updated but also evaluate each event that is received, and if it fulfills the
inequation we prematurely emit it immediately. Events are purged only if the
regular non-speculative K-slack buffer would purge them. Only then we can
be sure that we no longer need them for upcoming replays.

Figure 1.5 shows how the speculative buffer for the event detector from
Figure works with an attenuation factor of @=1/3 and an initial K=0.
The orientation of the buffer is now vertical, the head is on top. Events of type
A are used to set the internal clock clk4, and K is adjusted by means of dy-
namic K-slack, see the bold values on top of the sorted event stream. Dashed
events will be purged from the buffer at this time step. Prematurely emit-
ted events are in grey. The AEP, although not explicitly visualized to avoid
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Figure 4.5.: Speculative ordering unit with o = %

confusion, points to the lowest grey event. Events that need to be reversely
processed, i.e., that need to be retracted from the detector, are shown with
negative events and with arrows that point to the output stream. Replayed
events in the output stream are underlined.

At the beginning, we have no measurements of event delays, so we emit A®
and A2 (speculatively) because both 0+ 0 < 0 = clk and 2+ 0 < 2 = clk hold.
With reception of A2 we can purge A® from the buffer. When C1 is received,
we detect that we incorrectly emitted A2 before, and replay the correctly or-
dered sub-stream, i.e., we emit C1, and again A2. The -A2 event is implicitely
handled by the technique we describe in Section[#.4.2] K is updated to 2 as
soon as A3 arrives (because the maximal delay of C1 is 3-1=2 due to dynamic
K-slack). A3 is not yet emitted, because e,~.ts+a~K:3+%~2=3.67>3=clk. C1
can now be purged as K=2 tells us that there cannot be out-of-order events
e; with ts<3-K=1. We insert B4 into the buffer. With A6, we evaluate the
currently buffered events, emit A3 (3.67<6=clk,) and B4 (4.67<6=clk,), and
purge the buffer by erasing each event that satisfies e;.ts+K<clk, i.e., A2, A3,
and B4 that are now safe (by means of the rules of pure K-slack). Although
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clk is not updated on reception of C5, we can prematurely emit C5 because it
fulfills e,~.ts+a~K=5+%02:5.67§6:clk, and since A6 has not been processed
before, we do not need to replay. B8 and C7 are both queued until recep-
tion of A11. We then process A6, C7, and B8, and purge C5. With A12 we
prematurely emit B1® because e,-.ts+a-K:10+%~6:12§12:clk. We insert C9
in front of the AEP, i.e., between B8 and B10, and thus detect another false
speculation. We relocate the AEP and replay C9 and B10. Hence, although
we reduced detection latency, i.e., the size of the ordering buffer, by around
66% we only miss-speculated two times within this example.

Whenever an event detector generates an event out of a prematurely emit-
ted event, the middleware attaches the original K-value difference (we will
call it K* later) so that the ordering units of higher level event detectors can
calculate the event delay, and hence their new K-value, appropriately, as spec-
ulation leads to lower delay measurements on higher hierarchies.

Algorithm [4.] gives the pseudo code for the insertion of an out-of-order
event and the possibly necessary AEP relocation while Algorithm [4.2] gives
the pseudo code for the speculative emission, i.e., the replay of events. We
describe the details of both algorithms after we introduce the state recovery
below as this is an essential part of the algorithms.

4.4.2. State Recovery

If speculation was too hasty the speculative ordering unit relocates the AEP
and replays the event stream. However, although in this case the ordering unit
signals that events have been mistakenly emitted (to the detector) and gener-
ated (by the detector), and revises incorrect events by means of the retraction
methods that we describe in Section the event detector that processes
some of the emitted events may still be in a wrong state due to false-positive
events. Hence, for a replay the internal variables of the event detector must
be reverted to the state they had before the event detector processed the first
incorrect premature event to avoid inconsistencies. This is what we denoted
as reverse processing before.

However, such a state recovery is difficult because of three reasons. First,
since the ordering middleware transparently handles out-of-order events the
event detector does not even know that an ordering unit exists. Second, even
if the event detector knows that there is a speculative ordering unit, and it
processes retraction events to revert its state, it nevertheless has no clue about
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a and K, and hence how many states it needs to keep for later state recovery.
Third, in many cases retraction cascades, which are the core reason why spec-
ulation must be limited, can be interrupted earlier and resolved faster. But this
is only possible from within the ordering middleware, see Section [#.4.3]

Our solution is to let the middleware trigger both state backup and recov-
ery. This avoids side-effects by out-of-order events in the detector and the
application programmer does not need to care about retraction events or re-
covery. On demand, the event detector has to be able to provide all the data
that is necessary to later on be restored to this snapshot (if this is not provided

Algorithm 4.1: Adding a newly received event e.
Data: Event e, OrderingBuffer buffer, Mutex m, WorkerThread

workerThread.
begin
UpdateK(clk-e.ts+e;. K*); // update K if needed
while /m.acquireLock() do // lock buffer

| workerThread.interrupt();
Bufferlterator it < buffer tail;
repeat
it « it.previous;
if it. GetTime() < e.GetTime() then
buffer.insertAfter(it, e);
break;

until it equals buffer.head ;

if e.GetTime()<buffer.head.GetTime() then
| bufferpush_front(buffer.head, e);

if AEPts > e.ts then // it.next is snapshot
Event s « it.next.pop();
s.SetTime(e.GetTime()); // adjust ts
buffer.insert_before(it, s); // move snapshot
buffer.emit(s); // re-init detector
buffer.SetAEP(ir); // relocate AEP

m.releaseLLock();

workerThread.wakeUp();

end
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by the programming language). The key idea is to ask the event detector for
a snapshot whenever a premature event e; is going to be emitted and to in-
sert this snapshot as an exceptional event e, with e;.ts=e;.ts into the ordering
buffer, directly in front of the prematurely emitted event e;. The snapshot then
represents the state that has been in place before e¢; was prematurely emitted.

Whenever events are replayed to an event detector, the detector switches
back to an earlier state as soon as it receives such an exceptional event e,
encapsulating that earlier state. The middleware only emits the first/earliest
buffered snapshot event to the detector and skips the remaining snapshots.
During a replay, event detectors are also asked for snapshots, and existing
snapshots in the ordering buffer are replaced by new ones. Snapshot events
are purged from the buffer using standard K-slack like any other events (as
the time stamps also denote their lifetimes).

Figure [4.6] shows the ordering unit of Figure [4.5] with snapshot process-
ing. On top of each emitted grey event there is a special snapshot event in
the buffer (denoted by s,,) holding the state of the detector before the prema-
ture event was processed. Consider the replay situation at reception of C1 in
column 3. The snapshot s, that has been taken when A2 has been emitted
speculatively (column 2) is still in the buffer. For the replay, this snapshot is
emitted first, its time stamp is set to 1 (as it is now the state that has been in
place before C1 has been speculatively processed), followed by C1 and A2.
We can re-label s; to s; and take a new snapshot s, before we replay A2 and
insert the new snapshot event between C1 and A2. The procedure is similar
when C9 arrives.

If two subsequent snapshots do not differ, we just store a reference to the
prior snapshot. Another space optimization is not to take a snapshot on each
premature event emission. This saves space but increases the necessary CPU
consumption when the event stream is replayed as an appropriate snapshot
may only be found earlier in the buffer. Nevertheless speculation needs extra
storage. The space needed grows with the degree of speculation and depends
on the complexity of the event detector’s state space.

Algorithms .1 and [4.2] show how the speculation works. We use worker
threads that iterate over the ordering units and that are used by the event detec-
tors for event processing (Algorithm[4.2). While such worker threads may be
busy with processing events, a new event may be received, and Algorithm 4.1
is called upon reception. For any event we receive, we first calculate its delay
and update K by means of classic K-slack, if necessary. Note that as events
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unsorted event stream / input

~J

loo)
B
-
jos}
[ee}

B4|'A3)

[es)

dA A C: A B A:C B C:A B A A

50 241 314 65 8 711 10112 13

PEEEEEEEEEREEBE:

CO O G R S C | GO I OOl GO
(23 &5 (2] (29 [29)
4]

z)EE

(=N
[
o)

Q
o)

Q)E=)E]

93]
o0

3

[v3)
—_
S
~
S
©
I
S

> (T (= | @[]«
FEEBEEEERBE-P

>
—_
[
> o
—_
—_
o
=

>
—_
—_

Sy
A12[: [A12f|A1L
Al12
<
: - Al
Kilk, 3 = Js
0002022323262 62626611611612412613
A A ICA AB _C ACB B ICB A
0 2 12 34 5 678 10 910 11

sorted event stream / output

. . . . . . 1
Figure 4.6.: Speculative ordering unit with snapshot recovery and a = 3.

may have been generated prematurely by the lower level detector we have
to add K*, i.e., the premature emission time that we attached to the event,
on top of the event’s delay. Next, since this event may be out-of-order, Al-
gorithm acquires the lock on the ordering unit’s buffer, i.e., the worker
thread that is used to process an event with the event detector will stop af-
ter this event, inserts the (out-of-order) event at its correct position into the
buffer, and reinitializes the event detector and relocates the AEP, if necessary.
With its termination it triggers the worker thread to proceed as all of them
might be idle at that time.
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Algorithm 4.2: Event emission, replay, and buffer purge.

Data: OrderingBuffer buffer, Mutex m, Clock clk, AEP.
begin

while true do

if m.acquireLock() then

while AEP # buffer.tail() do
CheckAndBreakOnlnterrupt();

if AEP.GetTime() < clk - a-K then
SnapshotEvent s « MakeSnapshot();
buffer.insert_before(AEP, s);
buffer.emit(AEP);
AEP < AEP .next();
if AEP.isSnapshotEvent() then
| AEP < AEPnext,;

else
| break;

// buffer purge by K-slack constraints
while buffer.head().GetTime + K < clk do
if buffer.head equals null then
| break;
if buffer.head() not equals AEP then
|  buffer.pop_front();
else
| break;

mi.releaseLock();
if not relocated(AEP) then
| m.sleep();

else
| m.sleep();

end

The worker threads in Algorithm [4.2] are not only triggered on AEP relo-
cations but also by clk updates, and are also used to purge the obsolete events
from the buffer. The worker thread tries to acquire the lock (non-greedy)

85



4. Speculative Event Processing

and checks, starting from the current AEP position, if particular events may
be prematurely emitted/processed, while snapshots are skipped. Afterwards,
K-slack is used to clean the buffer.

4.4.3. Event Retraction

If some event is missing in the speculatively emitted stream, we restore the
snapshot of the subscribing event detector and replay the event stream. What
remains open is that this event detector may itself already have generated
events based on the incomplete event stream. These events must be retract-
ed/eliminated from event streams subscribed by detectors on higher hierarchy
levels. Since this may lead to a heavy retraction cascade we must limit the
degree of speculation.

Consider the example event detector of Figure and the speculative
buffer in Figure For this example we assume that the event detector
numbers the generated D events. The event detector has already speculatively
processed the grey events A3 to B8 and has already generated D;3 out of A3/C5
and D;;6 out of A6/C7 when an event B with time stamp 4 arrives. The order-
ing unit detects a miss-speculation, and since the subscribing event detector
itself has incorrectly generated D;3, we must restore the event detector’s state,
replay C5 to B8, and retract D;3 from the streams of higher level event detec-
tors.

Moreover, D;;16 may be wrong as well because of two reasons. First, the
event detector may not have reached the D-state in presence of B4, because
of some internal state variables that are not shown. Second, even if it would
reach the D-state then instead of D, 6 it should have produced D;6. Hence, in
addition to be able to replay event streams the middleware must also be ready
to invalidate events that have been generated based on prematurely emitted
events.

The key idea to restore a correct state at a higher level event detector H is
to send a retraction event that identifies the events that have incorrectly gen-
erated so that H’s ordering unit can fix that and replay the event stream.

Below we present two techniques to handle event retractions across the
detection hierarchy: Full Retraction and On-Demand Retraction.
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Figure 4.7.: Event retraction on reception of B4.

Full Retraction

The key idea of Full Retraction is to instantly retract all events that may have
been generated incorrectly as soon as the AEP is relocated. For this purpose,
an event detector’s ordering buffer must not only store the prematurely emit-
ted events and the snapshots but must conceptually also hold a list of events
that the detector has generated from the prematurely emitted events, i.e., D;3
and D;;;6 in the example. When an out-of-order event is inserted into the
buffer, we first collect all events that may have been incorrectly generated,
and send a (conceptually) retraction event for each of them to the ordering
unit of each subscribing higher level event detector H. When this ordering
unit receives such a retraction event it purges this event from its buffer, and
performs its own retraction and replay. Hence, a retraction event reuses the
replay and snapshot recovery used for out-of-order events. For instance, in
Figure[d.7(a)| we insert B4 between A3 and C5, instantly send retraction events
for -D;3 and -D;, 6, tell the event detector to restore the appropriate snapshot,
and start the replay.
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Although retraction of every single incorrectly generated D event would
work, there is a more efficient way to achieve the same effect. The idea is
to exploit an event counter i that the ordering unit attaches to the detector’s
state as it has been done by the event detector beforeﬂ Instead of sending
several retraction events (-D;3 and -D;, 6 in the example), it is sufficient just
to send the event counter D:i-1 to the upper level detector. This detector can
then purge all D events from its buffer that have a larger counter.

But the event counter not only helps to reduce the number of retraction
events that need to be sent to higher level detectors. With the counters stored
in the states, there is no longer a need to keep lists to the generated events.
In the example, there is no need to store the lists C5->D;3 and C7->D;;6.
Instead the counter values are piggybacked to the states s. This reduces the
necessary footprints.

The advantage of full retraction is that the ordering units of higher level
event detectors purge retracted events from their buffers and replay their event
streams immediately. If the event detector’s state changes and/or the prema-
turely generated events differ, full retraction works as efficient as possible.
Full retraction is essentially the state-of-the-art in the related work.

On-Demand Retraction

With full retraction and its purging of generated events, the detectors have to
perform their detection work again. This consumes CPU cycles. But consider
state-less detectors that will generate exactly the purged events again. It is
obvious that for those detectors most of the retraction work is wasted. The
efficiency of full retraction and the achievable degree of speculation strongly
depend on the internal structure of the event detector and its generated events.

The key idea of on-demand retraction is not to send the retraction events
immediately upon AEP relocation. Instead we replay the event stream and
only retract events if snapshots change and/or if events are not generated again
during replay. In more detail, whenever we emit events during replay we
check if the following two properties hold:

(1) Snapshots are equal. If we replay the event stream, and the snapshots
do not differ we can abort the replay process. Because the upcoming

3 The time stamps cannot be used as event counter because the ordering middleware has no
influence on their generation and they are not said to be increasing.
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premature events in the replay cause the same snapshots and hence gen-
erate the same events both the snapshots and the previously generated
premature events remain ValidE]

(2) Generated events are equal. The events and their counters that are
generated again during replay are marked as updates, and the ordering
unit of the higher level event detector H checks if the previously gener-
ated premature event equals the recently generated update event. If it
does, the ordering unit of H does not reinsert the new event, does not
relocate the AEP, and hence does not trigger an unnecessary retraction
cascade.

Figure shows on-demand retraction for the example. When B4 is in-
serted into the buffer, the event detector is reset to use the snapshot 5,=5s, and
works on the replayed events. The event detector will reach some state s5” af-
ter processing B4 speculatively (not shown in Figure [.7(b)). If s5'=s(=5,),
i.e., if the state of the event detector is not affected by B4, we can abort replay
and retraction because all the subsequent snapshots and the prematurely gen-
erated events will remain unchanged.

However, if the state of the event detector is affected, we replay the event
streams, and whenever an event is generated, we set the update flag before
we send it to the ordering unit of H. The ordering unit of H then checks the
updated event with respect to equality and discards it if there is no change.

If the event detector is state-less or events that cause a replay do not change
much of the output, on-demand retraction considerably reduces retraction
work that would be introduced by full retraction across the detector hierar-
chy. See also the evaluation in Section 4.6}

4.4.4. Runtime a-adaptation

Speculation uses additional system resources to reduce event detection la-
tency. The remaining question is how to set the attenuation factor « that
controls the degree of speculation. The ideal value of « results in best la-
tencies but also avoids exhausting the available system resources and hence
system failures. However, a static @-value hardly results in good latencies and
resource utilization for the overall system runtime. Hence, due to the varying

4 We assume that event detectors solely process events emitted by the middleware. Other input,
e.g., system calls or file handles, are not allowed.
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system and event loads, @ must continuously be adapted over time to fit the
currently available resources to the current event load.

We now present a runtime a-adaptation algorithm that achieves this goal.
It is safe because when either no runtime measurements are available or when
a critical situation occurs, e.g., a CPU load that is higher than some thresh-
old, « is (re-)set to its initial value ap=1 in order to prevent a system failure.
Moreover, a-adaptation only has a local effect because a only effects replay
and retraction of a single ordering unit. The CPU load on machines that run
other detectors are not affected much because the speculative buffer of an up-
per level event detector only inserts and/or retracts events but does not start a
replay (which in general depends on its own @).

The key idea of our runtime a-adaptation is to use a control loop similar
to the congestion control mechanism known from the transmission control
protocol (TCP) [6]. Congestion control tries to maximize throughput by dou-
bling the data rate, i.e., the congestion window size that holds the number of
to-be-acknowledged packets, at each time unit. When the data rate becomes
too high for the network link, data packets are timed out because packets are
probably lost in the network, and the window size is reduced to 1. The max-
imal window size is saved and a new iteration begins. The window size is
doubled again until it reaches half the window size of the previous iteration.
Afterwards the window size is incremented until again packets are lost and
the next iteration starts over.

To adapt that idea, we use « as the congestion window size, and the CPU
workload as a load indicator. Whenever we evaluate the CPU load we adjust
the value of @. To measure the CPU load accurately, the middleware repeat-
edly (after each time interval f,,,) sums up the times that event detectors
need for event processing, i.e., fusy, and relates it to the sum of the times the
worker threads have available, #,,,,. The resulting busy factor b, is

tbusy

b= — M
¢ Lspan * #workers

For instance, with one worker thread and a time interval f,,,,=0.5s and an
accumulated f,,,=0.41s the busy factor b, is 0.41s/0.5s=0.82. This means
that 82% of the available resources are used and that about 18% of the system
resources are still available (assuming that no other processes interfere with
the EBS). The busy factor grows with decreasing values of a, see also Sec-
tion
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To adjust a we specify a target zone [b;; b,], i.e., an interval of the lower
and the upper target values for b.. If the busy factor is below b;, CPU time is
available and « is decreased by halving its value. This is similar to doubling
the congestion control window size. « is the inverse of the window size and
halving « increases the degree of speculation. If the busy factor grows above
b,, CPU time becomes critical, and the current « is kept (called ap,) before
«a is set to its initial value ap=1. From there « is again halved until its value is
about to be set below the bisection line (1-ap,s)/2. From then on « is lowered
in small steps of a; to slowly approach the target zone where the best laten-
cies are achieved. Algorithm[4.3] gives the pseudo code for the -adaptation.

Our evaluation shows that a busy target interval of [0.8; 0.9] in combination
with a;=0.05 works reasonably well. Of course, b, is not only affected by the
choice of @. In burst situations or when a detector reaches a rare or slow area
of its state space, #;,5, may peak. In such cases, the runtime «-adaption re-
acts appropriately by resetting @ and hence by giving more resources to the
detector. The presented algorithm only works properly if the delays in the

Algorithm 4.3: a-adaptation.

Data: «a, lastMinimum, bool slowmode, b;, b,, b,
begin
if b, < b, then // reduce speculation
lastMinimum < «;
a«—1;
| slowmode « false;
if b, < b; then // increase speculation
Qrarger < 0;
if slowmode then
| @arger < @-0.05;
else
Qrarger < a/2;
if (1- lastMinimum) / 2 > @;4y4¢; then
slowmode « true; // goto slow mode
L Qrarger < @ - 0.05;

@ < Qargerts

end
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network are normally distributed (what they usually are) or if the distribution
is heavy-tailed (as the sensor events in our locating system). Otherwise, the
adaptation function needs to be adjusted to fit the distribution.

4.5. Implementation Details

In order to increase efficiency we implemented the presented techniques in
a slightly different manner. Similar to Section we describe the major
differences and provide justifications.

Separation of ordering unit and scheduler. In order to stop the worker
threads that are currently used for event detectors that process events
triggered from a single ordering unit, we need to combine the sched-
uler and the ordering unit (contrary to the implementation in the pre-
vious chapter). This is because we need to invalidate each event that
is prematurely emitted but not yet processed. These events need to be
deleted from the scheduler’s ready list if the ordering unit’s AEP is re-
set. This is only possible if the ordering unit has direct access to the el-
ements in the scheduler. Otherwise the ordering unit would also require
sophisticated data structures to quickly identify the events that need to
be removed from the scheduler’s ready-list that also holds events from
other ordering units and event detectors. Basically, the implementation

of the speculative buffering is now similar to that in Algorithms [4.1]
and 4.2

Snapshotting of event detectors when receiving position elements. As
we illustrated in Section[3.3.7)we need to take special care about the or-
dering of the high data rate position sensor streams. The performance
issues of the insertion sort of the events are still present. The solution
was to order the position stream events individually within an external
ordering buffer. While this was the best escape to fit the performance
requirements it results in a problem concerning the inserted snapshots
in the ordering units. The snapshot and recovery is based on the fact
that both events and the detector’s snapshots are inserted into the same
ordering buffer. But as the position stream events are located in an ex-
ternal ordering buffer, which is accessed by several ordering units, we
cannot just insert the snapshot events there.

92



4.5. Implementation Details

The solution is to insert pseudo events into the ordering units. These
events are not emitted to the detector but are only used to hold a pointer
to the position streams’ ordering buffer, and to insert the snapshots at
their appropriate positions in front of the pseudo events. At the same
time the way we create those pseudo events can be used to trade mem-
ory for processing time: if we only insert a pseudo events every few
position stream emissions we can save space needed for snapshots by
processing more position stream events than necessary in case of re-

plays.

Unsorted event streams. The event detector API, see Section 2.2.3] en-

ables the the developer to subscribe particular event types out-of-order.
This means, that events of these types are not inserted into the buffer
but bypass the ordering unit. Hence, they are directly provided to the
event detector without delay.
However, this causes problems if the event detector is reset as a result
of AEP relocation. Out-of-order events that have been subscribed out-
of-order, may have already been processed by the event detector. If the
event detector is now reset to some previous state, i.e., a state that has
been active before these unsorted events have been processed, the out-
of-order events remain unnoticed in the upcoming replay (since they
have not been inserted into the ordering unit’s buffer). For the event
detector it looks like these events did never actually happen. On the
other side, we cannot simply process the events again (by default) as
we do not know if the events are already part of the state that is restored.
To provide a consistent way of processing we omitted the functionality
of subscribing events out-of-order.

Memory corruption. A critical situation occurs when the event detector’s
memory is corrupted by incorrect event order. Consider the example
event detection from Section 2.2.3] When EV_B is processed before
EV_A the event detector accesses invalid memory space and the system
fails. In the event detectors that are implemented for our middleware
system this does not happen. However, since we may not assume that
by default the solution is to set up a signal handler that catches the
exception and resets the system state. We may want to stop speculative
processing for event detectors that are prone to segmentation faults as
a cause of premature event emission.
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4.6. Evaluation

For the evaluation we have analyzed the position data streams from our Real-
time Locating System (RTLS) installed in the main soccer stadium in Nurem-
berg, Germany. We used the same setup with 144 transmitters and 2,000 sam-
pling points per second for the ball and 200 sampling points per second for
players and referees. Each player has four transmitters, one at each of his
limbs. The sensor data consists of absolute positions in millimeters, velocity,
acceleration, and Quality of Location (QoL) for any direction [[129], see Sec-
tion2.4] The sensor data arrives out-of-order as shown in Section[3.4.1]

Since soccer needs these sampling rates and events happen within the frac-
tion of a second a low latency is required so that a hierarchy of detectors
can help the human observer, for example a reporter, or a camera system that
should smoothly follow events of interest, to instantly work with the live out-
put of the system or to automatically trigger actions.

We present results from applying our event processing system and our al-
gorithms on the position data streams from the stadium. Our platform consists
of several 64-bit Linux machines, each equipped with two Intel Xeon E5560
Quad Core CPUs at 2.80 GHz and 64 GB of main memory that communicate
over a 1 Gbit fully switched network. For our tests we organized a test game
between two amateur league soccer clubs and processed the incoming posi-
tion streams from the transmitters.

For all benchmarks we replay position stream data in our lab’s computing
cluster. To focus on the experimental results more clearly, we perform all
the work on just one machine. Our event processing middleware, i.e., the
methods for speculative processing, pub/sub-management, etc., take around
17,000 lines of C++ code. On top of that we implemented over 70 event de-
tectors with more than 16,000 lines of C++ code that are used to detect more
than 750 different event types. The event detection hierarchy has 15 levels,
and we replay a snippet of the event stream from the soccer match. The dura-
tion of the test event stream is 65 seconds and consists of 2.2 million position
events plus 25,000 higher-level events that are generated by the event detec-
tors (not including prematurely emitted events or retraction events). The data
stream also incorporates some burst situations. The average data rate of the
processed data streams is 2.67 MBytes/sec.

We let the event detectors work on the data streams, and discuss the gen-
erated results. For all our experiments we use only one worker thread to
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Figure 4.8.: Latencies of (speculative) buffering.

make the results more clear and to avoid side-effects. Section {.6.1] shows
that speculative processing can considerably reduce both latencies and de-
tection delays. Section [4.6.2] evaluates the a-adaptive speculation in detail.
Section 4.6.3] and [4.6.4] provide measurements on the resource consumption
during the event stream replay versus full speculative and pure buffering ap-
proaches.

4.6.1. Latency reduction

Figure {.8] shows that added speculation can significantly reduce latency of
buffering middlewares. For the benchmark we measured the latency of the
pass event detector. This detector subscribes to 6 different event types and
detects a (unsuccessful) pass event.

When we replay the event data stream to a pure dynamic K-slack buffer-
ing (a=1, straight line) it updates K upon ordering mistakes and finally ends
up with a detection latency of 1458ms at the end of the stream replay. The
average latency for the 65 seconds is 1276ms. In contrast, our dynamic a-
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adaptation reaches a much smaller detection latency (dotted line). At the
beginning, « starts at a¢p=1 and around 290ms of latency. As the CPU is
not fully loaded a-adaptation switches on speculation. This brings detection
latency down to 280ms, where pure buffering already has 1128 ms latency.
Note that the latency of pure buffering increases much more than that of dy-
namic speculation as a-adaptation outweighs the growth of the K-slack buffer.
At several points the event streams, and hence the busy factor b, burst. That
causes a to back off, leading to a higher detection latency again. Afterwards,
a-halving resumes and the latency approaches its minimum again. The aver-
age latency of the dynamic speculation is below 800ms, i.e., about 40% better
than what pure buffering can achieve.

These results show that our speculative buffering technique strongly re-
duces the detection latency of events at runtime. Throughout the entire 65
seconds the CPU load was tolerable, and at the critical burst situations a-
adaptation can avoid system failures, see Section@ Hence, camera move-
ments can be triggered about 40% faster than with pure buffering techniques.
The latencies of other event detectors behave similarly.

We did not show the latency of full speculation (@=0) because it consumes
too much CPU power and causes event processing to fail. See Section
for more details. Other variants with static a-values would just result in la-
tencies that represent the original latency divided by the static a-value.

4.6.2. Runtime a-adaptation

In the above measurements there are several bursts where « has to back off
due to high system loads. To discuss the performance of our a-adaptation
in more detail, let us zoom into the first 20 seconds of the event stream, see
Figure [4.9]

With a busy factor target zone [0.8;0.9], we start from a=1 (straight black
line). We evaluate and (possibly) halve a every #,,,,=0.5 seconds, and as a re-
sult the busy factor b, (dashed red line) grows. After 7 seconds « is 0.125, we
cease halving, and b, stays in its target zone between 0.8 and 0.9. For a while,
both the busy factor b, and the CPU load (dotted blue line) fluctuate within
the target zone before a growing frequency of incoming events requires more
and more detection work. After 8.5 seconds into the benchmark b, reaches
0.95 (the CPU load at that time was at 91%), « is immediately reset to 1,
and as a result both b, and the CPU load drop instantly. Then « is evaluated
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Figure 4.9.: Adaptation of «.

and after 16 seconds a-halving starts over. But this time halving stops at the
bisection line (1.0-0.125)/2=0.43. From there a takes small steps of a;=0.05
Per fypqn to bring b. and the CPU load back into the target zone.

The a-adaptation algorithm not only decreases « to efficiently use the
available CPU power but also rapidly stops speculation if the system is al-
most overloaded in burst situations, to avoid system failure and to absorb the
bursts. Moreover, b, is a sufficiently good indicator of the CPU load. Only if
the CPU load is low, b, slightly overestimates because of task switches and
thread sleeping.

4.6.3. Resource Consumption

To measure the resource consumption we replay the event stream snippet
three times. Figure [4.10] shows the resulting CPU loads. We recorded the
CPU loads for pure K-slack buffering (@=1, straight red line), dynamic a-
adaptation (dotted blue line), and fully speculative processing (=0, dashed
purple line).
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Figure 4.10.: CPU loads with varying a.

Pure buffering exhibits a comparatively lazy CPU load of 50-70% for the
entire 65 seconds. That is because events are buffered for a sufficiently long
time and the event detectors neither receive retraction events nor are they
asked for snapshots or get restored. In contrast, full speculation causes a high
CPU consumption above 90% for the entire 65 seconds. In the benchmark
the CPU consumption reaches 100% a few times. This is prohibitive because
event detection then takes longer than it should. The resulting higher delays
cause a ripple effect since the K-values of the detectors further up the detec-
tion hierarchy are not prepared to deal with the extra delay and purge events
or process them out-of-order. Hence, detectors may get stuck in invalid states
and event processing fails. Even worse, there is another reason for system
failure: when event processing is slowed down, the queue of incoming events
that await being processed often outgrows the available buffer space.

Figure [£.10] also shows that to achieve the good detection latencies dis-
cussed in Section {£.6.T] the dynamic speculation makes reasonable and effi-
cient use of the available resources. The CPU load stays within a non-critical
target zone that gives the dynamic a-adaptation enough room to react to bursts
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and to avoid system failures. Hence, if detection latencies in an application
are too high, one simply needs to use a stronger CPU. Then there is more
room for speculation and hence latency reduction.

Speculation also needs more main memory. On our benchmark, the pure
buffering took only 1,120 KBytes of buffer space, averaged over the 65 sec-
onds. There are two reasons for the demand being that small. First, only the
events but not the detectors’ snapshots need to be stored. And second, since
an event is usually input to more than one detector we store it only once and
insert a reference to it into the ordering units. In contrast, as an event detec-
tor’s state has an average size of around 800 Bytes, full speculation required
21,100 KBytes for an event detector’s buffer on average. Dynamic specu-
lation is better and only took 14,850 KBytes on average, i.e., with only 14
MBytes of additional memory per detector we reduce latency by 40%.

Throughout the 65 seconds we took around 4,500 snapshots. An ordering
unit holds 365 valid snapshots in its buffer on average. States of lower level
event detectors are considerably smaller (below 50 bytes) than those from
higher level detectors (one unique detector has a state size of 800 KBytes).
Lower level detectors are snapshot more frequent than higher level detectors
since the event load is considerably higher.

4.6.4. Evaluation of Retraction Techniques

To evaluate the two retraction techniques we replay the real event stream from
the first half of the soccer match (45 minutes). For each of the two retraction
techniques we record the number of events that are prematurely generated
and retracted from a player-hits-ball event detector.

On-demand retraction is more efficient and in general also helps reduce la-
tency. Over 45 minutes, full retraction affected 5,623 ball hit events, whereas
on-demand retraction only had to work on 735 events. With full retraction,
the resulting retraction cascade affected 117,600 events across the hierarchy,
compared to 12,300 events for on-demand retraction. To explain the advan-
tages of on-demand retraction, more than the event counts need to be consid-
ered. Compared to full retraction it is more costly for on-demand retraction
to process snapshots and to check for state changes. More work takes more
CPU power and a-adaptation selects a lower degree of speculation that results
in a higher latency. On the other hand, the retraction events of full retraction
are quicker to deal with — but there are so many of them.
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On-demand retraction works best for event detectors with small states or
with states that do not change much (or not for every single event). For ex-
ample, event detectors that directly process sensor data or low-level events.
For such detectors, on-demand retraction can (1) abort the retraction cascade
from the bottom of the event hierarchy, and (2) check detector state changes
quickly because snapshots are small or not even necessary.

But there are rare event detectors that work better with full-retraction. The
pass detector is an example. First, it changes its state on almost every event
received. Thus, all its checking of snapshots and of generated events is useless
work. Second, full retraction only affects 819 events. On-demand retraction
can only reduce that number by 27 which is not enough to amortize its cost.

In total, choosing on-demand retraction for all detectors is better than full
retraction. In the benchmark averaged over all detectors the a-value of full
retraction was 0.81 whereas on-demand retraction only achieved an average
a-value of 0.69. Nevertheless, on-demand retraction achieved a 15% better
detection latency than full retraction. It is future research and an optimiza-
tion problem of its own to automatically deduce and assign the best retraction
technique for each individual detector at runtime. That might improve per-
formance even more.

4.6.5. Discussion

We first showed that our speculative buffer with dynamic @-adaptation con-
siderably reduces latency. We zoomed into the details and proved that our
method exploits available system resources progressively until we reach a
predefined level. We analyzed the resource consumption of our approach and
compared it to full-speculative as well as buffering approaches and proved
we achieved a perfect trade-off between latency reduction and resource con-
sumption.

We deliberately did not present results on the efficiency of taking and
restoring snapshots. While memory consumption has shown to be moderate
but tolerable, the time for taking snapshots was too small in our benchmarks
to matter at all. Hence, there is also no need for more sophisticated mech-
anisms like transactional memories etc. However, depending on the event
detectors’ states and the events this may be an option for improvement for
other applications.
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4.7. Conclusion

The speculative buffer extension presented in this chapter achieves reliable
and low-latency event processing under the predominance of out-of-order
events. Any buffering middleware can use the speculation to process buffered
events earlier in order to reduce detection latency by exploiting available CPU
and memory resources whereas conservative buffering approaches can na-
tively not use them. The speculation does not need any a-priori knowledge of
event delays nor the internal description of the event detectors and the system
adaptively adjusts the degree of speculation at runtime.

An evaluation of the presented methods on position data stream from a
Real-time Locating Systems (RTLS) in a soccer application shows that our
dynamic speculation outperforms other speculative and buffering techniques.
On average, it reduces latency by 40%.

Future work will refine the a-adaptation to incorporate event loads, laten-
cies, and out-of-order delays per event detector more specifically as it is cur-
rently only set for each node individually. Moreover, we will investigate ap-
proaches that automatically deduce and assign the best retraction technique
for each individual event detector at runtime. See Section[Z.3]for more details.
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5. Reallocation in Distributed
Event-Based Systems

By means of the low-latency ordering techniques described in Chapters [3]
and [4] the EPS detects events with low delay without a need for a-priori con-
figuration of ordering parameters.

Although the previously mentioned approaches have specifically been de-
veloped to tackle problems of distributed systems they also solve the equiva-
lent problems for a single-node processing. Moreover, for a concise and clear
evaluation of these methods we even focused on single-node experiments to
make the results more clear.

This chapter explicitly focuses on latency optimization and reliability is-
sues that arise in distributed contexts. For that we first describe a novel
method to migrate event detectors at runtime while preserving the low-latency
ordering constraints in Section[5.1] Using this runtime migration we are able
to adjust poor detector-to-node allocations or free a node that needs to be
shut down for maintenance. To reduce latency that is introduced by naive
assignments of event detectors over the available nodes we analyze the detec-
tor dependencies and data loads at runtime, and migrate detectors to improve
performance in Section [5.2] Section [5.3]closes this chapters and draws con-
clusions.

5.1. Runtime Migration of Event Detectors

Runtime migration has been widely adopted to achieve several tasks such
as load balancing, performance optimization, and fault-tolerance. However,
existing migration techniques do not work for event detectors in distributed
publish/subscribe systems that are used to analyze sensor data. Since low-
latency time-constraints are no longer valid they reorder streams incorrectly
and cause erroneous event detector states.
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This section presents a safe runtime migration for stateful event detectors
that respects low-latency time-constraints and seamlessly orders input events
correctly on the migrated host. Event streams are only forwarded until tim-
ing delays are properly calibrated, the migrated event detector immediately
stops processing after its state is transferred, and the processing overhead is
negligible. On our Real-time Locating System (RTLS) we show that we can
efficiently migrate event detectors at runtime between servers where other
techniques would fail.

5.1.1. Introduction

Runtime migration of system components is the method of choice for load
balancing, performance optimizations, fault tolerance etc. [91]]. But existing
solutions do not work well for distributed event processing systems that are
used to analyze high data rate sensor streams with low latency. In such sys-
tems input data streams usually have a data rate of several thousand events
per second, sources may be arbitrarily spread, and events arrive massively
out-of-order.

Consider the distributed system in Figure 5.1} An event detector that runs
on host N3 subscribes to four events, for instance sensor readings, namely A,
B, C, and D, each generated at a different point in the distributed environment.
For simplification, these events are detected with zero delay. However, for
further processing on host N3 they will be received with different delays. For

Figure 5.1.: Latencies in a distributed EPS.
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instance, A (5ms+20ms+30ms+5ms=60ms) and D (5ms+30ms+5ms=40ms)
have much higher delay than C (Sms+10ms+5ms=20ms). B has the lowest
delay (Oms) since it is detected by a sensor reading device that is directly
connected to the same host and does not travel through the network. The
event detector on N3 measures these delays at runtime and reorders the events
into a totally ordered event input stream. The size of the reordering buffer is
selected as low as possible to guarantee event detection with lowest latency,
see Chapter 3] The generated event is detected with at least 60ms delay and
may be subscribed by other detectors on another host for further processing.

To migrate this event detector from N3 to Ny typical migration approaches
take a snapshot of the state of the event detector, transfer it, activate it on N,
and terminate it on N3. The problem is that the state includes the measured
event delays and the size of the reordering buffer, both of which are affected
by the migration. After migration B now has a non-zero delay, the delays of
the events A and B increase by at least 10ms, and C does no longer have a sig-
nificant delay (since now it is a local event). Hence, the previously measured
event delays for correct stream reordering are no longer valid, and although
the migration itself worked the system fails since the event reordering is cor-
rupt which often results in incorrect states. The buffers for the reordering
units of the affected event detectors are too small for correct ordering, i.e.,
The K-values. Moreover, in a hierarchy of event detectors an upper level
event detector that subscribes the event generated by the migrated event de-
tector may also see out-of-order events as its delay may also have grown.

Other typical migration approaches are based on stream forwarding, leave
the reordering unit behind on N3, and forward the correctly ordered events to
the migrated event detector on the target host N4 until it properly calibrated
its own reordering unit. If certain events only occur sparsely, forwarding may
be needed for a long time before the new host itself can reorder the event
streams. The networking overhead would be high.

In this section we present a technique that transparently reorders out-of-
order events at the new host where existing approaches inevitably fail. For
that we meet the following requirements. First, the forwarding of events must
be kept at a minimum to avoid high network load. Second, the old and the
new event detector may not run in parallel and the old event detector must im-
mediately be shut down to reduce processing load. Third, after the state has
been transferred the new host must derive correct parameters for its ordering
unit to achieve correct event detection.
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The rest of this section is organized as follows. Section [5.1.2)reviews re-
lated work. Section[5.1.3]then presents the details of our migration algorithm.
We carefully consider delay differences and guarantee an in-order event pro-
cessing at all times. We evaluate our method under real-life conditions in Sec-
tion[5.1.4and discuss the runtime migration when processing position sensor
data from a Real-time Locating System (RTLS) in a sports application.

Runtime migration is needed for this use case. Assume that we locate play-
ers in a soccer game and we apply event-based processing on the position
streams. Events such as ball hits, goals, or fouls are automatically detected
by the EPS and used to assist referees or control camera control systems. Soc-
cer rule violations such as handball, fouls, etc. are punished more severely if
players are inside the penalty area. There we not only need to process the
players’ position events in more detail but the event detectors are computa-
tionally intense as, for example, they (try to) derive the players’ intentions.
Hence, CPU loads get unbalanced and the system fails if EDs are not migrated
soon enough, see. Sec.[6.3]

5.1.2. Related Work

Recent related work on runtime migration is mainly found in the area of vir-
tual machines (VMs).

CR/TR-Motion [91]] uses checkpoint/recovery and trace/replay to achieve
a fast migration of VMs. Checkpoints from the source VM are recovered
at the destination, and call traces from the source are replayed so that both
machines are consistent. However, the authors do not forward data and do
therefore not consider that the order of incoming commands may be different
at the new host.

Bradford et al. [26] deal with the transfer of a local persistent VM state.
After migration, network connections are redirected to the new host and com-
mands from old connections are forwarded. The old VM is shut down as soon
as all the old clients are gone. However, in contrast to our approach, both ma-
chines not only have to run in parallel while commands are being forwarded,
but the order is ignored in which commands are received over the network.

MOSIX [19] is a cluster management system that supports interactive pro-
cesses and resource discovery for workload distribution. As MOSIX migrates
processes and redirects system calls it has the same disadvantages as the pre-
vious approaches.
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Pipelined State Partitioning (PSP) [132] time-slices stateful operators, i.e.,
multi-way window-based join operations, and then distributes the fine-grain-
ed states over a cluster to form a virtual computation ring. The states are
relocated if CPU loads are unbalanced. However, although the operator itself
is stateful, the states are not. Moreover, the authors assume that input streams
are equally ordered on each host.

Liu et al. [90] combine state spill and state relocation, and use decision
making to use one of them. However, both do not work if events need to be
reordered.

Endler et al. [55] provide a comparison of various handover techniques
for mobile devices from which new/old domain service ensures a total order.
However, both methods forward the complete event stream until the new ser-
vice takes over.

Koldehofe et al. [81] and Ottenwilder et al. [[LO7] use migration plans to
migrate operators at predefined points in time, and hence minimize delay and
network traffic in distributed systems. While they do not introduce any down-
time or overhead processing their ordering adaptation is based on time mark-
ers that are periodically embedded into the stream. Event detectors need to
buffer any events between markers for a correct order between pairs of events.
This introduces high latency.

Most of the previous approaches do not consider the order of incoming
commands and/or data explicitly. That is because usually the source of the
commands, i.e., the user’s workstation, is static and commands are still re-
ceived in correct order. However, if we deal with multi-user VMs, problems
may occur if two users try to modify the same file. At the original VM,
user A’s command may be received first, whereas at the migrated VM, user
B’s command will be first. The VMs are then out-of-sync. Approaches like
CR/TR-Motion would repeat the recovery and replay process in such unlikely
situations. However, for event detection such situations are very likely and
migration would probably result in endless recovery and replay cycles.

Notice that the migration of an event detector not only affects the input
delays of the migrated event detector but may also affect the input delays of
upper level event detectors that subscribe events generated by the migrated
event detector although the subscribers do not participate in the migration.
Sudden increases of K may lead to out-of-order processing on higher level
event detectors. The migration algorithm presented here also addresses this
problem.
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Figure 5.2.: Event detector migration.

5.1.3. Runtime Migration

As an event detector stores status information, its migration requires to send
the state and to use it for initialization of the new event detector. This is sim-
ilar to virtual machine migration, see Section[5.1.2] and is not discussed here
any further.

Consider the network topology depicted in Figure [5.2] Before migration
(Figure an event detector runs on host N; and subscribes three events
A (published by N3), B (published by N,), and C (published by N,). It gener-
ates event D (subscribed by N3). When we migrate this event detector from N
to N, (Figure[5.2(b)), the sources of the subscribed events remain the same,
but their delays most definitely change. The delay of B at the new host N,
shrinks, because after migration B is a local event. The delays of A and C
may or may not shrink. Note that the delay of D at N3 may also change even
though the subscriber at N3 does not participate in the migration.

Unless delays shrink for all involved events, a naive migration is likely to
fail because the migrated event detector (or any event detector on a higher
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level of the hierarchy) no longer sees the subscribed events in correct order as
its K-sized ordering buffer that worked well on the old host is too small for
the new host.

As discussed before naive migration approaches cannot be used to guaran-
tee ordered input events for the migrated event detector. Because often CPU
overload or buffer overflow trigger migration we cannot run the new event
detector concurrently to the old one until the new one has configured its K-
value. Also forwarding the reordered events from the old to the new host is
prohibitive as it may cause high network loads and processing overheads for
a long time if particular events occur sparsely.

In the following, we present an algorithm that migrates event detectors at
runtime and initializes their K-values according to the timing delays at the
new host. The introduced latency is negligible. Never during the migration
there are two event detector instances that consume CPU time. And most im-
portantly, both the old and the new event detector instances as well as upper
level event detectors see in-order events at any time. The old event detector
stops as soon as its state has been copied, and the networking overhead is
minimal.

Cooperative Handover

The key migration idea is a cooperative handover in which the new host not
only subscribes the necessary input events from their sources, but the old host
also forwards those events to the new host. The new host can then derive the
correct order by combining delay information from events that arrive along
two paths. Our algorithm consists of two different, interleaved steps: (1)
migration and (2) delay adaption and echo cancellation. Figure [5.3] depicts
a sequence diagram of the cooperative handover. Below we explain the two
steps in detail by taking up the example from Figure[5.2}

Step 1: Migration. When we migrate an event detector from N; to N,, we
first need to move the event detector’s state. However, the movement must
fulfill certain requirements. First, as any downtime of the event detector may
add delay to the generated events it must be as short as possible. Second, since
the event detector is continuously processing events, we cannot just terminate
it and move it. Instead, when we close an event detector on one machine, we
need to restore the correct state on another machine.
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Figure 5.3.: Steps of the cooperative handover.

To implement the migration at first (fy) the new event detector on the target
host N, subscribes the required events A, B, and C, and then sends a handover
request to Ny. N; responds with two packets. The first packet holds the
current delay information for each subscribed event. For example, let N;
responds with the delays §(A)=30ms, 6(B)=10ms, and §(C)=20ms. The packet
also holds the current time stamp #s so that N, can calculate dy=clk-ts, i.e.,
the sub-delay of forwarding an event to N,. Let dy be 5ms for our example.

The second packet is the snapshot of the event detector. Since local clocks
may vary between both machines, N| must ensure that N, buffers all events so
that it can recover the correct state from this snapshot. If Ny did not process an
event since fy, its current state is used for the snapshot and ¢,,,=fo. Otherwise
tsnap 18 set to the occurrence time stamp of the last processed event. After
sending the snapshot, N; terminates the event detector as NV, will take over.

For instance, at tp=clk=100 N, sends the handover request to N;. As N;
is continuously processing events, it may already be busy with an event with
time stamp 180. When the handover request arrives N, takes the snapshot
of the event detector, sets #,,,,=180, sends the packet to N, and terminates
the event detector. N, sets the state of the event detector and processes any
buffered events with a time stamp above 180 (only).
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Figure 5.4.: Delay o6(e) of event e before migration, ¢’(e) after migration; dy
is the forwarding sub-delay.

Step 2: Delay adaption and echo cancellation. With the above mi-
gration step we can correctly move a running event detector from N; to N,.
Nevertheless, at N, event delays and therefore suitable K-values may be dif-
ferent, as the delays of the subscribed events may have changed. Instead of
starting with a fresh K7)=0, it is initialized according to the delay informa-
tion received from N; in the first packet, i.e., K}, = max(6(A)+dy, 6(B)+dy,
0(O)+dy) = max(30+5, 10+5, 20+5) = 35ms.

As shown in Figure [5.4] the new host receives all events twice. An event
e reaches N, directly with a delay ¢’(e) and it also reaches N, with a delay
6(e) + dy because it is forwarded by N;. As soon as N, receives an event
along the direct route, it can update its K by using ¢’(e) instead of 6(e)+d;.
For instance, a delay of ¢’(A)=25ms for the first directly received A reduces
Kp to max(25, 15, 25)=25ms.

While receiving events twice is advantageous for initializing K and for set-
ting up the reordering unit, echoed events would pose problems for the event
detector. To make sure that the event ordering unit only sees an event once,
one of them needs to be dropped so that only one event is in the ordered in-
put stream of the event detector. The echo cancellation works as follows: for
each event type there is a first time when the new host sees both an event and
its echo. Before that moment, events with lower delay are passed along the
ordering unit (and late events are dropped)[] Afterwards, as soon as the direct

! Actually, these events have the same sequence number and hence they are dropped by the
middleware anyway.
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Algorithm 5.1: Delay Adaption and Echo Cancellation.

Data: ED,,,, df, DelayList delays, EventList echo
begin
for delay d : delays do
L d—d+ df;
ED,,,.K « K < max(delays); // set K
Event e;
while e.receive() do
if e.id ¢ ED,,,,.GetSubscriptions() then
| continue;
if e.isDirect() then
delays.at(e.id) « clk-e.ts;
K, < max(delays);
if K, # K then
L ED, K « K < K,; // retro-fit K
NotifyDelayChange();
StopForward(e.id);

if echo.contains(e) then
| echo.erase(e); // duplicate.

else
echo.add(e);
ED,,,,.pushT oOrderingUnit(e);

end

event is received, to get rid of the echos at the end of the transition phase,
N is notified that this event type does not need to be forwarded any longer.
Algorithm [5.1] gives the (abbreviated) pseudo code of the delay adaption and
echo cancellation.

The problem of sudden increases of K for event detectors on upper levels
in the processing hierarchy is solved by pseudo events. An event detector’s
ordering unit emits a pseudo event when its K increases. The pseudo event
carries the new delay (with the faked time stamp, see Section[3.5) to the upper
level event detectors so that they can update their buffer sizes well before they
receive an event that may otherwise be too late. Pseudo events are not used
for event detection but only for resizing buffer sizes further up the hierarchy.
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This new cooperative handover performs safe migration of event detectors
and simultaneously ensures a total event order for the new event detector.
Event detectors are copied and immediately shut down because the migrated
event detector iteratively calibrates its optimal K.

5.1.4. Evaluation

We have again analyzed the position data streams from the Real-time Locat-
ing System (RTLS) installed in the main soccer stadium in Nuremberg, Ger-
many. To compare the efficiency of the presented approach we first compare
our cooperative handover to classic migration techniques. In Section [6.3] we
present a use-case evaluation and a sample scenario that prove that runtime
migration is needed.

Comparison with classic migration

For a comparison we replay the recorded test match data and process it in our
lab’s virtual environment (an ESXi server with a cluster of VMs, each with a
2 GHz Dual Core CPU, 2 GB of main memory, and 1 GBit virtual network
communication configured to simulate a real networked environment).

In this setup, we migrate an event detector for detecting a pass. It sub-
scribes four different event types and emits the pass event. Other detectors
behave similarly.

Approaches that ignore the order of events [26, [92] only copy the snap-
shot and inevitably fail. Approaches that run in parallel [26} [90] until all
delays are correctly measured are less efficient than those that use stream for-
warding [S5]. We denote the latter as classic approaches and compare the
migration presented here with them.

Misdetection avoidance

A classic migration would snapshot the event detector on one host, ship it to
and re-start it with the current buffer size on the target host, and subscribe to
all the necessary events (this is better than an initial buffer size of K=0). This
only works well if all the subscribed events arrive at the new host earlier than
they used to arrive before migration. If events take longer, the buffer is too
small and the event detector will fail because it processes events out of order.
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Figure 5.5.: Delays and K after state transition.

To demonstrate that this problem does occur in practice and that our coop-
erative handover can deal with this issue, we replay the test match data twice.

Figure[5.5]shows the K-values of the event detector migrated in the classic
way (first replay, dotted line, K starts at 40ms). This event detector fails 5
times within the first 17 seconds after migration. Whenever it fails, K is in-
creased to prevent future missdetections (as dynamic K-slack buffering would
do). One event type first shows up after 30s but did not increase K.

In comparison, in the second replay our cooperatively migrated event de-
tector subscribes to the events twice. It receives the events on the direct path
(as the naively migrated event detector does) and a forwarded copy from the
old site which includes the forwarding sub-delay of 30ms. Hence, our tech-
nique makes the event detector start with a higher K-value (40+30=70ms) at
the beginning. And whenever direct events show up early, the K-value is low-
ered. As shown in Figure [5.3] our novel technique avoids missdetections as
the K-value is always large enough. Moreover, K of the migrated pass event
detector is just 17% too large at the beginning (70ms instead of 60ms) and
melts down quickly. This is a small price tag for perfect detection.
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Bandwidth and shipping cost reductions

An idea to make the classic migration avoid missdetection is to leave the event
ordering unit behind on the old host and to forward the ordered event stream
to the new host where the events can then be processed in order. On the target
host we only measure the event delays of directly received events, and let a
new ordering unit take over as soon as K is properly derived.

In the example of Figure [5.5] the classic migration with event forwarding
sorts the events on the original host for 30 seconds with a delay of K=40ms
before they are forwarded to the target host with an additional forwarding de-
lay of dy=30ms. The total delay on the target host is 70ms. This goes on for
30s, before the migrated event detector can switch to the newly configured
reordering unit (K=60ms). This results in the same correct detection that our
cooperatively migrated detector achieves, but without the early meltdown of
K, i.e., with a higher accumulated latency.

Moreover, latency is not the only disadvantage of the classic migration with
event forwarding. The main problem is the network bandwidth that event for-
warding consumes. Forwarding of all events for the first 30s takes 13,337
packets, just for this single pass detector. In contrast, our novel cooperative
migration can stop sending events of a certain type, as soon as one event of
that type has reached the migrated event detector along the direct path. In the
example, a total of only 51 packets need to be sent, i.e., cooperative migra-
tion can save 99.6% of the network bandwidth and shipping overhead of the
classic technique with event forwarding. For other event detectors that we see
in practice there are even larger savings. For some of the event detectors of
the soccer application it takes as long as 5 minutes before at least one event
of every type has appeared, i.e., before the classic technique can stop for-
warding of all events. The results shown here generally hold for other event
detectors because the number of forwarded events is limited by the number
of subscriptions. Each type is only forwarded until the new host received it
once. Hence, a statistical consideration is not necessary. The migration only
has the overhead of the K-slack buffer at the old node which is negligible.

The overhead of the correct but inefficient classic migration with event for-
warding is prohibitive since migration is triggered often because of bandwidth
or load bottlenecks, see Section [6.3|for more details.
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5.1.5. Summary

In distributed publish/subscribe-based systems there arise needs to migrate
event detectors from one host to another at runtime due to various reasons
such as load balancing or performance optimization. The presented method
migrates stateful event detectors at runtime while low-latency time constraints
are kept valid. To guarantee a correct event order we use delay information
from the old host and runtime measurements on the new host to calibrate the
event input buffers of the ordering units. The introduced network overhead
is negligible and the method works well on a Real-time Locating Systems
(RTLS) in a soccer application. The algorithm also solves migration issues
known from sensor networks. Event detectors can be considered to run on
sensor nodes and events need to be transferred in the network.

The next section shows how to optimize the detector distribution using
heuristics. This reduces the detection latency in the distributed system envi-
ronment.

5.2. Runtime Optimization

As we have seen event-based systems (EBS) are a good choice to efficiently
process massively parallel data streams. In distributed event processing the
allocation of event detectors to machines is crucial for both the latency and
efficiency, and a naive allocation may even cause a system failure. But since
data streams, network traffic, and event loads cannot be predicted sufficiently
well the optimal detector allocation cannot be found a-priori and must instead
be determined at runtime.

This section describes how evolutionary algorithms (EA) can be used to
minimize both network and processing latency by means of runtime migra-
tion of event detectors. Moreover, it qualitatively evaluates the algorithms on
synthetical data streams in a distributed event-based system. We show that
some EAs work efficiently even with large numbers of event detectors and
machines and that a hybrid [64] of Cuckoo Search [140] and Particle Swarm
Optimization [78] outperforms others.
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5.2.1. Introduction

Think of autonomous robots that play soccer and locate their positions [76]]
or in general applications where computation is spread over components con-
nected with significant network latencies (e.g. sensor networks [134]] or wide
area publish/subscribe systems [103]). For instance, the robots form a wire-
less ad-hoc network to run both distributed decision making algorithms and
rule violation detection. The algorithms are implemented as a distributed
EBS, and events and sensor readings can be transmitted and processed on any
robot. For instance, a high-level tactical rule violation such as offside can be
defined by composing events from lower levels, see Figure[5.6] Event detec-
tors are spread over the available computing nodes and the robots iteratively
aggregate and process events until they detect the top-level event. Especially
for tactical decisions but also for the detection of rule violations a low latency
processing is crucial and event detectors must be allocated carefully across the
network. Similar use-cases appear in military maneuvers or in autonomous
coordination of (Mars) robots.

Rarely there is an optimal allocation of event detectors to the distributed
processing units because the robots, i.e., the processing components, are mo-
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Figure 5.6.: Event hierarchy for an offside rule violation.
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bile or communication may be instable, they constantly interact with each
other, experience continuously changing tasks and latencies, and event loads
are unknown a-priori.

Hence, an allocation must continuously adapt to the system environment
and data load in order to be optimal. Unfortunately, not only is finding an
optimal allocation known to be NP-hard, but also as good allocations quickly
turn deprecated, slow exact algorithms are useless. If the optimizer takes too
long to allocate a large number of event detectors to the available nodes, event
loads may already have changed again. The optimal allocation is a moving
target.

Greedy approaches are insufficient as they only improve an allocation lo-
cally, are likely to get stuck in local optima, and only obtain small perfor-
mance benefits.

This section exploits the fact that sensor data, events and performance mea-
surements can be (wirelessly) broadcast to a central unit. We show how Evo-
lutionary Algorithms (EA) can be used to derive good solutions for the latency
optimization problem and to produce migration commands that are sent to the
respective nodes to migrate their event detectors. EAs are well-suited for the
moving target problem. They terminate their search after a while, pick the
currently best solution, and migrate the event detectors accordingly.

We evaluate different heuristics for the optimization of event-based systems
and show why some of them are or are not suited for event-based systems.
The requirements for such heuristics are twofold. First, since networking de-
lays are high (for wireless transmissions) and since we face a hierarchical
communication pattern, the primary goal is to minimize network transmis-
sions. Second, global knowledge on event loads can be harvested from all
robots/hosts and should be used for better results. Event stream data is con-
tinuously collected at a centralized point and a search heuristics is triggered
to calculate an optimal allocation for the distributed system. Event detectors
are then migrated between nodes to achieve a better performance in terms of
latency.

The rest of this section is organized as follows. Section [5.2.2]reviews the
related work. Section [5.2.3|then formalizes the optimization problem before
Section presents the optimization heuristics. We evaluate the heuris-
tics in Section discuss the results when processing synthetic event
data streams, and show that a Cuckoo Search / Particle Swarm Optimization
(CS/PSO) hybrid outperforms the other heuristics.
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5.2.2. Related Work

Related work for runtime latency optimization is found in various areas such
as distributed operating systems, sensor networks, and event-based systems.
But most of them optimize other criteria or do not meet the above mentioned
requirements.

Xing et al. [139] and Balazinska et al. [17]] periodically collect CPU load
statistics and use a greedy algorithm to migrate pairs of filter operators in the
Borealis EBS [1]. Because their filter operators run for many seconds, they
only consider CPU load but do not address network latency at all.

Plan-based approaches [4} [112} [138] statically calculate an optimal alloca-
tion a-priori but do not adapt event detector placements at runtime to changing
event loads.

Liu et al. [90]] address main memory shortage and split operator states for
long running, non-blocking queries such as multi-joins. However, they focus
on splitting large database operations and do not consider network latency as
critical. Threshold-based techniques [[141] also only optimize CPU and mem-
ory loads but do not optimize networking latency.

Lakshmanana et al. [83] split event processing agents into several strata
that run in parallel before they profile for load balancing. But since they just
can migrate few agents they only approach local optima.

With projecting event queries onto distributed hash tables [65,[108]], queries
can be divided into sub-queries and loads can be moved between hosts that
are near to save communication cost. These approaches optimize locally and
may also result in worse allocations if event detectors form a detection hier-
archy.

Zhou et al. [[143] [144]] focus on local load balancing in publish/subscribe
systems where communication is not tightly coupled. In contrast, in our appli-
cation domain the communication paradigm is tightly coupled and the event
loads are dynamic.

The distributed Lagrangian Rates, Greedy Populations (LRGP) [95] algo-
rithm optimizes resource allocation by adapting flow rates and consumer ad-
missions. However, reducing consumer admission to control the resource
allocation is no viable solution because they drop events which may result in
event detection failures.

Babcock et al. [[13] adaptively optimize operator scheduling to minimize
memory consumption and throughput latency. However, they replace the or-
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der in which stream operators are applied to a number of data packets from
multiple input streams on a single machine. This is an orthogonal type of
optimization as we optimize the placement of operators in a network.

MOSIX [[7,[79] is a distributed cluster operation system that proactively mi-
grates processes at runtime to optimize the performance. Decisions are based
on a theoretical cost model that incorporates CPU time and memory con-
sumption of jobs, collects node statistics from the network, and (re-) assigns
jobs. However, the communication costs between jobs are not optimized.

Khanna et al. [80] use a genetic algorithm (GA) to generate an optimal
number of cluster heads in sensor networks to minimize communication cost,
and hence to maximize the lifetime of the sensor net. However, in sensor nets
the requirements usually differ because sensor nodes transmit data towards
a sink and only rarely communicate with each other to perform distributed
tasks.

Ant Colony Optimization (ACO) [118] is a popular method for network-
based optimization. However, those technique are mainly used to optimize
network routes or to provide alternative routes for end-to-end or multiple-end
communications. Since we essentially want to optimize a complex multi-hop
scenario, known ACO methods cannot be applied.

5.2.3. Runtime Latency Optimization

The presented runtime latency optimization moves event detectors to improve
latencies. As event streams cannot be predicted sufficiently well, plan-based
approaches do not work for online optimization. As greedy approaches often
end up in local optima we apply heuristics to optimize the detector distri-
bution at runtime. This requires continuous monitoring of all event stream
statistics in a centralized optimization master (OM) component. The OM
collects the number of transmitted events for each ID, the measured network
latencies to other nodes, and the number of generated events. The OM peri-
odically triggers one of the heuristics of Section[5.2.5]

Problem Formalization

Let n be the number of event detectors, m the node count. An allocation is a
three-tuple consisting of an m X n matrix X with x; ;=1 iff detector i runs on
node j, an n X n matrix L where /; ; is the latency between hosts i and j, and
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an m X m matrix T where t; ; is the number of events transmitted from node i
to j. The goal is to minimize

m n

QD(X,L,T)ZZZ X,"k'Xj’k'(C['l,"j+C['li,j)

i=1 j=1 k=1

which describes the cost of the current detector distribution under the runtime
measurements L and 7', weighted by ¢, (emphasis on network transmissions)
and ¢; (emphasis on latency).

5.2.4. Solution

An optimization based on heuristics needs (1) a formal encoding of possible
solutions (individuums), and (2) a fitness function that grades the solution’s
performance.

Individuum. A detector i runs on host x; in an event detector allocation
X = (v, x0. -+, x,)7, with x; € [1;m].

Fitness function. The fitness function is used to grade a possible solution
and projects it onto a number. The higher the quality f()?) of a solution
X is, the fitter is the individuum in the evolutionary algorithm. Our fitness
function incorporates network latencies and traffic, and is again weighted by
the parameters c; and ¢;:

fX) = i iai,j et — iibu (e -tij+er- i),

i=1 j=1 i=1 j=1

a;j is 1 if event detectors i and j run on the same host, i.e., x; = x;, and 0
otherwise. Contrary, b;; is 1 if detector i and j run on different hosts, and
0 otherwise. The left part of the fitness function sums up the cost savings
by events that are transmitted locally between event detectors and that must
not travel through the network. The right part sums up the cost for detec-
tor dependencies that cause network traffic. Hence, f (X)) grows with locally
transmitted events and decreases with events that are subscribed by hosts with
higher latency or with more generated events. Due to limited CPU power we
skip and discard solution vectors that would overload hosts.
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Algorithm 5.2: The Genetic Algorithm.

Data: fitness function f(X))
individuums « generate initial set of individuums;
while (1 < MaxGeneration) or (!stop-criterion) do
foreach (individuum )?i ) do

L evaluate fitness f()?i);

sort all allocations X by fitness value;

select two higher ranked allocations and perform crossover;
randomly select allocation, replace subsequence, replace if
| better;

return best allocation

5.2.5. Heuristics

This section evaluates four heuristics to dynamically optimize event detector
allocations: a Genetic Algorithm (GA) [68]], a Cuckoo Search (CS) [140],
a Particle Swarm Optimization (PSO) [78], and a hybrid form of CS and
PSO [64]. Below we shortly describe their principles and the guts of their
application to the runtime optimization problem.

Genetic Algorithm (GA)

The classic GA is based on fundamental mechanisms of the theory of the
natural evolution and the continuous change of DNA sequences to improve a
species’ fitness.

A population consisting of d distributions X reproduces for k generations.
In each generation we apply three operations: (1) selection, (2) crossover,
and (3) mutation. Algorithm [5.2] provides the pseudo code of the genetic al-
gorithm.

(1) Selection. We evaluate the fitness of each solution of the current gen-
eration and sort them by their calculated fitness values. We use a fraction p,
with 0 < p < 1, of the highest ranked solutions in the following step.

(2) Crossover. We choose two solutions, )?a and X);,, randomly from the
top fraction p of the current generation. We randomly choose a subsequence
(Xi» Xit15 ., Xj), 1 <1 < j < m from both )?a and )?b, and exchange this se-
quence between the solution vectors. We evaluate the fitness of the resulting
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distributions f()_(z’l) and f()_(),’)), and if they are better than f()_()a) and f(fb), we
replace them.

(3) Mutation. To overcome local optima and to generate new solutions,
we randomly choose a distribution X, among the population for mutation and
replace a randomly chosen subsequence of its solution vector with valid ran-
dom values. We determine the fitness of the resulting distribution XZ, and if
it is better, we replace )?L. with )?Z..

Cuckoo Search (CS)

Cuckoo Search [140] is an iterative and evolutionary algorithm that manipu-
lates an initial set of d solutions over a given number n of generations. CS
uses (1) the parasitic breeding behavior of some species of cuckoo birds and
(2) the characteristics of the random walk of the common fruit fly’s method
to determine its route for exploring feeding grounds.

(1) Breeding behavior. The population of solutions is represented by d
bird’s nests (containers), each of which holds a solution X. To stay in the
metaphor of CS, these nests are owned and used as breeding locations by
other species of birds. A cuckoo bird reproduces by laying its own egg into
one of these nests and lets the victimized bird breed it. The victims either
hatch the egg, evict it, or abandon their own nest. How a cuckoo generates an
egg is discussed in (2).

We implement these options as follows. In each generation, the cuckoo
generates a new egg X', and if it represents a better solution with a higher
fitness value f()?’) than the egg X ; of a randomly chosen nest j, it replaces
X ;. Otherwise X' is discarded. Furthermore, in each iteration a fraction p of
eggs with low fitness values is abandoned and replaced by randomly gener-
ated solutions/eggs in new containers/nests.

(2) Egg generation. After randomly selecting a nest i the cuckoo takes
the egg X; and performs a Lévy Flight in the solution vector. The Lévy Flight
is the common fruit fly’s method for determining its route, i.e., a special ran-
dom walk, and we use it to explore the possible allocations. The random walk
shifts some of the dimensions of vector )?,

- -

X=X +c- LevyFlight(a).
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The step length is determined by a heavy-tailed random distribution that has
an infinite variance with an infinite mean. The factor c is used to weight the
random walk, and « is the Lévy distribution’s parameter. This walk varies
from local exploration steps to steps far out of the current proximity and is
performed on the given solution (egg) X from the randomly chosen nest j.
The result is evaluated and compared to another randomly chosen nest’s egg i
as described in step (1). This avoids local optima and explores new locations
more quickly.

Due to the discrete and interdependent characteristics of the representation
of the event detector allocation in X);, we do not shift all dimensions of X: at
once. A change caused by a random walk in one dimension can have a ripple
effect on the quality of the allocation of other event detectors to their host
machines. Therefore it is necessary to limit the impact of the random walk in
our scenario. Hence, we randomly select a small subset of dimensions of X),
and perform the random walk on each of them. The step length of the random
walk is also important. It influences not just its own dimension but possibly
several more because event detectors subscribe events from other detectors.

The result X’ of the random walk is then used as a new cuckoo egg. Itis
evaluated according to the rules described in step (1) and, depending on the
result, placed into the nest j chosen in step (1).

Algorithm 5.3: The Cuckoo Search algorithm.

Data: fitness function f' X), Lévy Parameter «,
unfit fraction p;
nests < generate initial set of d allocations;
while (# < MaxGeneration) or (!stop-criterion) do
i < nests.getRnd();
Allocation X’ — X)',-.Lévalight(a);
J < nests.getRnd();
if £(X") > f(X,) then
L )?] X ;
sort all allocations X in nests by fitness value;
replace the fraction p of the nests with a low fitness value with
| random new and valid ones;
return best allocation
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The fraction p of eggs to abandon at the end of each generation is also im-
portant for the algorithm’s performance. It is essentially a global search with
a high randomness, and not a random walk. However, as the probability is
small to create good eggs by chance we get better results with a small frac-
tion p.

Algorithm [5.3] shows the pseudo-code of the CS algorithm. The stop cri-
terion can be any condition, for instance a well chosen maximal number of
iterations in which the best solution did not change significantly. We leave
that out for simplification.

Particle Swarm Optimization (PSO)

PSO applies techniques from the swarm behavior of some animals/particles,
especially birds and fish. The pseudo-code is given in Algorithm[5.4] A pop-
ulation of d animals/particles, each a representation of a solution )?, flocks
towards an optimal state. To implement the swarm behavior, it is necessary to
know the velocity v;(¢) at time ¢ of each particle i and the globally best parti-
cle )?g _pest found so far, evaluated by f1 ()?). Furthermore, we need the personal
best position )?P _vest; Of each particle i. A particle i then moves through the
solution space into a direction computed from these values as shown in Fig-
ure Operating on the set of particles, a time-discrete loop performs the
following three steps.

Algorithm 5.4: The PSO algorithm.

Data: fitness function f()?)
Allocation X, obests
swarm « generate initial set of d allocations;
while (t < MaxGeneration) or (!stop-criterion) do
foreach (particle )?i ) do
evaluate fitness f (}?i);
update X p_bes; and/or )_()gf;,est;
vi(t + 1) « update velocity V;(¢);
)Z)[(t + 1) « update position )_('i(t);

return )?gfbes,
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Yi ( f) Xg_best

V(1)

. X.(1+1)
X _best,

D

Figure 5.7.: The way PSO combines weighted forces.

(1) Fitness evaluation for all particles’ current positions. If necessary,
fg pest and X p_best; are updated.

(2) Update velocities. Based on these new values we calculate the veloc-
ity V(¢ + 1) as a weighted sum of the current speed and the direction to the
personal and the global best particles, see Figure

Vit + 1) = K- [3:(0) + ¢1 - 11 - (X pess, — Xi0))
tcyrp (X)gJJest - Xz(t))]

We calculate the velocity separately for each dimension of a solution vector
X, and use a constriction factor model proposed by Clerc et al. [50]. This
model is fast to calculate, performs similarly, and is a good alternative to the
inertia weight method. The factor c; is used to weight and prioritize the local
optimum, c; is used to weight and prioritize the global optimum, and r; and
ry are random values between 0 and 1 that are used to let the particles escape
from local optima to explore new areas. K is the constriction coefficient and
satisfies

— 2
P-(e1+e2)- Vier+er 2 -4(er+e2)

(3) Update positions. We derive the new valid position for each particle
from a sum of its old position and its new velocity:

Xt +1) = Xi(0) + %t + 1).
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Cuckoo Search / Particle Swarm Optimization (CS/PSO)

The hybrid of CS and PSO [64] combines swarm intelligence and Lévy Flights
to benefit from both concepts. The random walk of CS helps the algorithm
to escape from local optima while the swarm intelligence of PSO accelerates
the overall convergence by letting the cuckoos collaborate. The pseudo-code
is given in Algorithm [5.5]

The key idea of the algorithm is that not a single cuckoo bird performs
Lévy Flights on a randomly chosen egg but a swarm of cuckoo birds is used
to find new solutions. Furthermore, we also have a population of bird’s nests,

Algorithm 5.5: The CS/PSO algorithm.

Data: fitness function f (X)), Lévy Parameter a,
unfit fraction p;

Allocation )?g best’

nests < generate initial set of d allocations;
swarm <« generate initial set of e allocations;
while (# < MaxGeneration) or (!stop-criterion) do

cuckoo < swarm.getRnd();
Allocation X’ « X)CL,Ck,,O.Lévalight(a);
n « nests.getRnd();
if f(f,) > f()?cuckao) then
L )?cuckao — )?/'
if f(X’) > f(X ) then
| X, <X,
sort all allocations in mesh by fitness value;
replace the fraction p of the mesh with a low fitness value with
random new and valid ones;
foreach (cuckoo’s allocation )?i )do
evaluate fitness f (X );
update X,,J,m, and/or Xg bests
Vi(t + 1) « update velocity V;(¢);
X'[(t + 1) « update position )_('i(t);

return )?gfbes,
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each of which holds a solution X. In contrast to CS each cuckoo bird in the
swarm represents a solution X as well. The swarm of cuckoo birds follows
the rules defined by the PSO algorithm. In each generation the swarm’s birds
move as defined by the PSO algorithm, and a single randomly selected cuckoo
additionally performs a Lévy Flight on its allocation to create a new egg X
This is done in order to escape from local optima and to speed up conver-
gence. This way, the cuckoo’s chance to put a better egg into its victim’s nest
improves.

A time-discrete loop performs the following three steps.

(1) Cuckoo selection. In every generation we randomly choose a cuckoo
and its allocation X)C,,Ckoo from the swarm and perform a Lévy Flight on its so-
lution vector to create a new solution X”. We evaluate the fitness of the result
X’ and replace )?wckoo if the former is better.

(2) Nest selection. Next, we randomly choose a nest n. The fitness f (fn)
is evaluated and if it is worse than f()?’), we replace )?,l with )Z’, otherwise
we discard X'.

(3) Selection of fittest. At the end of each iteration a fraction p of nests
with low-fitness distributions is replaced by random new ones and the cuckoo
swarm’s positions and velocities are updated, as are the personal and global
best solution vectors.

To adapt this algorithm to our specific scenario, we again perform the Lévy
Flight only on a subset of dimensions of a solution X. This again improves
the local search due to the interdependent nature of the dimensions of X By
limiting the random walk we prohibit overly random new solutions X', as a
change in one dimension can have a ripple effect on the quality of the allo-
cation of other event detectors to their host machines. Furthermore, we also
update the cuckoos’ personal bests and the swarm’s global best if a Lévy
Flight results in an allocation with better fitness. Additionally, to simplify
the parameterization of the swarm’s behavior, we again use the constriction
factor model to update the swarm’s velocity. Analog to CS, CS/PSO works
best with a small value for the fraction p.

5.2.6. Evaluation

To evaluate the four heuristics we created a benchmark scenario consisting of
30 event detectors that process synthetic event data streams on 6 nodes. These
6 VMs (LinuxContainer instances, each with a 2 GHz CPU core, 1GB of main
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memory and 1GBit virtual network) run on a server with 2 Intel Xeon X5675
Six Core CPUs and 64GB of main memory, and are linked by ns-3, a network
simulator [103]], to implement the virtual topology shown in Figure[5.8] Every
60s the synthetic event detectors, symbolized as colored shapes in Figure[5.8]
change their subscription patterns. They switch between the two situations
shown in Figure [5.9] The numbers denote the event detector IDs. The dif-
ferent colors and shapes denote the optimal allocations of event detectors to
the 6 nodes, if not more than 5 event detectors may run per node. The arrows
show the direction of events detected/published. The optimal allocations are
different for the two phases. They have been determined a-priori by means of
an exhaustive search.

To evaluate the heuristics, we feed a synthetic event stream to the root
event detector 0, and analyze the flood of events along the event hierarchy.
The heuristics then minimize the number of events that are sent over network
links with higher latency by migrating event detectors to nodes with lower
latency, or by grouping highly dependent event detectors to the same node.
Therefore, the heuristics minimize the average latency between any two col-
laborating event detectors, as more events are routed locally on the processing
node or via links with lower latencies. The average latency is the arithmetic
mean of all latencies of the event detectors’ subscriptions over the network,
measured at runtime. Local subscriptions have a latency of 0.

We evaluate the heuristics’ performances and convergence behaviors by
comparing the average latencies they achieve to the optimal allocations. We
discuss each algorithm’s performance separately and present only their es-

Figure 5.8.: Topology of virtual network environment.
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(b) Optimal allocation for phase 2.

Figure 5.9.: Subscription patterns of event detectors.

sential evaluations for clarity. The number of iterations/generations for all
heuristics is set in a way to limit the runtime to 3 seconds. This is needed for
our low-latency event based system with changing dependencies and work-
loads. Additionally, before each optimization the heuristics measure the event
count and latencies for 2 seconds. In Figure[5.10]the straight black line shows
the average latency of the optimal allocations found a-priori (Figure[5.9). The
second straight line in each of the diagrams in Figure [5.10] shows what the
heuristics can achieve when configured with the parameter set that works best.
In addition we show the performance that the heuristics achieve with other pa-
rameter sets. Every 60 seconds the subscription pattern of the event detectors
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switches between the phases. While this does not affect the optimal/manual
allocation, the heuristics face a peak of latency before they dynamically adapt.
We start the measurements after 50s because initially detectors are distributed
randomly.

Genetic Algorithm (GA)

The parameters of the GA are (1) the percentage p of the solutions that per-
form crossover and (2) the percentage s of a subsequence of the solution
vector X that is exchanged between two randomly chosen solutions X, and
X), in the crossover step. We use a fixed population with a size of 80 solution
vectors as recommended in [[68]. Figure shows the average latency of
all event detectors that the GA achieves with three parameter sets p/s. With
p=0.2 and 5=0.2 the GA outperforms other parameter sets. The number of
generations has been set to 35, 000.

After the first phase change, the GA with the best parameters improves the
event detector allocation by 56%), i.e., the average latency drops from 30.8ms
to 13.6ms. This is still considerably slower than the optimal average latency
(6.1ms). After the next phase change the best GA again needs to run twice
before it adapts. It achieves an average latency of 14.4ms which is more than
twice the optimum (6.27ms). Although the GA keeps monitoring and search-
ing, it does not find better allocations. Therefore there are no reallocations of
event detectors and no extra dots on the line in the diagram. Other parameter
sets, e.g., p=0.4, s=0.4, exhibit a slower convergence and end up with slower
latencies. With higher values of the parameters p or s, the GA often misses
good solutions that are close to the population’s solution vectors. With lower
values the GA stagnates at local optima and does not explore new solutions.

Cuckoo Search (CS)

CS has two relevant parameters (1) the Lévy Flight’s distribution « that influ-
ences the step length of the random walk. With higher values for « the CS is
more likely to generate small variations only instead of far leaps. Parameter
(2) is the fraction of dimensions dim on which the Lévy Flight is performed.
Preliminary experiments suggest that the fraction p of abandoned nests is not
significant. The reason is that randomly generated results with a high fitness
are unlikely. We set the population size to 15 nests [[140].
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Figure 5.10.: Dynamic latency adaption achieved by GA, CS, PSO and
CS/PSO.

Figure shows the performance of the CS algorithm. Of all eval-
uated parameter sets, the parameter set a=1.5 and dim=0.3 converges best.
Unfortunately it takes 95 seconds to find an event detector allocation that
slightly improves the average latency. Just before the phases change again,
the best found allocation has an average latency of 17.4ms, which is far from
the optimum (6.1ms).
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One other parameter set in the diagram shows the effect of a smaller Lévy
parameter @ (1.0 instead of 1.5). Due to the resulting far leaps the solution
space exploration misses nearby good allocation vectors. Potentially better
allocations around local optima are not explored efficiently. Even if the effect
is not as drastic after the second phase change, the resulting latencies are still
worse than what the GA found. The other variation of parameters, i.e., a=1.5
and dim=0.1, exhibits similarly bad results. They suggest that small values
for dim should be avoided. The CS with the parameter set that adapts best to
the system’s dynamics still performs considerably worse than the GA.

Particle Swarm Optimization (PSO)

Recall that the the velocity formula made use of each particle’s local/personal
best position and the swarm’s global best solution, weighted by ¢, and c;
respectively. We evaluated PSO for different sets of these weights, using a
population of 80 particles and 27,000 iterations, which preliminary experi-
ments suggested as suitable numbers.

Figure shows that the best PSO with equal weights almost contin-
uously optimizes the allocations after the first phase change until it settles at
an average latency of 11.5ms, which is close to the optimum (6.1ms). After
the second phase change depending on the parameter set, PSO improves the
event detectors’ allocations after just one run by between 24% and 54%. With
equal weights ¢; and ¢, PSO reaches an average latency of about 13ms while
the parameter sets with unmatching weights end up around 18ms.

With unmatching weights, the swarm’s particles either stagnate at their re-
spective local best allocation (¢; > ¢;) or the swarm quickly degenerates to
the global best (¢; < ¢z). PSO only works well if the personal weight ¢; and
the swarm weight ¢, match, e.g., c;=c,=2.

PSO achieves much better latencies than both the GA and the CS (11.5ms
in the first phase and 12.8ms phase 2). It also exhibits better convergence.

Cuckoo Search / Particle Swarm Algorithm (CS/PSO)

The hybrid CS/PSO combines the CS and the PSO parameters. As before we
use 15 nests and we set the swarm’s population size to 80. Since the hybrid is
computationally slightly more complex than PSO, only 25,000 iterations fit
into the 3s optimization window.
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Figure [5.10(d)| shows the performance of the best parameter set we found
and two additional sets that we use to explain the results. After the first phase
changes, the best CS/PSO already reduces the average latency to 13.2ms in
its first run. Eventually it finds an allocation with 9.7ms average latency, just
3.6ms above the optimum of 6.1ms. After the second phase change, it per-
forms even better.

As with the PSO, the weights c¢; and ¢, ought to be equal to maintain a
balance between stagnation and degeneration. Small steps in the Lévy Flight
applied to more dimensions work better than large leaps on fewer dimensions.
The PSO’s swarm, as a part of the hybrid algorithm, is well suited to conduct
global searches. The cooperation of the swarm’s particles speeds up global
searches towards (local) optima. The local search around allocations near the
local optimum is improved by the Lévy Flights. By slightly varying solution
vectors, the CS/PSO hybrid explores immediate neighbors, even if the alloca-
tions’ fitness is close to an optimum.

In comparison, the CS/PSO hybrid algorithm clearly outperforms the other
heuristics. Whereas the GA and CS stay far away from the optimum, PSO
and CS/PSO both approach the optimal detector allocation. As Figure [5.10]
shows, the CS/PSO hybrid performs better than the PSO heuristics, and it
converges sooner and gets closer to the optimum.

5.2.7. Conclusion

Evolutionary algorithms can be exploited to optimize the allocation of event
detectors in a distributed event-based system at runtime. In our system a cen-
tralized unit collects runtime information and latencies, triggers the heuristics,
and sends migration commands to the respective nodes.

We evaluated four heuristics and showed that they all reduce network la-
tencies and hence enhance the system’s average detecting latency. The Par-
ticle Swarm Optimizer outperforms both a Genetic Algorithm and a Cuckoo
Search. A combination of Cuckoo Search and Particle Swarm Optimization
performs best. Multi-swarm optimization may further improve the heuristic.
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5.3. Summary

In this chapter we delved into specific issues that arise in distributed event-
based systems. With a runtime migration that considers low-latency ordering
constraints we are able to move event detectors between nodes to avoid sys-
tem overload or to optimize performance. Our novel runtime migration out-
performs other techniques that have proven their efficiency in related areas
such as distributed file systems or virtual machine migration. Our runtime
optimization uses global data and event load statistics, triggers heuristics to
calculate a lower-latency allocation set for the event detectors, and commands
the particular nodes to initiate a migration of event detectors. This allows to
dynamically optimize event detector allocations to the current event loads and
network latencies.
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6. Evaluation and Discussion

In previous chapters we introduced specific solutions for technical problems
and demonstrated their efficiency by means of evaluations that zoomed into
the details of the particular methods. While these micro benchmarks better
explain the performance and internal behavior of our techniques they still
leave some open questions that we would like to address in this chapter.

This chapter is organized as follows. Section[6.1]focuses on the evaluation
of Event Definition Languages for the detection of events out of position data
streams. We discuss and draw conclusions from the results we obtained from
the 2013 ACM DEBS Grand Challenge [49] where we carried out a sophis-
ticated competition for the analysis of the position data streams that we also
used for the evaluations throughout this thesis. Section[6.2]presents a use-case
evaluation of the detection of a player hits ball event out of a small detector
hierarchy comprising proximity and ball hit events. This use case evalua-
tion shows that an event ordering under the hood results in smaller source
code that is easier to maintain. The higher detection latency of the buffer-
ing middleware approach in contrast to an in-detector-ordering pays off while
events are traversing the event detector hierarchy. Section shows a prac-
tical example why runtime migration is necessary in distributed event-based
systems. Event detectors that run on 3 nodes suddenly become unbalanced
due to unpredictable behavior of located objects, and one node suffers a sys-
tem overload. Migration helps to load work off the overloaded node so that
event processing stays fully functionable. Section [6.4] concludes this chapter.

6.1. Evaluation of Event Definition Language
Approaches

As mentioned earlier there are basically two contrary approaches for the im-
plementation of event processing systems: we could either make use of event
definition languages (EDLs) and quickly implement event detectors on a high
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level of abstraction, or we apply programming languages such as Java, C/C++,
or C#, and operate on a lower level that achieves higher performance and flex-
ibility. The former method has the advantages that we can reach a working
system implementation quickly, that we do not need to worry about complex
source code whose maintenance may require a significant amount of time,
and that we avoid serious programming mistakes more easily. The resulting
code is hence easy to maintain, compact, and safe.

In contrast to the EDL-based approach an implementation in a program-
ming language may provide a considerably better performance. That is be-
cause we avoid a runtime interpretation of intermediate code. In addition to
that, the compiler may massively optimize the source code before runtime
for maximal execution speed under consideration of the underlying hardware
architecture. On the downside, programming language implementations are
highly complex and need sophisticated programming skills for their devel-
opment. This also results in fewer potential application developers for the
system programming. Another disadvantage is the time needed for the imple-
mentation: source code implementations must usually be tested thoroughly
as errors can happen easily. This can significantly extend the time-to-delivery
cycles.

Approaches that use event definition languages together with a custom
compiler or even a just-in-time (JIT) compilation to avoid intermediate code
are settled somewhere between the two approaches. Depending on the lan-
guage the compiler may also optimize the source code for performance. The
more similar the language is to a low level programming language, the more
possibilities for optimizations open up. But with that also comes error-prone
low level implementation work.

Hence, an evaluation that compares source code and query language imple-
mentations must depend on the application domain in order to draw valuable
results. In fact, the results even depend on the particular event detectors.
Evaluation criteria vary from expressibility of queries over execution speed
to latency and throughput.

For the analysis of the position data streams we used throughout this the-
sis, an event processing system must at least provide a reliable event detec-
tion, i.e., without false-positive or false-negative events. A second criterion is
latency: to perform actions as quickly as possible all the events must be de-
tected with the lowest possible latency. However, as there are so many event
processing systems out there, see Section [2.3] an evaluation on the applica-
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bility of event processing systems and their different techniques results in a
tremendous effort. Hence, we created a representative test data set with the
RedFIR RTLS [129] and let two amateur football clubs play 8 vs. 8 on a
half-sized soccer field in the main soccer stadium in Nuremberg, Germany.
We formulated a set of events to be detected, and carried out a grand chal-
lenge competition in the research community [49] to tackle the problem and
to present novel systems and approaches for the real-time processing of this
kind of sensor data.

In particular, we defined four queries that represent a wider spectrum of
application scenarios that involve continuous query processing. Each of the
requested queries addresses a specific challenge for the analysis of the data.
We briefly describe the queries below.

(1) Running analysis. The goal of the running analysis query is to quan-
tify and track how well each of the players moves on the playing field.
The running analysis aims for an efficient implementation of continu-
ous window-based analysis of different running intensities of both the
players and the teams. While the analyzing component should emit
the current states continuously, it should also emit statistics that span
1, 5, 10, and 20 minutes, as well as for the whole game. The update
frequency is required to be at least 50 Hz. This query poses a chal-
lenge towards updating internal state information quickly, i.e., contin-
uous query aggregation.

(2) Ball possession. The goal of the ball possession query is to calculate
the current ball possession, and statistics for each of the players and for
each team. It is important that sub-events (like a proximity detection, a
ball hit detection, or an active ball detection) are merged appropriately
to detect the ball possession. This query hence requires a functionality
to detect and reuse occasional events in the event processing system.

(3) Heatmap. The goal of the heatmap query is to calculate statistics about
the presence of each player in a given region of the playing field. The
heatmap query addresses performance and event reusability. The EPS
should emit heatmaps for different time windows, i.e., 1, 5, 10, and 20
minutes as well as the whole game. The heatmaps should be gener-
ated for each player and for each team with different grid layouts laid
over the playing field. In total the system must provide 20 heatmaps in
different granularities that must be updated at least once per second.
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(4) Shot on goal. The purpose of the shot on goal query is to detect that a
player hits the ball in an attempt to score a goal. This query poses a
challenge to the flexibility and expressibility of queries in the EPS. At
the time of the ball hit, the query must wait for some time for the ball
to leave the player in order to properly estimate the ball’s trajectory.
If the ball’s trajectory then indicates that the ball may reach the goal
area within the next 1.5 seconds the system should detect a shot on the
goal. This query requires the passive waiting for events to happen and
to define a complex trajectory function that can hardly be implemented
by a continuous query in an EDL. However, such complex functions
are not as unusual as it seems at first glance since they are often needed
for location-based sensor data processing.

In the following we line out the solutions that have been submitted to the
Grand Challenge committee, and discuss the overall outcome. In total, there
have been 15 full paper submissions, from which only 6 high-quality solu-
tions could be selected for acceptance. This Grand Challenge has drawn
more interest than the previous two ACM DEBS Grand Challenges. In the
following we sum up the overall impression of the solutions and interpret
the results. We show that all accepted submissions concluded that high-level
event definition languages are either not flexible enough to express the queries
completely, or that they cannot meet the low latency requirements.

Jacobsen et al. [71] propose the BlueBay Soccer Monitoring Engine, a
custom C++ solution. They also present two fully functional systems im-
plemented in Esper [70] and Storm [99]]. While they provide the functionality
to induce custom functions and hence the needed flexibility for query ex-
pression, the authors conclude that STREAM [[11] and StreamIT [82]] are not
suitable for this task because of limitations concerning I/O, stateful operators,
and library support. Both systems lack direct support for user-defined func-
tions to implement finite-state machine behavior and trajectory estimation.
BlueBay provides the flexibility to trade off between processing throughput
and processing latency. On an Intel Xeon 3.2 GHz QuadCore machine with
6 GB of memory BlueBay achieves a throughput of up to 790k events per
second, i.e., 58X real time, when running in multi-threaded mode, and up to
364k events per second when running in non-threaded mode. The end-to-end
detection latency ranges from 0.005ms to 56ms, depending on the desired
throughput capabilities. The heatmap emission takes a few milliseconds on
average and maximal 75ms (when the system aims for maximal throughput).

140



6.1. Evaluation of Event Definition Language Approaches

The SPRINT Stream Processing Engine by Wu et al. [[137] is also a custom
C++ solution. It makes use of novel strategies such as lock-free ring-buffers,
frame-based sliding windows [98]], and dynamic parallel computation by us-
ing several threads on multi-core architectures. The lock-free ring-buffer uses
a fixed amount of memory and compare-and-swap (CAS) technique. It is es-
sentially a basic version of the ring-buffer that we implemented in the Event-
Core, see Section[2.2] A load shedder is used to avoid ring-buffer overwrites
in case of congestion. However, while this feature avoids memory corruptions
at the time of event insertion, congestion may still lead to a system failure as
stateful event detectors get stuck in invalid states. On a 4-core Intel machine
with 2 GB of main memory running CentOS 5.8 SPRINT achieves a through-
put of 133k events per second (without load shedding). With an increasing
load shedding rate the throughput rises up to 143k events per second. How-
ever, with a load shedding rate of 100% no output is generated as any input
event is discarded. The authors conclude that a load shedding rate of up to
75% does not have a significant influence on the correctness of the results.
However, load shedding changes the result of accurate intervals within the
running analysis.

Jergler et al. [74] propose a custom Java-based solution that makes heavy
use of ring-buffers for inter-communication between computational tasks, and
that trades off between spin-waiting (active) and locking (passive) to reduce
detection latency. Their Java-based solution is slower than the C++ imple-
mentations from other solutions. The main reason for that are garbage col-
lection cycles and costly context switches between the user threads. How-
ever, the authors’ solution is still efficient enough and manages a low-latency
stream processing. They evaluate their system on different CPUs and hard-
ware setups from which the best configuration on an Intel Core i7-2530M Du-
alCore CPU at 2.9 GHz achieves an end-to-end detection latency of 0.018ms
for 87.5% of all generated events. The end-to-end latency for the 99.805%
percentile is at 0.145ms (best on an Intel Xeon processor). Their best config-
uration replays the provided test data set 48X faster than real time, which is
equivalent to a throughput of 661k events per second.

Enorm [97] is a stream processing system based on MapReduce [52] that
shares computation among streaming windows. Latency and throughput can-
not keep up with other solutions as MapReduce has initially not been de-
signed for the low latency processing of sensor data streams. As in the previ-
ously mentioned systems the detection tasks are implemented in a program-
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ming language in order to provide the needed flexibility. The authors evaluate
Enorm in the Amazon EC2 cloud with 1, 4, and 8 dedicated instances. The
average end-to-end detection latency is 1,524 milliseconds and the throughput
ranges from 0.8 MB/sec. (1 instance) to 5.2 MB/sec. (8 instances). Although
Enorm falls far short behind the other solutions the evaluation shows that
Enorm scales with an increasing number of nodes.

The TechniBall System [60] comprises streams [24} [25]], a Java-based de-
scription language for sources, sinks, and processors together with Esper [[70]
as its CEP engine. TechniBall achieves the necessary performance by making
the trade-off between low latency processing and query language processing.
Whenever low latency or numerical efforts are required TechniBall uses the
streams framework, whereas Esper kicks in for high-level reasoning tasks that
do not require such big performance boosts. The authors evaluate TechniBall
on an Intel Core i7-3770 at 3.4 GHz and with 16 GB of main memory. With-
out any processing of the data streams TechniBall reads 922k events per sec-
ond; with processing query 1 and 3 together it achieves approx. 500k events
per second; and with query 2 and 4 together it also results in approx. 500k
events per second. Unfortunately, to process all the queries together, internal
queues in TechniBall need to be shared among the query processors, which
results in a lower throughput of 285k events per second. The end-to-end de-
tection latency is between 0.002ms and 0.003ms (without emitting the events
to other applications or command line but only for integrating them into the
local statistics that are located in the heap).

Badiozamany et al. [16] present the EPIC (Extensible, Parallel, Incremen-
tal, and Continuous) data stream management system (DSMS). In order to
provide the required high performance EPIC allows for executing user-defined
functions next to their query language over the incoming streams. Queries run
in different OS processes to allow for parallel execution. The authors evaluate
EPIC on an Intel Core 17-2730QM CPU at 2.6 GHz with 8 GB of main mem-
ory running Windows 7 64-bit. The authors process the entire 60 minutes
game in 20 minutes (all queries together), i.e., 3X real time, whereas queries
1, 2, and 4 may be processed in only 5 minutes. The end-to-end detection
latency of EPIC is in order of hundreds of milliseconds.

All accepted solutions make use of a programming language implementa-

tion either to express queries properly or to achieve the required low-latency
processing. From that we conclude that EDL-based approaches alone can-
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not replace the functionality provided by programming language implemen-
tations. For the analysis of high data rate position sensor streams (or maybe
generally spoken spatial data) EDL-based approaches lack the level of flexi-
bility that is needed for the implementation of queries and for properly defin-
ing detection tasks. Another conclusion is the usage of programming lan-
guage approaches for performance reasons. When comparing the efficiency
of the proposed solutions in terms of detection latency and throughput, the
most efficient solutions are the ones that are implemented in C/C++ as this is
the most efficient way for the implementation of the EPS. Java-based solu-
tions are slightly less efficient but still aim for event processing in orders of
milliseconds which is totally acceptable for most of the tasks.

To compare our runtime system implementation to the submitted solutions
of the grand challenge we also implemented the four queries for the Event-
Core, and measured the event throughput and end-to-end detection latency on
an Intel Core 17-M620 CPU at 2.67 GHz and 8 GB of main memory. In total
we used 13 event detectors to create a total number of 46 different event types.
When we execute all the queries, and if the events are already located in the
main memory our EventCore system processes 499k input sensor events per
second in a non-threaded processing mode, i.e., it processes the input data
33x real time. Multithreading does not yet pay off its management overhead
and results in less throughput as there are not so many event detectors and
complex calculation tasks yet. This result is totally acceptable and is well
within the balance of the submitted solutions. The average end-to-end de-
tection latency of the four demanded queries is below 0.002ms for a 99.25%
percentile, i.e., measured from inserting a sensor event into the EventCore
system to the point when data is incorporated in the event detector’s heap
space. These results show that our custom streaming system is highly opti-
mized for the processing of our sensor stream data, and that it can easily keep
up with other presented stream processing systems.

However, considering detection latency in that way was not the initial in-
tention for the development of our system. Our system dynamically resizes
event buffers to cope with out-of-order events. For the grand challenge we
provided a pre-sorted file of position events that can simply be loaded and
replayed in order to focus on the novel ideas and strategies for analyzing
position sensor data in general. Moreover, none of the presented solutions
provides full support for distributed processing whereas our system scales ef-
ficiently across several nodes.
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Figure 6.1.: Arrival time stamps of player and ball positions.

Summarizing, we can conclude (1) that our ordering method presented in
this thesis has correctly assumed that EDL-based approaches restrict the ex-
pressibility of even detectors too much in general, (2) that C/C++ is the way
to go for a fast and custom event processing system solution for high data rate
requirements, (3) that the components our system is composed of, i.e., lock-
free ring-buffers etc., are also commonly found in the provided solutions, and
(4) that our system can easily keep up with the other presented solutions in
terms of both throughput and latency.

6.2. Event Ordering Use-Case Example

This section gives a practical example that shows that runtime reordering is
necessary. Assume that we want to detect that a player hits a ball, see Fig-
ure [6.1] We expect that the ball has some velocity and that the player’s and
ball’s trajectories cross each other at the time the ball is kicked. We split
this task into sub-tasks, and define the sub-events BALL_DIRCTN_CHANGED
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(see Appendix [A.2), i.e., that the ball experiences an acceleration peak, and
PROXIMITY_IN/PROXIMITY OUT (see Section [6.2.1)), i.e., that the ball en-
ters or leaves the proximity of a player. The PlayerHitsBall-detector (Sec-
tion [6.2.2)) then uses these event types to compose the PLAYER HITS BALL
event. This has also been the running example in the Chapters [3|and ] to mo-
tivate event ordering. In the following we show how to detect all the necessary
events and how to cope with out-of-order events. We also compare the code
complexity, CPU consumption, and detection latency of our middleware-
based ordering approach to an event detector hierarchy that cares itself about
ordering within the event detectors, see Sections[6.2.3}[6.2.4] and [6.2.5]

A small hierarchy that is used to detect the PLAYER_ HITS_BALL event is
shown in Figure[6.2] Since there are usually several balls tracked simultane-
ously we take the recognition of the active ball out of the proximity detector
as this can be accomplished by a simple filtering operatorﬂ However, the in-
fluence of that detector on the event ordering is negligible.

But although the event detector hierarchy only consists of 3 (without the
Active Ball detector there would only be 2) levels there arise ordering issues
at several points. As the Ball Direction Changed event detector on level 1
does not need to take interactions between the sensors into account but just
analyzes the position streams of the balls, it will generate the events with al-
most negligible additional latency, i.e., an ordering is irrelevant here.

However, the Proximity event detector on level 2 needs to relate different
position tags with each other, i.e., the tag of the active ball to the tags of all
the players. As shown in Section this introduces remarkable latency.
Consider Figure [6.1] again. The arrows show the trajectories of the player
(from top right to bottom left) and the ball (from bottom right to top left).
The color gradient of the arrows encodes the arrival times of the particular
position events: the arrival time increases as the color gradient turns from
bright (yellow) to dark (red). The essence here is that the positions of the ball
are received at lower (arrival) time stamps than the positions of the player’s
transmitter. At the time the trajectories cross each other in real life we also
receive the ball’s position it has at the crossing, i.e., we receive its positions
instantly. The arrival time of the ball’s position at the crossing is gray (or-
ange). However, we receive the player’s position that s/he has at the crossing

! We implemented the detector a bit differently as a conventional filter operator would essen-
tially generate another high data rate event stream that would have an influence on the mea-
surements.
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Figure 6.2.: Event hierarchy for player hits ball.

much later: we receive the position of the player sensor not before the arrival
time already turned darker (red).

In the following we show details about event delays in a real system envi-
ronment and show how to implement the event detectors in both ways: with
and without an event ordering middleware. We point out that the implementa-
tion of event detectors without event ordering middlewares requires consider-
ably more source code, has a higher software complexity, and causes higher
CPU load than the implementation of event detectors for ordering middle-
wares. This section provides source code for the Proximity and the Player
Hits Ball event detector. The source codes for the Ball Direction Changed
and the Active Ball detectors can be found in Appendix [A.2]and [A3] as they
are not discussed in greater detail here. We also moved parts of the Proximity
detector that are irrelevant for the discussion to Appendix[A.4] The Proximity
detector that uses the ordering middleware can be found in Appendix [A-3]

6.2.1. Proximity detection

The Proximity detector subscribes the ACTIVE_BALL event that is used to in-
ternally set the currently active ball, i.e., the play ball, and the position data
streams. The Proximity detector should send a PROXIMITY_IN event as soon
as the current ball gets close to a player, i.e., if the distance between the
ball’s center and a player’s transmitter becomes less than one meter. As soon
as the ball leaves the proximity of a player the detector should generate a
PROXIMITY_OUT event. Both events should carry the minimal time stamp of
the state changes. In other words, the proximity events are based on two
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typedef MAP_IT map<int, list<Position> >::iterator;

1

2

3 void Proximity::callback(const Event* event) {
4 Position& pos = event->position[0];

5 if (event->id == ACTIVE_BALL) {

6 active_ball = pos.obj_id;

7 return;

8 }

9 positions[pos.obj_id].push_back(pos);
10 if (pos.obj_id == active_ball) {
11 for (MAP_IT iter : positions) {

12 if (iter->first != obj_id) {
13 correlate(iter->first);

14 }

15 }

16 } else {

17 correlate(pos.obj_id);

18 PurgeObsoleteBallPositions();
19 }

20 3}

Figure 6.3.: Proximity detector: callback function.

positions from different transmitters with different time stamps. The events
should carry the smaller time stamp of the two as its occurrence time stamp.
The event detector implementation can be found in Appendix [A.3]

However, this naively implemented detector that only holds the most re-
cently received position per transmitter does not detect the proximity events
properly for unordered event streamsE] The problems are the varying delays
among the position data streams. In general, positions of the balls arrive con-
siderably earlier than the ones of the playersE] As the positions are packaged
and the high data rate streams are prioritized the ball events are received up to
one second earlier than a player’s position that has an equal occurrence time
stamp. An event detector that ignores the order may not detect a proximity
event although it may have happened and may also generate a proximity event
based on transmitters that have not actually been in the proximity of the ballE]

2 Unless we use the detector in combination with an ordering middleware.

3 Nevertheless, we may also receive player positions earlier than ball positions.

4 Consider Figure again. If the ball crosses a player’s trajectory shortly behind him the
colors, i.e., the arrival times, become equal at the intersection point. We receive the ball’s
position at the crossing when we receive player’s position s/he had before.
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void Proximity::correlate(unsigned int obj_id) {

1

2 std::list<Position>& player = positions[obj_id];

3 std::1list<Position>& balllist = positions[active_ball];
5 list<Position>::iterator ball_it = balllist.begin();
6

7 // search the first position in which player[0] fits
8 while(!player.empty()) {

9 Position& playerpos = player[0];

10 while (playerpos.ts < ball_it.ts) {

11 ++ball_it;

12 }

13 --ball_it;

14

15 //found nearest ball position with lower time stamp.
16 int64_t time = Near( ball_it, playerpos );

17

18 if (states[obj_id] == false && time != -1) {

19 states[obj_id] = true; // now near.

20 Event e(PROXIMITY_IN, time);

2 connector->Send(e);

22 }
23

24 else if (states[obj_id] == true && time == -1) {
25 states[obj_id] = false; // now un-near

26 Event e(PROXIMITY_OUT, time);

27 connector->Send(e);

28 }

29 minimal_timestamp = time;

30 player.pop_front();

31 }

32}

Figure 6.4.: Proximity detector: correlate function.

Without an external ordering unit the event detector has to buffer the po-
sitions and must timely correlate them in order to relate them appropriately.
Figure [6.3] and [6.4] show source code excerpts of the Proximity event detec-
tor: callback is invoked on event reception and correlate is used to re-
late the positions of the transmitters. The remainder of the detector’s source
code can be found in Appendix [A:4] The event detector subscribes the po-
sition data stream and the active ball events and publishes PROXIMITY_IN
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and PROXIMITY_OUT events. Consider the callback function provided in Fig-
ure[6.3] Whenever the event detector receives the active ball event it only uses
it to set the internal active_ball variable to the new transmitter id (line 5
to 8). But if the currently received event is a position event we push it into
a buffer that holds this transmitter’s positions (line 9). At this point we have
to distinguish two cases. First, that we receive a position of the currently
active ball (line 10). Then we have to check all the other transmitters for a
change of their proximity status (lines 11 to 15) by calling correlate (line
13) for each pair of transmitters. Second, that we receive a player’s posi-
tion (line 16). Then we only have to check whether the proximity status of
this particular transmitter changes (line 17) as this does not affect the other
player transmitters. PurgeObsoleteBallPositions (called in line 18) iter-
ates over the buffered ball positions and removes the ones that are no longer
needed for correlation. Obsolete player positions are purged by correlate.

The correlate function provided in Figure[6.4]takes the id of the recently
received position and correlates the transmitter’s buffered positions to that of
the ball’s positions. For that we iterate over the buffered ball positions until
we find the first ball position that has a larger time stamp than the time stamp
of our oldest player position (player[0]). If the transmitters are near but
their former state has been not near (line 18), or the transmitter is not near
but has been near right before (line 24) we observe a state change and gen-
erate the appropriate event. We can remove the player’s oldest position since
we correlated it to the appropriate ball position.

The detector we designed in this section can detect the proximity between
transmitters and the ball as soon as the particular position events show up. The
implementation does not introduce latency by active waiting for positions be-
cause we correlate the positions immediately at the time of their arrival. The
implementation can cope with arbitrary event delays[| In Section[6.2.3]
and|[6.2.3|we analyze code complexity, resource consumption and latency, and
show the price we have to pay for that low latency detection.

6.2.2. Player hits ball detection

The player hits ball event detector is the first event detector in our hierarchy
that is no longer working on high data rate sensor streams but instead only
on derived events. Since the detector only subscribes to the events provided

5 Of course, main memory is limited but the algorithm itself works correctly.
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Figure 6.5.: State machine for the player hits ball detector.

by the Proximity detector, i.e., PROXIMITY_IN and PROXIMITY_OUT, and the
BallDirectionChanged detector, i.e., BALL_DIRCTN_CHANGED, the processing
load is already significantly reduced. The player hits ball detector uses these
three events as input and generates the PLAYER HITS_BALL event whenever a
PROXIMITY_IN event is directly followed by a BALL_DIRCTN_CHANGED event.
But if we receive PROXIMITY_OUT in between the BALL_DIRCTN_CHANGED
event may just be caused by the ball dropping on the ground or hitting a bar-
rier and does not let the detector generate the PLAYER HITS_BALL event.

Figure [6.5] shows a non-deterministic finite automaton describing the in-
ternal behavior of the event detector. The detector basically implements two
stages. Either it is in the not near state, which means that currently no player
is near the ball, or the near state, which means that at least one player is in
proximity of the ball. Hence, the detector holds a list to save all the trans-
mitters that are near the ball. A subsequent ball hit then triggers the detector
to generate the PLAYER HITS_BALL event for all the players that may have
caused it (as we cannot be sure which player it has really been).

Figure [6.6] shows the source code for the player hits ball implementa-
tion. The header file that contains data structures and other implementations
used here can be found in Appendix [A.6] For compactness we use a (non-
) deterministic finite automata interface, see Appendix and just define
functions that are called when we traverse between states. In the construc-
tor the detector signals to subscribe the given events and the provision of
the PLAYER HITS BALL event. The detector is implemented as a finite state
machine as described in Figure @] and consists of two states: not near,
i.e., StateA, meaning no transmitter is currently in proximity of the ball,
and near, i.e., StateB, meaning that at least one transmitter is near the
ball. We define four transitions, i.e., connect (line 13 to 16), among the
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16
17
18
19
20

26

36

38
39
40
41
42
43

#include "PlayerHitsBall.hpp"

PlayerHitsBall::PlayerHitsBall (EventCoreConnector* _con)
connector(_con) {
connector->1listen(BALL_DIRCTN_CHANGED);
connector->1listen (PROXIMITY_IN);
connector->1isten (PROXIMITY_OUT);
connector ->publish(PLAYER_HITS_BALL);

StateA = new State("not.near");
StateB = new State('"near");

connect (StateA, StateB, PROXIMITY_IN, &PlayerProxIn);
connect (StateB, StateB, PROXIMITY_IN, &PlayerProxIn);
connect(StateB, StateB, BALL_DIRCTN_CHANGED, &Successful);
connect (StateB, StateA, PROXIMITY_OUT, &PlayerProxOut);
InitDFA(StateA);

}

bool PlayerHitsBall::PlayerProxIn(const Event* event) {
PlayersInProximity.push_back(event->positions[0]);
return true; // go to state StateB.

}

bool PlayerHitsBall::PlayerProxOut(const Event* event) {
PlayersInProximity.remove (event->positions[0]);
if (PlayersInProximity.empty())
return true; // leave state and go to StateA.
else
return false; // do not leave the state.

3

bool PlayerHitsBall::Successful (const Event* event) {
Event e(PLAYER_HITS_BALL, event->positions[0].ts);
e.positions.push_back(event->positions[0]);
e.positions.push_back(PlayersInProximity);
connector->Send(e);
return true; // irrelevant.

}

void PlayerHitsBall::callback(const Event* event) {
this->update(event); // check states and transitions.

}

Figure 6.6.: Player hits ball event detector.
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I PROXIMITY_IN [#26] @7564115828239289 @7564116333287819
2 PROXIMITY_IN [#24] @7564255028073944 @7564259551084405
3 BALL_DIRCTN_CHANGED @7564302548017380
4  BALL_DIRCTN_CHANGED @7564312148006616
5 PROXIMITY_OUT [#24] @7564394227909809 @7564398751376446
6 PROXIMITY_OUT [#26] @7564394227909809 @7564395693549119
7 BALL_DIRCTN_CHANGED @7564504147779787
8 BALL_DIRCTN_CHANGED @7564547347728870
9 BALL_DIRCTN_CHANGED @7564691347557302
10 BALL_DIRCTN_CHANGED @7564772947460756
11 BALL_DIRCTN_CHANGED (@7564787347444662
12 BALL_DIRCTN_CHANGED @7564806547420849
13 PROXIMITY_IN [#28] @7564778227454210 @7564782913997403
14 PROXIMITY_OUT [#28] @7564922227286291 @7564922924005943
15 BALL_DIRCTN_CHANGED @7565315346824394
16 BALL_DIRCTN_CHANGED @7565358546772867
17  BALL_DIRCTN_CHANGED @7565790546265309

Figure 6.7.: Received events printed in order of their arrival time.

states and assign an evaluation function to these transitions. For instance,
in line 13 we define that if the current is StateA, i.e., no player is near the
ball, and we receive a PROXIMITY_IN event we invoke PlayerProxIn. If
PlayerProxIn returns true (here this is always the case, see line 22) we
walk the transition to StateB. If a transition function returns false we remain
in the currently active state. Hence, we do not need to declare the transition
from StateB to StateB on an PROXIMITY_OUT event since this transition
is handled implicitly by the return value of the transition connected in line
16. We only walk the transition from StateB to StateA if PlayerProxOut
returns true, i.e., if the PlayersInProximity list becomes empty. Other-
wise there are still players near the ball and we remain in StateB. If we are
in StateB and we receive BALL_DIRCTN_CHANGED we invoke Successful,
which generates the event, fills in the appropriate data, i.e., the data pro-
vided by the BALL_ DTIRCTN_CHANGED event and any player that is currently
in proximity, and sends the event to the middleware. The return value of the
Successful transition function is irrelevant here (since it is implemented as
a self-transition).

However, the event detector defined here misses some PLAYER_HITS_BALL
events and may also detect false-positives because we again experience or-
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dering issues. We know that the proximity detector delays the detection of
PROXIMITY_IN and PROXIMITY _OUT events as we had to bring together the
information of both transmitter types. For the proximity detector we simply
buffer the positions, correlate them as soon as they show up, and purge them
when they have been correlated.

But it is not as easy for the player hits ball event detector as we receive
PROXIMITY_IN and PROXIMITY OUT events next to BALL DIRCTN_CHANGED
events. Figure shows the events printed to the command line interface
(CLI) in the order of their arrival time stamps. The BALL_DIRCTN_CHANGED
events are generated by the Ball Direction Changed detector depicted in Ap-
pendix [A.2] and both the PROXIMITY_IN and PROXIMITY_OUT events orig-
inate from the event detector we implemented in Section The latter
carry the two time stamps of the participating transmitters of the ball and
the player. The first time stamp is the occurrence time stamp, which is the
earlier one of both. While we receive the first few events in a correct order
(until line 12 the order is correct) we receive the PROXIMITY_IN event in line
13 out of order. The time stamp of the PROXIMITY_IN event is smaller than
that of the BALL_DIRCTN_CHANGED event from the previous line #12. Their
time difference is around 28 milliseconds. Using the naive implementation
we proposed above, we do not receive the ball direction changed event be-
tween the two proximity events, and do hence not generate the player hits
ball event as we are in StateA, i.e., not near when we actually receive the
two BALL_DIRCTN_CHANGED events in lines 11 and 12. But actually, the time
stamps tell us that the player hits ball event has actually happened.

The remaining open point is, that we need to postpone the processing
of BALL_DIRCTN_CHANGED events for some » time units so that we can ar-
range them appropriately between the two proximity events. Only then the
event detector walks through the correct transitions and fires for the correct
PLAYER HITS BALL event. Another implication is that we may not send the
PLAYER HITS_BALL event directly on reception of a BALL_DIRCTN_CHANGED
event as we may receive a late PROXIMITY OUT event afterwards. Thus, to
prevent a false-positive detection we also need to wait for some » time units
to ensure that the event actually happened.

Hence, we do not only need to withhold events that lead to the creation
of events, but we also need to withhold events in general to not walk invalid
paths in the state machine (there are state machines that are far more complex
than this example for which we cannot implement revisioning as easily).
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Event detector McCabe complexity | LoC
ActiveBall 14 37
BallDirectionChanged 8 24
InOutRegion 24 46
Proximity (w/ ordering) 45 186
Proximity (w/o ordering) | 11 40
PlayerHitsBall 7 40

Figure 6.8.: Software complexities and LoC of the event detectors.

We need to withhold the processing of any event at least for n time units. To
make that work correctly, » must be set to the maximal variation in the event
delays to order the incoming events appropriately. BALL_DIRCTN_CHANGED
events are detected with almost no delay whereas the proximity events are
detected with a maximal delay of the delay variation in the position streams
(plus some processing delay and overhead). Hence, at this point the event
delays sum up to the value our ordering middleware delays the events. From
within the event detector we now have no chance to order the events with
lower latency as we need to guarantee that no late PROXIMITY_OUT event is
generated.

Although event-based systems are not intended to, a strong synchroniza-
tion between the two event detectors could solve the problem on a single
machine. But this is inefficient if the event detectors run on different ma-
chines, see Section@ Hence, the latency we saved for the detection of the
proximity events is wasted for the detection of so-called negative event pat-
terns like the one implemented in the Player Hits Ball event detector. In other
words, the detection latency we saved for the proximity events vanishes at the
detection of the PLAYER HITS BALL event and the end user will not notice
any difference in the latency between the two implementations.

6.2.3. Code complexity analysis

In the following we want to take a closer look at the resulting code com-
plexities. The implementations of both event detector hierarchies, i.e., the
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one with in-detector ordering and the one with in-middleware ordering, are
mostly equal — except for the implementation of the Proximity detector (and
of course the Player Hits Ball detector — but here we have no chance to im-
plement an efficient in-detector ordering). To measure code complexity we
use cppncssE]in version 1.0.3 using the command line arguments

./cppncss x86.64 -r -v -x -k *.cpp *.hpp > report.xml

to derive the McCabe cyclomatic complexity (CCM) [102] of the event de-
tectors The CCM is defined by the number of linearly independent paths
through a program’s control flow graph, and implicitly defines the minimum
number of test cases to traverse all possible paths through the source code.

The measurement results are depicted in Figure[6.8] The cyclomatic com-
plexity of the event detectors that do not (need to) care about unordered event
input is 12.8 on average. However, the proximity event detector that cares
itself about event ordering has a complexity of 45, which is nearly four times
as much as the complexity of the other detectors. This must result in four
times more testing work in order to guarantee a similar software quality than
its simpler version. We can draw similar results when we consider the lines
of source code we need to for implementation. The event detectors that do
not (need to) care about event ordering have 37.4 lines of C++ code on aver-
age (we only consider the *.cpp files without their header files). However,
the proximity detector that cares itself about event ordering is implemented in
186 lines of C++ code, i.e., nearly 5 times as much as its simpler version that
uses an ordering middleware.

These results clearly show that it is worth implementing the event ordering
in the middleware instead of within the event detectors. If the event ordering
is implemented and tested thoroughly there this then results in event detector
source code that is easier to maintain, compact, and safe.

6.2.4. CPU consumption

Source code complexity affects the time and management of system develop-
ment. Another measurement for performance and efficiency is the resulting

6 http://cppncss.sourceforge.net/
7 Certainly, CCM is only to a limited extent significant for the analysis of complexity in event-
based systems but there is no other (more significant) measure that has been established yet.
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CPU consumption, i.e., the performance of the event detector implementa-
tion. To measure this we replay a soccer match and measure the CPU loads
over time for both event detector hierarchies.

When we replay the soccer position stream, the ordering middleware ex-
hibits a comparably lazy CPU load of only 35-40% over the whole game.
That is because the sensor events are buffered and ordered, and the event de-
tectors have no further processing overhead for consuming these events. In
contrast, when we turn off the ordering in the middleware and let the event
detector hierarchy handle the ordering itself, the CPU load is higher, i.e., 71%
on average. That is because the overhead of buffering and insertion sorting
the events is lower than the correlation processing within the proximity event
detector.

These results show, that an ordering middleware not only causes lower soft-
ware complexity but also achieves a higher throughput than an in-detector
ordering of events can achieve. However, throughput is only one side of the
coin. The other side are the achievements in detection latency. Typically,
throughput and detection latency compensate each other, and in many cases,
we have to make a trade-off between throughput and latency. In the next
section we will shed light onto that.

6.2.5. Detection latency analysis

In this section we focus on the resulting detection latency. While software
complexity and CPU consumption of the ordering middleware approach out-
perform that of the in-detector ordering, the detection latency of an in-detector
ordering may be better, see the implementation of the Proximity event detec-
tor in Section The ordering middleware buffers all the sensor events
until they are in order and then emits the events to the event detector in order.
Instead, the in-detector ordering approach takes the unsorted event stream and
correlates the events as soon as they show up. Hence, the event detector may
generate the PROXIMITY_IN and PROXIMITY_OUT events with lower latency
as it does not need to wait until K is satisfied but only until the particular
events can be matched, which is — in many cases — earlier than K.

To analyze the detection latency we measure the delay with which we gen-
erate the PROXIMITY_IN and PROXIMITY_OUT events. We replay the event
stream in our replica cluster, i.e., only packaging delay without transmitter
prioritization. Most of the proximity events are generated by the detector

156



6.3. Runtime Migration Use Case Evaluation

with a delay of less than 100ms. Only 10% of the events are generated with
a delay of more than 100ms, and only occasional events are generated with
more than 800ms delays. This is because most of the out-of-order events are
not so late in compared to some other events (especially in replay mode that
diminishes some out-of-order events). Instead, the proximity detector that
leaves the ordering behind to the event-based middleware introduces a static
latency of around 950ms. That is because the middleware measures the event
delays and sets the K-value to the maximum of the measurements, i.e., to the
maximal variation. Some position events arrive so late (and also lead to the
creation of proximity events). Hence, the ordering detector only introduces
a latency that is only a fraction of the latency that the non-ordering detector
introduces.

However, these are only the resulting measurements for the Proximity de-
tector. If we take a closer look at the latency of the PLAYER HITS _BALL events
the advantages pay off. As we have elaborated in Section[6.2.2]the Player Hits
Ball event detector has no chance to implement an efficient in-detector order-
ing for the negative event pattern, i.e., it needs to wait the worst-case time to
preclude the occurrence of any late PROXIMITY _OUT events. In fact, the worst
case time the detector needs to wait is the same time the ordering middleware
would withhold the events from the Player Hits Ball detector. Hence, a Player
Hits Ball event detector that implements an in-detector ordering generates the
events with the same latency as the detector using the ordering middleware
approach.

However, more important is the fact that (in this example) the user does not
care about the proximity events at all as they are only used internally to gen-
erate the more high-level event of interest, i.e., the PLAYER_ HITS_BALL event.
For the end user in-detector ordering (at this point) has no advantage but only
causes higher CPU loads and needs more efforts for its implementation. The
only disadvantage we have to accept when using ordering middleware ap-
proaches pays off as the events traverse the event detector hierarchy to form
the top level events.

6.3. Runtime Migration Use Case Evaluation

This section provides a use case example to show that runtime migration is
needed. Soccer rule violations such as handball, fouls, etc. are punished more
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severely if players are inside the penalty area. There we not only need to
process the players’ position events in more detail but the event detectors are
computationally intense as, for example, they (try to) derive the players’ in-
tentions. Hence, CPU loads get unbalanced, events are no longer properly
ordered, and the system fails if event detectors are not migrated soon enough.

The real environment in the stadium consists of several 64-bit Linux ma-
chines, each with two Intel Xeon E5560 Quad Core CPUs at 2.80 GHz and 64
GB of main memory that communicate over a 1 GBit fully switched network.

For the evaluation we pick up the penalty area use-case described in Sec-
tion 5.1.1] Figure shows a timeline of the CPU load on three hosts.
At the beginning, event detectors are somehow distributed over the machines
with a rather balanced load. After about 25 seconds, the load on host 1 rises
rapidly because after a corner kick many players run into the penalty area.
This triggers many event detectors and increases CPU consumption. Without
migration, CPU 1 gets fully loaded and the system fails as it can no longer
perform event detection although the other two machines run at a moderate
load. Note that in Figure the system fails at after about 53 seconds
when it hits 100% load. The drop of the load afterwards is an artifact of the
use case. Due to the missdetections of some event detectors, other event de-
tectors missdetect as well and reach simpler and invalid states. The system
keeps misbehaving for a long time after the peak. With migration, there is
no peak and no such misbehavior. Migrating event detectors to hosts 2 and 3
smoothes load distribution, see Figure

Hence, when CPU loads get unbalanced and event processing becomes crit-
ical for the performance, our technique transparently migrates event detectors
that continue to process events correctly. In the test matches, it only took a
few ms to migrate an event detector completely. The longest forwarding time
we have seen for the migrated event detector was 2.1 seconds. On average,
the data size of a migrated event detector state was 81 Bytes. The largest was
183 Bytes (player positions, time stamps of previous events).

If event detectors are migrated with techniques that run event detectors in
parallel [26] 0] the loads on nodes 2 and 3 increase as in Figure [6.9(b)| but
node 1 behaves as in Figure With classic migration based on stream
forwarding [S5] we see similar CPU loads as in Figure However, the
difference is the immense networking overhead that lasts for a long time.
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Figure 6.9.: Evaluation results when applying migration.
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6.4. Summary

This chapter focused on basic concepts of our approach and evaluated it on a
broader basis.

First, we presented the results we have drawn from the ACM 2013 DEBS
Grand Challenge where we carried out a competitive challenge based on our
position data streams. The results confirmed our approach that event defini-
tion language based approaches cannot fit the requirements for position data
stream analysis completely. Hence, a dynamic event ordering approach must
also work for event detectors implemented in programming languages such
as C/C++ or Java and may not use the query language functionalities to syn-
chronize the detection components.

Second, we lined out an example for out of order event processing without
an ordering middleware. With a simple and small hierarchy we illustrated dif-
ferent ordering issues and showed that the management of out-of-order pro-
cessing from within the event detector is a hard and complex way to go as the
software complexity and the code basis significantly increase. We have also
shown that the higher latency introduced by buffering middlewares (in con-
trast to event detectors that care themselves about event ordering) becomes
negligible when events traverse the event detector hierarchy.

Third, we gave a practical example why runtime migration is needed. While
we have shown that our runtime migration works efficiently in the previous
chapter we have shown here how we can avoid a system failure in a dis-
tributed event processing system by migrating event detectors at load peaks
to load work off from overloaded event processing nodes. As a result, the
system stays fully functionable and event processing continues with the usual
performance and low latency.

160



7. Conclusion and Future Work

This thesis dealt with the challenges of low-latency event processing of high
data rate sensor streams. Our presented system and methods do not require
data specific a-priori configuration and do not restrict the implementation of
event detectors.

The key motivation of this work was to minimize the end-to-end detection
latency of events in order to trigger actions such as focusing in autonomous
camera systems quickly or to present valuable information in a short amount
of time. For this purpose we investigated dynamic event reordering tech-
niques combined with a speculative processing of events to massively reduce
the buffering times. Combined with solutions for challenges arising out of
distributed contexts this results in fast and accurate event detection for inter-
active systems.

This chapter summarizes the results and contributions, highlights similar
fields of applications for the methods presented in this thesis, and concludes
this dissertation by pointing out directions for future research.

7.1. Conclusion

We introduced (distributed) event-based systems and worked out their ad-
vantages when dealing with complex applications that demand high scalabil-
ity and maintenance. Event-based systems are usually implemented on top
of publish/subscribe-systems, link detection components hierarchically, and
turn the result iteratively into a top-level event of interest. At the same time,
sub-information in terms of events can be reused by other detection units.
Afterwards, we have shown that time synchronization and configuration are
mandatory, and revealed the downside of event-based systems. These config-
uration, reordering, and as a result, resource utilization challenges, have been
the central motivation for the development of this dissertation.
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The basis of our solution is a runtime reordering technique that reorders
the incoming event streams with lowest possible latency for black-box event
detectors. This approach enhances the existing K-slack [[135] algorithm that
is well-known in event-based systems. The key idea is to deduce ordering pa-
rameters by runtime measurements and to use these parameters to relate the
time stamps of the incoming events. The buffers we use to delay the events
are not fixed in both their buffer size and the time intervals that they cover. As
a result event detectors can be implemented without knowledge about clock
skews and incorrect event order. We have also shown that this reduces their
source code complexity and hence their maintenance cost massively. An ini-
tialization of reordering parameters for different system configurations can be
used to correctly order event streams from the beginning of the system start.

As available CPU and memory resources cannot be used to reduce detec-
tion latency in buffering middlewares we presented a generic solution that ap-
plies speculative event processing on top of buffering middleware approaches.
The novel speculation approach cannot only be used for a variety of buffering
techniques but can also adaptively adjust its degree of speculation. Other ex-
isting speculative approaches inevitably lead to a system overload caused by
unbounded retraction cascades. Retraction propagates throughout the entire
event detector hierarchy and is not limited to an upper bound. Our technique
uses event emission and replay combined with snapshot recovery and event
retraction to take out the speculation complexity from the event detectors and
to avoid any side-effects like memory corruptions. Our adaptation algorithm
uses runtime measurements of CPU loads and adaptively fits the degree of
speculation. This makes our approach so efficient: by using available system
resources at runtime the evaluation has shown that we can further reduce the
detection latency of any buffering approach by an average of 40%.

Finally, we complemented our contributions by focusing on event-based
systems running in distributed contexts. An efficient allocation of event de-
tectors over the available nodes is crucial for the runtime efficiency (in terms
of latency) of the detection system. As this is usually not pre-configurable
properly we introduced a technique to migrate event detectors at runtime. At
the same time low-latency ordering parameters remain valid and any down-
time of event detectors is avoided. With this runtime migration we can build
an optimization unit that uses runtime event load measurements to optimize
the detector allocation. This reduces introduced network load and detection
latencies.
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7.2. Related Fields of Application

Throughout this thesis we made use of our soccer application to motivate the
development of our methods, and to show their efficiency by experiments.
However, our contributions catch a broader field of applications that goes
beyond soccer and related ball sports such as basketball, hockey, american
football/rugby, or volleyball, where the connection between the requirements
is quite obvious. As many other CEP systems, we leveraged knowledge about
our physical system environment and developed properly working methods to
tackle problems that arise when processing our data streams.

In the following we point out some related fields of applications where the
methods we presented in this thesis can also be applied to. We show that our
solution is more than a custom problem solver for a specific application field,
and give an impression of the scope that our solution covers.

Automotive and driver assistance. Automotive applications include
some promising use cases for our solution. As the technologies in the
automotive sector are evolving so rapidly we can think of several ap-
plications.

First, consider the technological and regulatory achievements in car-
to-X communication, the technological advances for seamless human-
machine interfaces (HMI), and the efforts to reduce damage to persons
with the help of congestion and hazard detection. However, the sensor
streams of several cars, the human factors, i.e., the human behavior,
and the sensors embedded in the infrastructure are not yet combined
for deeper reasoning. Combining this information properly and quickly
can help to make traffic much safer.

Second, consider fleet management of car rental organizations. By us-
ing GPS and other sensors in the cars we can gather information of
the entire fleet at any time. Hence, the car rental organization can, for
instance, optimize the utilization, detect maintenance issues, and auto-
matically trigger actions such as changes in bookings and maintenance
appointments.

Betting systems. Betting operators such as bet365 (http://www.bet365.
com) and bwin (http://www.bwin.com) use heavily distributed archi-
tectures to process streaming data from different sources, i.e., sensors,
and publish different data streams to various endpoints, i.e., actors. The
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sources include events originating from the betters, i.e., purchases of
bets, and event data that is manually induced by jockeys that observe
the games (for instance to temporarily stop the acceptance of bets af-
ter significant changes or impacts like goals). Events are published to
web-clients, smartphone apps, or RSS-feeds.

The requirements and fundamental conditions of betting systems are
similar. We see a timely synchronized backend, i.e., the hosting dat-
acenter at the betting operator, and distributed sensors that generate
events based on events and time stamps originating from that back-
end. Hence, the methods presented in this thesis may be used to reduce
processing latency and resource consumption in the distributed system
located in the backend data center[l]

Emergency management. Emergency management is among the most

popular research topics of modern urban city management. An essen-
tial challenge is to detect, to manage, and to react to hazardous situa-
tions like panics or situations that are dangerous, unsafe, or hazardous
to people’s health. Given a variety of different input sensors, i.e., cam-
era signals, cellular footprints, traffic schedules, audio signals etc., it
is possible to automatically detect problematic situations, and to inter-
vene properly at an early point in time.

The methods presented in this thesis can help to dynamically optimize
the distribution of detection tasks and to order the events originating
from different sources. Especially in those emergency cases a low la-
tency processing is very important.

Smart grid. Modern smart grid applications include distributed sensing at

several levels including energy consumers, electricity grids, energy stor-
age, and the points where energy is actually generated, i.e., the en-
ergy producers. As the energy stores cannot hold unlimited amounts
of energy, as the network can only be loaded with a limited amount of
energy, and as the producers’ energy production varies the smart grid
must continuously monitor the states, and must adapt to current cir-

! The betting example is also similar to financial applications in general. For instance, in live-
trading banks continuously emit sell and buy trading offers that are rejected and/or accepted.
Our methods can help to provide a faster update for price calculation and hence better offers
to customers. However, we do not further focus on that as banks usually do not provide any
insights to their internal data processing.
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cumstances quickly. Hence, the essential challenge of mastering the
smart grid is not in the distribution of the sensors or the actors, but in
an intelligent processing of these data streams and in deriving proper
reactions to changes.

As sensor data can be time-stamped at the point it is inserted into the
network of the smart grid we can apply the methods we presented in
this thesis. Local processing and adaptation is placed near the actual
sensors and actors implicitly as the latency would increase when they
are placed farther away. Sensor information is gathered and processed
by particular event detectors, and events to control the smart grid are
emitted to the actors in the smart grid. Sensor readings arrive in the pro-
cessing units out-of-order and are reordered by our methods. Latency
for adapting and controlling the smart grid can hence be minimized.

Sensor networks. Sensor networks draw interest in many areas as their ap-

plications range from (simple) environmental monitoring to complex
pattern recognition tasks. The primary goal of implementing sensor
networks is the maximization of its lifetime. As sensors are usually
as small as possible, batteries must kept small and energy consump-
tion must be minimal. Hence, as communication is the main cause of
energy consumption most of the necessary processing should be per-
formed on the particular sensor nodes.
The methods we presented can help to minimize the overall detection
latency, which also minimizes the network latencies, and hence net-
work communication itself. Moreover, sensor nodes can aggregate in-
formation and send these aggregates as our method dynamically re-
orders them prior to any further processing.

7.3. Future Work

This section points out directions for future research based on the results that
we have achieved in this dissertation. After that, we show outstanding is-
sues for the development of event-based systems that we experienced while
implementing event detection systems. According to Etzion et al. [57] we
can distinguish two major themes within the area of event processing. The
first is the event-driven architecture that uses events for processing. That is
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the theme that we mainly addressed in this dissertation. The second theme is
about the processing operations we perform on events, i.e., the development
of the event detector hierarchy. Some problems that are sufficiently well an-
alyzed and studied for conventional software development are not yet well
studied for loosely coupled event-based or publish/subscribe-systems in gen-
eral.

Runtime « adaptation. The degree of speculation and hence the reduction

of latency crucially depends on how « is adjusted at runtime. Basically,
the a-adaptation must incorporate the distribution/variation of event de-
lays to fit the speculation degree properly. Future research should be
directed to deduce the distribution of event delays at runtime, to fit an
appropriate a-adaptation function to this distribution, and to adapt @ by
using this dynamic function.
A second optimization for the a-adaptation is to use separate a values
per event detector. Here is room for research on how we should choose
a’s throughout the detector hierarchy: we could either choose smaller
values on lower hierarchy levels in combination with larger values on
higher hierarchy (more speculation for high data rate events) or choose
them vice versa.

Retraction. Apart from the @’s also the retraction technique has an influence
on how far we can go with speculation. That is because retraction is
a crucial component in the speculative process when it comes to the
retraction cascades. We presented two different retraction techniques.
However, it is not easy to choose the appropriate retraction method
per event detector. Although it may be a good starting point to let the
systems engineer choose the technique, an automated method could
also incorporate dependencies between the event detectors, their state
sizes, and their affinity to change their states on particular input events.
Such an approach may hence be much more efficient and result in a
higher degree of speculation.

Pause partial event detector hierarchies. When the speculation tech-
nique detects a load peak we currently reset @ in order to prevent sys-
tem overload and failure. In contrast to this conservative strategy we
could also stop parts of the detector hierarchy and give the CPU power
to a subset of event detectors that benefit from lower detection latency.
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As soon as the load peak is over the partially stopped detector hierar-
chy can be reactivated and process the events that have been buffered so
far. We can, for instance, delay the processing of event detector whose
events are subject to long buffer times at higher level event detectors
without any problems.

Decentralizing the optimization of event detectors. The optimization
of event detection latency builds on a central optimization master (OM)
that recurringly triggers phases consisting of data collection, optimiza-
tion, and migration. However, such a centralized approach may not be
optimal for each type of application. Assume situations that lack a cen-
tral component that has access to the event streams of all nodes because
of mobility issues or missing links in sensor networks. In those cases
a decentralized and non-optimal solution might be a better way to go.
It is subject for future research to find a good online algorithm for op-
timization that only takes local information for the optimization of the
global latency problem.

Besides the above mentioned research directions we also found open points
while developing event-based systems applications, i.e., the event detectors
that use the event processing middleware. In the following, we line out some
software engineering issues that we identified as not sufficiently well studied
yet.

It is an unresolved issue and always a subjective decision whether to split
computation, i.e., an event detector, into several smaller event detectors. The
basic question behind that is whether the resulting performance increases as
a results of the additional possibilities for parallel execution, or if the result-
ing additional management overhead (scheduling queues, buffers, etc.) out-
weighs the parallelization and distribution benefits. Moreover, metrics we use
to classify the performance of an event-based system may vary among max-
imal input throughput, maximal output throughput, minimal average latency,
minimal maximal latency, and latency leveling [S7]. Although there exists
theoretical [[136]] and practical [5] work that shows the demand for solutions
and also early results we think that the available work only hardly applies to
general publish/subscribe-based systems as many information that is used by
previous work is not available before runtime.

In the recent 20 years the way we develop software has massively changed.
Application developers use tools for quality and complexity measurements,

167



7. Conclusion and Future Work

rule violations, and other code analysis tools. But such tools can hardly be
used for event-based systems. Although they may successfully analyze code,
the resulting measurement of, for instance, complexity is in no sense repre-
sentative. In this exact example, the detector hierarchy must be incorporated
in order to get reliable results. Another example is how to manage a refactor-
ing process. Indeed, there are tools that detect weak software code but they
are only of little use for event-based systems. A refactoring inherently in-
cludes a reorganization of pub/sub-dependencies and code shifts. Only little
attention was paid to these software engineering topics yet (to the best of the
author’s knowledge).

A recurring issue in event-based systems is still debugging and testing. In
conventional testing frameworks both data and processing paths can be traced
and even be predicted at some points. A static analysis can be enhanced by
dynamic (runtime) test results to generate a holistic test report that developers
can use to enhance their software. As this becomes cumbersome for parallel
and distributed applications it becomes a lifetime’s work for event-based sys-
tems as the detection components are only loosely coupled. A static analysis
is not possible at all because in many cases the event publications and sub-
scriptions and hence the dependencies are derived at runtime. Therefore it is
difficult to provide quantitative and qualitative results for a test report up to
now.
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A. Source Code Excerpts

A.1. Lock-Free Ringbuffer

#include <Queue.hpp>

1

2  #include <stdint.h>

3

4  namespace bipc = boost::interprocess::ipcdetail;

5 namespace queue {

6 Queue::Queue(size_t _max_size, unsigned char* _mem)
7 max_size(_max_size) , mem (_mem) { }

8 Queue:: Queue() { }

10 uint32_t Queue::AddElement

11 (const uint32_t* buf, size_t length) {

12 uint32_t idx = 0, new_idx = 0, cur_idx = 0;

13 do {

14 cur_idx = *((uint32_t*)mem);

15 if ( (cur_idx + 4 + length + 4 + 4 > max_size) ) {
16 new_idx = 0;

17 idx = bipc::atomic_cas32( (uint32_t*)mem,

18 length+4, cur_idx);
19 } else {

20 new_idx = cur_idx + length + 4;

21 idx = bipc::atomic_cas32( (uint32_t*)mem,

22 new_idx, cur_idx);
23 1

24 } while(idx != cur_idx);

25 *((uint32_t*)&mem[8+idx]) = length;

26 memcpy (mem + idx + 8 + 4, buf, length);

27 return idx;

28 }

29

30 DataElement Queue::operator[] (uint32_t idx) const {
31 unsigned char* ptr = mem + 8 + idx;

32 return DataElement(ptr + 4, *((uint32_t*)ptr));

3: }

34 3}
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A.2. Acceleration Recognition Detector

#include <eventcore/eventdetector/IEventDetector.hpp>

1

2

3 class BallDirectionChanged {

4 public:

5 BallDirectionChanged(CoreConnector *_con)

6 : connector(_con) {
connector->1isten(EVENT_POSITION);

8 connector ->publish(BALL_DIRCTN_CHANGED);

9 filter.setMaxWindowSize (10); // 10 pos. in filter

10 filter.setPeakThreshold (55000); // 55 m/s 2

11 }

12

13 BallDirectionChanged::callback(const Event* event) {

14 foreach (Position p : event->positions) {

15 uint64_t peak_time = 0;

16 if (filter.add(p, &peak_time)) {

17 Event e(BALL_DIRCTN_CHANGED, peak_time);

18 connector->Send(e);

19 }

20 3

21 }

22

23 private:
24 Global::MeanFiler filter;
25 3}
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A.3. Active Ball Detector

[ N S S R

16

18
19

#include <set>

#include <eventcore/eventdetector/IEventDetector.hpp>

class ActiveBall {
public:
ActiveBall (CoreConnector *_con)

3

connector(_con) {
connector->1isten (EVENT_POSITION);
connector ->publish(ACTIVE_BALL);
last_active_ball = -1;

ActiveBall::callback(const Event* event) {

Position& pos = event->position[0];
unsigned int id = pos.obj_id;

if (!Global::GetBallTransmitters().contains(id)) {

return;
}
bool in = Global::BoundingBoxPlayingField(pos);
if (in && !'balls_in_field.contains(id)) {
balls_in_field.add(id);
if (balls_in_field.size() == 1 &&
last_active_ball != id) {
last_active_ball = id;
Event e(ACTIVE_BALL, pos.ts);
connector->Send(e);

}

}

}

if (lin) {
balls_in_field.remove(id);

}

}
private:

std::set<unsigned int> balls_in_field;
int last_active_ball;

};
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A.4. Proximity Detector (w/o ordering
middleware)

#include <map>

1

2  #include <list>

3  #include <eventcore/eventdetector/IEventDetector.hpp>

4

5 class Proximity {

6 public:

7 Proximity (EventCoreConnector* _con) : connector(_con) {
8 connector->1isten(EVENT_POSITION, EC_FLAG_UNSORTED);
9 connector->1listen(EVENT_ACTIVE_BALL, EC_FLAG_UNSORTED);
10 connector ->publish (PROXIMITY_IN);

11 connector ->publish (PROXIMITY_OUT);

12 minimal_timestamp = 0;

13 }

14

15 void Proximity::callback(const Event* event);

16

17 void Proximity::correlate(unsigned int obj_id);

18

19 int64_t Near(Position& pl, Position& p2) {
20 if (abs(pl.x - p2.x) > 1 || abs(pl.y - p2.y) > 1) {
21 return -1;
22 }
23 else if (sqrt(pow(pl.x-p2.x,2)+pow(pl.y-p2.y,2))<1) {
24 return (pl.ts < p2.tx) ? pl.ts : p2.ts;
25 } else {
26 return -1;
27 }
28 }
29
30 void PurgeObsoleteBallPositions(void) {
31 std::list<Position>& ball = positions[active_ball];
32 while(ball.front().ts < minimal_timestamp) {
3: ball.pop_front();
34 }
35 }

36

3 private:
3 std::map<unsigned int,list<Position> > positions;

39 std::map<unsigned int,bool> states;
40 unsigned int active_ball;

41 int64_t minimal_timestamp;

42 3}
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A.5. Proximity Detector (w/ ordering
middleware)

S O S

1

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

32

#include <map>
#include <list>
#include <eventcore/eventdetector/IEventDetector.hpp>

class Proximity {
public:
Proximity (EventCoreConnector* _con) : connector(_con)

}

connector->1isten (EVENT_POSITION);
connector->listen(EVENT_ACTIVE_BALL);
connector ->publish (PROXIMITY_IN);
connector ->publish (PROXIMITY_OUT);

void Proximity::callback(const Event* event) {

3

Position& pos = event->positions[0];

positions[pos->obj_id] = pos;

if (event->id == EVENT_ACTIVE_BALL) {
active_ball = pos.obj_id;

} else if (pos.obj_id == active_ball) {
for (MAP_IT iter: positions) {

if (iter->first != obj_id) {
correlate(iter->first);
}
}
} else {
correlate(pos.obj_id);

}

void correlate(unsigned int obj_id) {

int64_t time = Near(positions[active_ball],
positions[obj_id]);

if (states[obj_id] == false && time != -1) {
states[obj_id] = true;
Event e(PROXIMITY_IN, time);
connector->Send(e);

} else if (state[obj_id] == true && time == -1) {
states[obj_id] = false;
Event e(PROXIMITY_OUT, time);
connector->Send(e);

{
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58
59
60

200

}

int64_t Near(Position& pl, Position& p2) {
if (abs(pl.x - p2.x) > 1 || abs(pl.y - p2.y) > 1) {
return -1;
}
else if (sqrt(pow(pl.x-p2.x,2)+pow(pl.y-p2.y,2))<1)
return (pl.ts < p2.tx) ? pl.ts : p2.ts;
} else {
return -1;
}
}

private:
std::map<unsigned int, Position> positions;
std::map<unsigned int,bool> states;
unsigned int active_ball;

};
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A.6. Player Hits Ball Detector

#include <map>

1

2  #include <list>

3  #include <eventcore/eventdetector/IEventDetector.hpp>
4

5 class PlayerHitsBall {

6 public:

7 PlayerHitsBall (EventCoreConnector® _con);
8

9 "PlayerHitsBall(void) {

10 delete StateA;

11 delete StateB;

12 }

13

14 void callback(const Event* event);

15

16 bool PlayerProxIn(const Event* event);

17 bool PlayerProxOut(const Event* event);
18 bool Successful (const Event* event);

20 private:

21 State* StateA;
22 State* StateB;
23

24}
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A.7. Non-deterministic Finite Automaton

#include <vector>

1

2  #include <eventcore_headers/Types.hpp>

3 #include <eventcore_headers/Serializable.hpp>
4 #include <eventcore_headers/Serializer.hpp>

5 #include <DetectorConnector.hpp>

6

7 class DetectorConnector;

8 using namespace std;

10 template <class T>
11 class NFA {

12 public:

13 class State {

14 public:

15 State(const char* _name, void (T::*in)
16 (const Event*), void (T::*out)(const Event¥))
17 : In (in), Out(out), name (_name) { }
18

19 void (T::*In)(const Event* event);
20 void (T::*0ut)(const Event* event);

21 const char* name;

22 };

23

24 class Transition {

25 public:

26 Transition(State* _source, State* _target,
27 unsigned int _event_id, T* _obj,

28 bool (T::*_£fn) (const Event¥*))

29 : source(_source), target(_target),

30 event_id(_event_id), obj(_obj), fn (_fn) {
31 }

32

33 State* source;

34 State* target;

35 unsigned int event_id;

36 T* obj;

37 bool (T::*fn)(const Event¥*);

38 };

39

40 void InitDFA(State* start) {

41 this->start = start;

42 this->current = start;

43 }

44
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45 void update(const Event* event) {

46 for (uint32_t i = 0; i < transitions.size(); i++) {
47 if ((transitions[i]->source == current) ) {

48 if ((transitions[i]->event_id == 0) |

49 (transitions[i]->event_id == event->id)) {
50 if (transitions[i]->fn != NULL) {

51 if (CALL_MEMBER_FN(transitions[i]->obj,

52 transitions[i]->fn) (event) == false) {
53 continue;

54 }

55 }

56 if (current->0ut != NULL) {

57 CALL_MEMBER_FN(transitions[i]->obj,

58 current->0ut) (event);

59 }

60 current = transitions[i]->target;

61 if (current->In != NULL) {

62 CALL_MEMBER_FN(transitions[i]->obj,

63 current->In) (event);

64 }

65 break;

66 }

67 }

68 }

69 3

70

71 void connect(State* source, State* target,

72 uint32_t event_id, bool (T::*test)(const Event*) ) {
73 Transition®* trans = new Transition(source, target,
74 event_id, (T*)this, test);
75 transitions.push_back(trans);

76 }

77

78 bool isInState(State* state) {

79 if(state == current) {

80 return true;

81 } else {

82 return false;

83 }

84 }

85

86 "DFAQ) {

87 for (unsigned int i = 0; i < transitions.size(); i++) {
88 delete transitions[i];

89 }

90 transitions.clear();
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1

}

void serialize(Serializer& s) {
s.serialize(start);
s.serialize(current);

}

void deserialize(Serializer& s) {
s.deserialize(start);
s.deserialize(current);

}

private:
State* start, *current;
vector<Transition*> transitions;
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